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Core Argument

THESIS Every major cybercrime wave in India from 2018 to 2026 shares a single
prerequisite: the criminal already had your data. Jamtara worked because
fraudsters had bank and telecom records. Chinese apps worked because 200
million Indians handed over their microphone, contacts, GPS, and call logs. Digital
arrest works because scammers know your name, your Aadhaar-linked phone, your
financial profile, and your psychological pressure points. The pipeline runs from data
breach — profile harvesting — targeted fraud — money mule extraction. Telecom
and banking are not the cause — they are the pipeline. The cause is data
negligence.

India was enslaved again — not by cannon, but by negligence and no audit.

Phase Years Core Mechanism Key Enabler

Phase 1: 2018- Jamtara phishing — data already in Leaked bank/telecom KYC data
Foundation 2019 hand

Phase 2: 2020- 321 Chinese apps harvest 80M+ Permissions: mic, camera,
Colonisation 2021 profiles contacts, GPS

Phase 3: 2022- Loan apps, Telegram jobs, profile-  Adtech + metadata + dark web data
Weaponisation 2023 targeted fraud markets

Phase 4: Al 2024— Digital arrest, deepfake, voice Al + harvested

Escalation 2026 clone, parallel world voice/image/behaviour data

The Three-Layer Crime Architecture

Every Indian cybercrime from 2018 to 2026 can be mapped to three layers:

+ Layer 1 — Data acquisition:

Breached databases (Aadhaar 1.1B records, ICMR 815M records), Chinese app permissions, adtech
metadata, dark web purchased profiles, loan app KYC harvesting. [E-01 through E-05]

» Layer 2 — Profile construction:

Cross-linking name + phone + bank + location + behaviour + voice + image = a targeting dossier. Al has
collapsed the time to build this from weeks to seconds.

» Layer 3 — Fraud execution:

The criminal uses the profile to impersonate authority, predict the victim’s vulnerabilities, and extract money
through the most trusted pipelines: bank transfer, UPI, or crypto.

ROOT Telecom and banking are regulated pipelines. A pipeline cannot stop a flood if the
CAUSE reservoir upstream has already been poisoned. Demanding banks verify OTPs
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and telecom companies flag suspicious SIMs treats the symptom. The disease is
unregulated data — and that disease is upstream of every fraud.
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Chapter 1: Jamtara — The Data Was Already There
2015-2019 | Phase 1: Foundation

Jamtara district, Jharkhand, became India’s phishing capital not because its youth were uniquely
criminal, but because they discovered an operational truth before the rest of the world: India’s KYC

data was freely available, and bank fraud could be industrialised with a cheap smartphone and a
SIM card.

Timeline of Events

Year Event / Development

2012- Early phishing gangs form in Jamtara. Bank KYC data circulates through informal networks —
2015 purchased from insiders at banks, telecom companies, and data entry firms at ¥2—10 per record.
2015- Scale-up. Police from 12 Indian states make 23 trips to Jamtara. Estimated 50%+ of India’s

2017 cybercrime traced here. Average victim loss: ¥5,000-50,000.

2017 India witnesses one cybercrime every 10 minutes. Global cybercrime cost India $18.5 billion that
year alone. Jamtara model exported to Deoghar, Pakur, Godda, Giridih.

2018 Maharashtra records 2,945 cybercrime cases to September. Bengaluru’s Whitefield PS registers
5,035 FIRs at a single station. CBI acknowledges Jamtara as an organised criminal enterprise.

2018 Jharkhand sets up dedicated cyber police station in Jamtara. Over 250 arrests in subsequent
years — but all released on bail and resumed operations.

2019 1.3 million credit/debit card records sold on dark web marketplace Joker’s Stash. 98% of cards
belonged to Indian banks. Data included CVV, names, emails, addresses.

2019 NCRP (National Cyber Crime Reporting Portal) established by MHA — first formal national
reporting mechanism. Records 26,049 complaints in first year.

How Jamtara Actually Worked: The Data Pipeline

The Netflix narrative reduced Jamtara to ‘clever village boys tricking people on the phone.’ The
legal truth is more serious: it was an organised data industry.

1. Data purchase: Fraudsters paid insiders at telecom companies and banks ¥2—10 per record
for customer databases: name, phone, bank account number, last 4 digits of card. This data
was not hacked — it was sold by employees with access.

2. Caller ID spoofing: VolP services allowed fraudsters to display the victim’s actual bank name
on caller ID — making the call indistinguishable from genuine bank communications.

3. Targeted vishing: Knowing the victim’s name and account details, fraudsters impersonated
bank staff requesting OTP ‘to update KYC.’ The victim’s own data made the deception
credible.

4. Mule network extraction: Stolen amounts routed through rented bank accounts, often
belonging to poor villagers who received ¥500-1,000 per account. Money moved in under 4
minutes — faster than freeze mechanisms.
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Jamtara was not a policing failure. It was the first public demonstration that India’s
citizen data — KYC records collected under mandate for banking and telecom —
was available for purchase. The regulatory failure was not that police failed to
catch fraudsters; it was that the data should never have been sellable. [E-01]
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Chapter 2: 321 Chinese Apps — The Great Harvesting

2020-2021 | Phase 2: Colonisation of the Indian Mobile

On 29 June 2020, the Ministry of Electronics and Information Technology banned 59 Chinese apps
under Section 69A of the IT Act, citing ‘activities prejudicial to sovereignty and integrity of India.” By

February 2022, the total reached 321 apps.

MeitY
Statement
(Feb 2022)

network activity.’

‘These apps allegedly obtain various critical permissions and collect sensitive user
data. This real-time data is misused and transmitted to servers located in hostile
countries. This enables them to compile massive personal data troves for mining,
analysis, and profiling by entities hostile to India’s sovereignty and integrity.
Additionally, some of these apps engage in espionage and surveillance through
unauthorized access to cameras, microphones, GPS tracking, and malicious

The Scale of Harvest: What Was Taken

Data Type | How Collected

Full contact lists  App demanded contact

permission before launch

Real-time GPS Continuous background

location location access

Microphone Always-on or triggered

access recording

Camera access Photo library + live camera
feed

Call logs and Full call history and message

SMS metadata

Device identifiers IMEI, Android ID, advertising
ID

| Scale / Significance

Every contact of every user — not just the user —
profiled without consent

Movement patterns, home address, workplace,
places of worship — behavioural profile

Voice samples sufficient for voice cloning; also
ambient surveillance

Face data, environment, documents photographed —
biometric and documentary harvest

Social graph, financial SMS (OTP messages, bank
alerts) — fraud enablement

Permanent device fingerprint — not erasable even
after app uninstall

The Chinese Intelligence Law Dimension

Article 7 of China’s National Intelligence Law mandates that ‘any organization or citizen shall
support, assist, and cooperate with state intelligence work.” Article 14 allows intelligence organs to
demand cooperation from any company. Every Chinese app operating in India was legally required
to hand its data to Beijing on demand — making every Indian user a potential intelligence subject of

a foreign government.

What 80 Million Profiles Mean: The Weaponisation Math

Before the ban, an estimated 80—200 million Indians had Chinese apps installed. Each user

generated a profile containing:
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* Name, face (from photos/selfies), voice (from video), location history, contacts (average
200+), financial app usage, browsing patterns, health queries

» Post-Al (2023—-2025): this data is sufficient to generate a photorealistic deepfake video, a
voice clone indistinguishable from the real person, and a behavioural model predicting how
the person will respond to stress or authority

LEGAL The ban under S.69A was justified — but it came after the harvest was complete.
FINDING India banned the apps but has no mechanism to demand the deletion of data
already transmitted to Chinese servers. The 2023 DPDP Act contains no cross-
border data deletion right. The harvested profiles remain in servers beyond Indian
jurisdiction — a permanent sovereignty debt. [E-06, E-07]

Case Study: Digital Dacoit 2018-2026



Chapter 3: Loan Apps, Telegram Jobs & Adtech
Surveillance

2021-2023 | Phase 3: Weaponising the Harvested Data

The Predatory Loan App Ecosystem

Between 2020 and 2023, hundreds of instant loan apps — predominantly linked to Chinese capital
routed through shell companies — flooded the Indian market. By 2022, RBI identified over 600
illegal lending apps. The loan was the bait; the KYC harvest was the product.

Stage What Happened Data Collected

Onboarding User installs app; promised %5,000-50,000 loan in Aadhaar, PAN, face scan, bank
15 minutes statement, contacts

Permission App requires contacts, photos, camera, location Entire contact list, photo gallery,

demand before loan released GPS, device ID

Loan disbursed Small amount (%2,000-5,000) disbursed after heavy User now financially obligated —
deductions leverage created

Harassment Interest compounded 2—-7% per day; threatening Contact names and numbers

cycle calls to ALL contacts used for public shaming

Data sale Profile — Aadhaar + face + contacts + bank + The loan app was always a data
financial distress — sold on dark web harvesting operation

Key cases: Hyderabad: at least 3 suicide deaths in 2020 linked to loan app harassment. CBI
registered FIRs against 38 apps by December 2021. ED froze ¥800 crore linked to Chinese-
connected loan app operators.

Telegram Task/Job Scams: Profile Harvesting at Scale

From 2022, a new model emerged. Victims were recruited via fake job ads on Facebook,
Instagram, and WhatsApp promising ¥5,000/day for liking YouTube videos. After building trust
through small payments, victims were trapped in investment deposit cycles. During onboarding,
PAN, Aadhaar, bank details, and face photos were collected ‘for KYC’ and sold independently of
the fraud proceeds.

How Adtech Enabled Fraud Targeting

Adtech surveillance architecture allowed criminal operations to purchase Meta/Google ad inventory
targeting users who had shown ‘financial distress signals’ — every search for ‘urgent loan,” every
Facebook post about job loss, every banking app opened. The criminal did not need to hack a
database. The advertising platform provided the targeting for them.
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THE Meta and Google did not directly participate in fraud. But their advertising
I|Se, LIS infrastructure — built to allow any advertiser to micro-target users based on
behavioural signals — is indistinguishable from a fraud-enabling platform when
used by criminal actors. There is no audit of who buys ‘financially distressed
Indians aged 25-50’ custom audiences. There is no requirement to verify the
legitimacy of the product advertised. The pipe is open.

The 2022-2023 Breach Wave: Data Input to the Pipeline

Date Entity Records | Data Type Pipeline Impact

Nov AIIMS Delhi 40M Medical records, Patient profiles for medical fraud and

2022 patients Aadhaar-linked IDs digital arrest threats [E-04]

Jun CoWIN Portal Millions Vaccination data, ID, Health + identity combo — SIM swap

2023 (denied) Aadhaar and medical scam targeting [E-03]

Oct ICMR 815 million Name, DOB, address, Largest single data exposure in Indian

2023 passport, Aadhaar history — entire adult population [E-02]

2023 BookMyShow 7.5M Names, contact info Location and social data — behavioural
records targeting input

May BSNL 2.9M SIM SIM data, IMSI, location  Direct fraud enablement — SIM swap

2024 records and digital arrest [E-05]
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Chapter 4: Digital Arrest — Profile Harvesting Made
Weapon

2022-2025 | Phase 4: When They Knew Exactly Who You Are

What Digital Arrest Is — and Why It Works

‘Digital arrest’ has no legal existence in Indian law. No court can arrest you digitally. No CBI, ED,
Narcotics, or Customs officer can detain you over a video call. The Supreme Court confirmed this in
January 2025. Yet between 2022 and 2024, reported cases nearly tripled. The reason is not legal
illiteracy alone. It is profile harvesting.

Year Reported Estimated Losses Key Development
Cases

2022 39,925 cases %91 crore (reported) Pattern emerges from China and Southeast Asia

2023 ~60,000 cases 500+ crore PM Modi addresses in Mann Ki Baat (Oct 2024
(estimated) reference)

2024 1,23,672 cases 1,935 crore Largest wave. 14C blocks 6 lakh numbers, freezes

3.25 lakh accounts

Jan-Apr 7.4 lakh 1,200 crore (4 7,000 complaints per day — highest ever recorded

2024 complaints months)

2025 (proj) 24 lakh+ total %1.2 lakh crore Al-enabled deepfake voice clone now standard tool
projected

Why the Victim Believes: The Profile Dependency
CRITICAL Digital arrest scams do not work through technical sophistication. They work
INSIGHT because the fraudster already knows who the victim is. The data is the weapon.

When a fraudster calls and says ‘Mr. [your name], your Aadhaar number [correct number] has been
used in a money laundering case’ — the victim does not believe the CBI story. The victim believes
the caller is legitimate because they have private data. This is why profile quality directly predicts
fraud success rates.

» They know your name: From ICMR, Aadhaar, or telecom breach records [E-01, E-02]
* They know your Aadhaar number: From the same breach, or from apps that collected it

* They know your phone is linked to your bank: From financial SMS harvested during loan
app data collection

» They know your location: From Chinese app GPS data or current telecom tower data

» They know when you are home alone: From adtech location profiling — they call when you
are stationary, at home, in the evening

» They know your psychological profile: From social media, search data, and financial distress
signals in adtech data
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Case

CASE

Example: Mumbai, December 2024 — March 2025

An 86-year-old woman was told by callers that her Aadhaar card had been
misused in a money laundering case. The caller knew her Aadhaar-linked phone
number, her name, and sufficient personal detail to be credible. She transferred
%20.25 crore over 68 days. The Telegram group that coordinated the fraud was
sharing Indian bank account information with overseas masterminds. No Aadhaar
was breached during the fraud — it was used from previously harvested data.

The Pattern Change: Al Enters the Pipeline

From 2024, the fraud pattern changed structurally. The 80 million profiles harvested from Chinese
apps in 2020-21 now had a new capability layer applied to them:

Voice cloning: Audio samples from TikTok videos, Instagram reels, and WhatsApp voice
messages — collected during the harvest phase — are now sufficient to clone a person’s
voice. Fraudsters impersonate family members, employers, or officials in real-time.

Deepfake video: Face data from selfies and photos collected by apps is combined with Al
video generation to create real-time video call deepfakes. A Kerala man transferred money
after a video call that appeared to show his friend in distress.

Behavioural prediction: Al models trained on the social media, search, and location data of a
specific target can predict when they are most vulnerable to social engineering — typically
alone, stressed, or facing financial difficulty.

The ‘parallel world’: When real and virtual become indistinguishable — as they now
increasingly do with deepfake voice and video — the citizen has no reliable mechanism to
verify who is calling them.

2025-2026 14C projects India may lose %1.2 lakh crore (approx. $14 billion) to cybercrime in
o] [ol\l 2025 alone. This is approximately 0.7% of GDP. For context, this exceeds India’s

entire Union Budget allocation for agriculture. The trend is not linear — Al
capabilities are compounding the loss curve exponentially. [E-11]
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Chapter 5: What Telecom and Banking Can Do

The pipeline regulation question — 2024 onwards

CORRECT Telecom and banking are delivery pipelines. The source of the crime is upstream
FRAMING — in the data that criminals already have before the first fraudulent call is made.
Regulating the pipeline without removing the upstream contamination is
permanently insufficient.

What Telecom Can Do — and Its Limits

Intervention Current Status Effectiveness Limitation

SIM swap cooling Partially implemented Moderate — slows SIM Criminal uses pre-breached

period (24-72 hrs) by TRAI swap fraud Aadhaar to satisfy KYC
Calling Line ID Sanchar Saathi portal Low — VoIP services International VolP not under
(CLID) verification blocks spoofed outside India bypass TRAI jurisdiction

numbers CLID
IMEI blocking (2.63  Active — coordinated Moderate for repeat Criminal uses new device;
lakh blocked) with 14C offenders phones available for ¥500
Real-time fraud Nascent — CFCFRMS  Promising if scaled Currently reactive; speed gap
signal sharing links banks + telcos allows money movement in

under 4 mins

What Telecom Should Do: Specific Recommendations

* Mandatory call-side Al fraud detection: Telcos are the only entity that can intercept a call
before it reaches the victim. Al-based analysis of call patterns should trigger real-time alerts
to the receiving party. Technically feasible; not implemented.

+ SIM-to-transaction correlation: When a SIM card newly registered or recently swapped
initiates a UPI transaction within 24 hours, the bank must receive a flag. Currently, telecom
and banking do not share real-time SIM event data.

+ OTT platform registration: WhatsApp and Telegram are used in approximately 70% of fraud
initiation. TRAI must extend traceability requirements to OTT messaging platforms.

* Mandate Golden Hour freeze protocol: When 1930 helpline receives a complaint within 60
minutes of a transaction, all involved telecom accounts and associated bank accounts must
be frozen automatically.

What Banking Can Do — and Its Limits

Intervention Current Status | Effectiveness Limitation
Two-factor Universal — RBI High for traditional OTP targeted via SIM swap or
authentication (OTP) mandate channel attacks fraudulent ‘verification’ call
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Mule account 14C flagged 24 lakh  Growing — New mule accounts opened faster

detection mule accounts coordination than detection
improving
Account freeze on Active since 2021; High when used Victim delay in reporting costs the
1930 complaint saved %4,386 crore  within golden hour window; 98% of complaints never
led to freeze
Cross-bank fraud Nascent via 14C / Promising Not real-time; different banks use
data sharing CFCFRMS different fraud detection systems

What Banking Should Do: Specific Recommendations

Pre-credit delay for high-risk recipient: When a first-time transaction is made to an account
that received funds from a 1930-flagged source in the past 90 days, impose a 30-minute
delay.

Mandatory Aadhaar-linkage audit for mule detection: Any bank account that receives more
than 5 inbound transfers from different originators in 24 hours should auto-trigger Aadhaar
re-verification.

UPI transaction metadata to 14C in real-time: NPCI processes UPI transactions; 14C
receives fraud complaints. A mandatory API between NPCI and 14C would allow predictive
fraud pattern detection.

Reverse burden for banks in SIM-swap-enabled fraud: When a SIM swap occurs and the
account is drained within 24 hours, the bank should bear presumptive liability unless it
demonstrates the swap was not preventable.
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Chapter 6: The Numbers — A Nation Under Digital Siege

Complete statistics 2019-2026

Complaint Volume Growth — NCRP Portal

Year Complaints YoY Key Fraud Type Money Lost
(NCRP) Growth (Reported)
2019 26,049 Baseline OTP fraud, phishing Not systematically
tracked

2020 2,55,777 +882% Chinese app fallout, COVID fraud, Not tracked
loan app launch

2021 4,52,414 +77% Investment fraud, loan app Not tracked
harassment, task scam emergence

2022 9,56,790 +111% Trading scam, Telegram job, digital  Not tracked
arrest emergence

2023 15,56,215 +63% Digital arrest, ICMR breach use, Al 7,500 crore
deepfake early phase (estimated)

2024 22,68,000+ +46% Digital arrest surge, Al voice clone, 22,845 crore (+206%
investment scam YoY)

Jan-Jun 12,50,000+ On pace for Al deepfake standard, parallel %1.2 lakh crore

2025 25L+ digital world projected (full year)

The Counting Gap: NCRB vs Reality [E-08]

Data Source Figure | What It Measures Gap Factor Reference
NCRB Annual %66.67 crore FIRs registered + Baseline NCRB 2023
Report 2023 chargesheeted amounts

only
14C / Helpline 1930  %7,500 crore Complaints to helpline 112x NCRB 14C data
(2023) (min)
MHA to Parliament 22,845 crore NCRP complaints with Exponential vs MHA stmt
(2024) (2024 alone) financial loss NCRB 2024
Deloitte/FICCI ~31.16 lakh Modelled from surveys + ~2,000x NCRB FICCI 2023
Estimate crore dark web data
RBI Annual Report 31,457 crore Bank fraud reports to RBI Excludes UPI, RBI 2024
2023-24 only crypto, cash mule

(e[ NuUa(e]\VX\Bl The gap between NCRB official figures (266.67 Cr) and 14C helpline data
SIGNIFICANCE (%1.13 lakh Cr+) is a factor of approximately 2,000. The undercounting is
not a rounding error — it is a structural feature of how the State measures
harm. Under Article 14 and Article 300A, the State has a duty to protect
citizens from deprivation. That duty cannot be measured, resourced, or
adjudicated if the State’s own statistical apparatus systematically conceals
the scale of harm. [E-08, E-09]
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Chapter 7: SOPs Are Regulated Without Cause

Why current norms treat pipelines as sources

The Policy Inversion

Current TRAI and RBI SOPs were designed in an era when cybercrime was about the banking or
telecom infrastructure — card skimming, network intrusion, phishing of banking sites. Today,
cybercrime is through the infrastructure, not against it. The criminal does not hack the bank. The
criminal uses data already in their possession to impersonate the customer, who then authorises
the transfer themselves.

Current SOP Reality in 20242026 Regulatory Consequence
Assumption
Verify identity Criminal already has the SIM via SIM swap using OTP is the fraud enabler, not
through OTP Aadhaar breach data or obtained OTP through the fraud barrier
vishing
KYC tightening KYC data (Aadhaar + PAN + face) available on Criminal passes KYC using
prevents fraud dark web for ¥500 per set from loan app and victim’s own data
government breaches
Freeze account on Money exits in under 4 minutes via mule chain; Freeze comes after money has
complaint victim takes 2—24 hours to realise and report moved through 5+ accounts
Telecom blocks VolP numbers replaced instantly; international Blocking is whack-a-mole
flagged numbers SIMs unaffected by TRAI block against unlimited supply

What the SOPs Should Say Instead

For Telecom: Real-time SIM swap notification to victim’s registered email minimum 12 hours
before activation. Mandatory caller name verification for business/bulk callers. OTT
messaging platforms under traceability framework.

For Banking: Pre-transaction ‘pause window’ of 10 minutes for first transfers to new
beneficiaries from accounts where SIM swap occurred in past 72 hours. Mandatory refusal
of international remittance from accounts with 1930 complaint flag.

For NPCI / UPI: Transaction graph analysis in real-time to detect mule chains. When
payment moves through 3 accounts within 30 seconds, freeze the final account and alert
originating bank.

For MeitY / App Stores: Mandatory disclosure of all SDKs that access sensitive permissions.
Any app requesting microphone, camera, or contact access must disclose the specific third-
party SDK receiving that data. [E-12 through E-16]
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Chapter 8: The Relief Framework

What judicial and legislative intervention must require

Immediate Judicial Directions — Priority Order

5.

10.

11.

ICMR data breach [E-02]: Direct ICMR and MeitY to disclose the full extent of the October
2023 breach of 815 million records; provide breach notification to affected individuals;
explain what deletion demands were made.

Chinese app data [E-06]: Direct MeitY to make a formal diplomatic and legal demand for
deletion of data harvested from Indian users by the 321 banned apps; audit whether any
data remains accessible from within India.

DPDP Act operationalisation [E-06, E-07]: Set a 90-day deadline for the Central
Government to gazette DPDP Rules and constitute the Data Protection Board of India.

Cyber fraud loss measurement [E-08]: Direct MHA to adopt 14C Helpline 1930 data as the
primary official loss measurement; publish quarterly state-wise, fraud-type-wise data.
Pipeline SOP reform: Direct TRAI and RBI to jointly revise cybercrime SOPs based on the
data-pipeline model within 120 days.

Al and deepfake regulation: Direct MeitY to issue interim Al content authenticity standards
— specifically mandating watermarking of Al-generated voice and video.

SilverPush / UAB regulation [E-12 through E-16]: Direct MeitY to prohibit ultrasonic beacon
tracking without explicit layered consent; direct app stores to require SDK disclosure in
privacy labels.

The Constitutional Frame

Constitutional Provision Application Evidence
Blocks
Article 21 — Right to life Informational privacy; freedom from Al-generated E-01 to E-05,
and liberty (Puttaswamy) impersonation; freedom from coercive fraud based on E-12 to E-16
identity theft
Article 14 — Equality Citizens defrauded through State-created data E-06, E-07, E-
before law vulnerabilities receive no adequate remedy; fraud losses 08
hidden by State’s own statistics
Article 300A — Right to Citizens’ property taken through fraud enabled by State E-09, E-10, E-
property data negligence; State refuses to accurately measure the 11
loss
Article 32 — Writ Systemic failure justifies Supreme Court supervision — as  All parts
jurisdiction with bonded labour, prison conditions, environmental harm

Legislative Recommendations

IT Act amendment: Add provisions criminalising (a) data sale by insiders at regulated
entities with minimum 5-year imprisonment; (b) use of Al-generated voice/video for fraud
with aggravated punishment.
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Cyber Victim Compensation Act: Establish a statutory compensation fund — funded by
penalties on breached entities under IT Act S.43A — to provide interim payments to
documented fraud victims within 30 days.

App Permission Audit Act: Every app seeking to operate in India must file a Data Permission
Audit with MeitY disclosing all SDKs and their data recipients. [E-15]

Data Localisation (Amendment): All biometric data, Aadhaar-linked data, and health data
must be stored only on Indian servers. Real-time transmission to foreign servers prohibited.
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Chapter 9: Conclusion — The Second Colonisation

Negligence as national vulnerability

India was colonised twice. The first time, foreign powers used superior weapons and administrative
control to extract India’s wealth. The second colonisation — the one documented in this case study
— uses India’s own data, India’s own citizens’ voices and faces, India’s own regulatory negligence,
and India’s own digital infrastructure to extract India’s wealth from within.

The Jamtara fraudster had your bank data before he called. The Chinese app had your voice, your
face, your contacts, and your location before it was banned. The digital arrest scammer had your
Aadhaar number, your psychological profile, and the exact moment you were most vulnerable
before the call connected. The criminal did not break in. We left the door open.

FINAL Every rupee lost to cybercrime in India between 2018 and 2026 traces to a data
FINDING governance failure that was known, documented, and unaddressed. The telecom
and banking industries are pipelines — necessary to regulate, but insufficient to
fix. The source must be addressed: mandatory data protection, mandatory breach
disclosure, mandatory Al regulation, and judicial oversight of executive
compliance. India was not looted because the people were careless. India was
looted because those responsible for protecting the data were not held
accountable.

Summary: Regulatory Failures That Enabled the Crisis

* No breach notification law in force (DPDP Act non-operational) [E-06, E-07]

* No data protection board constituted [E-07]

* No accurate measurement of losses [E-08]

* No regulation of Al-enabled fraud

* No mandatory app permission audit

* No SIM-swap pre-natification requirement

* No real-time data sharing between telecom and banking pipelines

* No enforcement action on ultrasonic beacon surveillance [E-12 through E-16]

* No cross-border data deletion mechanism for banned Chinese app harvests [E-06]

Pankaj Kumar | Advocate & Social Activist | Jamui, Bihar
Case Study: India Cybercrime 2018-2026 | For judicial and legislative submission | 2025-26

Read alongside: Evidence Appendix India Cybercrime 2018-2026 [E-01 through E-16]
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