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PART 1 — THE NBFC UNIVERSE: COMPLETE REGULATORY 
MAP   

PART 1: INDIA'S NBFC UNIVERSE — 
COMPLETE REGULATORY LANDSCAPE 

 

1.1 What Is an NBFC? The Legal Foundation 
A Non-Banking Financial Company (NBFC) is a company registered under the Companies 

Act, 2013 (or 1956) that is engaged in the business of loans, advances, acquisition of 

shares/stocks/bonds/debentures, leasing, hire-purchase, insurance, or chit business but does 

NOT hold a banking licence from the RBI. NBFCs cannot accept 'demand deposits' (like 

savings/current accounts) nor issue cheques. They are regulated by the RBI under Section 

45-IA of the Reserve Bank of India Act, 1934 — which requires every NBFC to register with 

the RBI and maintain a minimum Net Owned Fund. 

 

FIELD DETAIL 

Primary Legislation Reserve Bank of India Act, 1934 — Chapter III-B (Sections 45-I to 45-
MB) 

Registration Requirement Section 45-IA: Every NBFC must obtain Certificate of Registration 
(CoR) from RBI 

Minimum Net Owned Fund Rs. 2 Crore (raised from Rs. 25 lakh in 2019) 

Cancellation Power Section 45-IA (6): RBI can cancel CoR if NBFC violates guidelines, 
operates against public interest, or fails to comply 

Estimated Total Active NBFCs 
(2024) 

~9,500 registered with RBI (approximately 7,000+ currently active) 

NBFCs by Asset Size Base Layer: <Rs. 1,000 Cr | Middle Layer: Rs. 1,000–50,000 Cr | 
Upper Layer: >Rs. 50,000 Cr | Top Layer: Systemically critical 

Digital Lending NBFCs (active, 
2024) 

1,100+ estimated (RBI Working Group, 2021) 

Illegal/Unregistered Loan Apps 
(2021) 

600+ identified by RBI Working Group 

Apps Removed from Play Store 
(2021–23) 

4,700+ removed by Google after policy change requiring regulated 
NBFC backing 

 



1.2 NBFC Categories — All Types Mapped 
NBFCs are classified by their activity type and systemic importance. Understanding this 

classification is essential because predatory digital lenders exploit the most lightly regulated 

categories: 

 

NBFC TYPE FULL NAME ACTIVITY / PRODUCTS REGULATORY 
LAYER 

NBFC-ICC Investment & Credit 
Company 

Personal loans, business loans, 
asset finance — MOST 
PREDATORY DIGITAL 
LENDERS ARE THIS TYPE 

Base/Middle 

NBFC-MFI Micro Finance 
Institution 

Micro-loans to rural/low-income 
borrowers ≤Rs. 3 lakh. Interest 
cap: lower of 22% p.a. or 2.5x 
avg bank rate 

Base/Middle 

NBFC-HFC Housing Finance 
Company 

Home loans, LAP (Loans 
Against Property) 

Middle/Upper 

NBFC-IDF Infrastructure Debt 
Fund 

Long-term infrastructure project 
refinancing 

Upper 

NBFC-IFC Infrastructure Finance 
Company 

Minimum 75% assets in 
infrastructure 

Upper 

NBFC-ND Non-Deposit Taking Cannot accept public deposits 
— majority of digital lenders 

Base/Middle 

NBFC-SI Systemically Important Asset size >Rs. 500 Cr — 
higher capital & reporting 
requirements 

Upper/Top 

NBFC-AA Account Aggregator Aggregates financial data 
across institutions — NEW; 
consent-based data sharing 

Special 

NBFC-P2P Peer-to-Peer Lending Connects lenders to borrowers 
digitally — 21 licensed P2P 
NBFCs (2020) 

Special 

CIC Core Investment 
Company 

Holds equity of group 
companies only — no lending to 
public 

Base (exempt) 

RNBC Residuary Non-
Banking Company 

Collects deposits under misc 
schemes — strict rules 

Base 

 

 

 



1.3 RBI-Penalised, Barred, and Cancelled NBFCs: 
Complete Documented List (2020–2026) 
The following table documents every known NBFC enforcement action taken by the RBI from 

2020 through early 2026 that has been publicly reported. These are verified from RBI press 

releases, ED orders, and investigative reporting by The420.in, Medianama, Business 

Standard, and Moneylife. 

 

1.3.1 The May 2022 Batch: 5 NBFCs — Chinese Loan App Fronts 

NBFC NAME DETAILS OF CANCELLATION & LINKED APPS 

Jhuria Financial Services 
Private Limited (RoC-Shillong) 

CoR CANCELLED May 2022. Chinese directors infiltrated (Wang 
Meng and others per MCA). Apps operated: MoNeed, MoMo, 
CashFish, Kreditpe, RupeeLand, Rupee Master. MoNeed founded 
by Fiona (ex-car sales) and Leon (ex-Club Factory), HQ in 
Hangzhou, Zhejiang, China. Android code of MoNeed app 
contained Chinese domains: momo-activity-h5-prod.moneed.cn, 
t7.baidu.com, alogsus.umeng.com. Common directorship with 
Moneed Fintech Private Limited (CIN: U65999DL2019PTC349110). 

Chadha Finance Limited (Delhi) CoR CANCELLED May 2022. Chinese Director: WANG MENG 
(DIN: 08345726). App operated: WiFi Cash. Android code 
contained: api.map.baidu.com, api-cn.faceplusplus.com (Chinese 
face-recognition API), idfp.tongdun.net. The presence of 
Face++API (a Chinese surveillance-grade facial recognition 
service used by the Chinese government) in a consumer loan 
app is a national security concern. 

UMB Securities Limited CoR CANCELLED May 2022. Part of batch with Jhuria and 
Chadha. Cited: violation of RBI outsourcing guidelines, Fair 
Practices Code violations in digital lending, excessive interest 
rates, undue customer harassment. 

Anashri Finvest CoR CANCELLED May 2022. Same batch. Same grounds: digital 
lending violations, excessive interest, harassment. 

Alexcy Tracon CoR CANCELLED May 2022. Same batch. RBI stated all five 
cancelled 'on account of violation of RBI guidelines on 
outsourcing and Fair Practices Code in their digital lending 
operations undertaken through third party apps which was 
considered detrimental to public interest.' 

 

1.3.2 Chinese-Linked NBFCs: ED PMLA Investigations (2021–2022) 

ENTITY ED FINDINGS & AMOUNTS ATTACHED 

Kudos Finance and Investments 
Private Limited 

ED ATTACHMENT: Rs. 72.32 Crore (Bank and payment gateway 
accounts). Jan 2022 provisional order under PMLA. Action linked 
to Telangana Police FIRs for illegal lending and extortionist 
recovery. 'Flush with investments from China and Hong Kong.' 



Acemoney (India) Limited ED investigation 2022–2024. Operated 34 apps including 
ActLoan, CashLender, QuickRupee. RBI eventually cancelled 
CoR (May 2024). Chinese entities used Acemoney's defunct 
NBFC licence to operate illegal lending apps. Cited in Inc42 
report (2022). Rs. 86.65 Crore total attachment across 155 
bank/payment gateway accounts (combined with Rhino Finance 
etc.). 

Rhino Finance Private Limited ED ATTACHMENT: Part of Rs. 86.65 Crore combined provisional 
order. Chinese-backed fintech operation using Rhino's dormant 
NBFC licence. 

Pioneer Financial and 
Management Services Private 
Limited 

ED ATTACHMENT: Part of Rs. 86.65 Crore combined provisional 
order. Same modus operandi — defunct Indian NBFC licence 
used by Chinese-funded fintech. 

Comein Network Technology 
Private Limited (and linked 
NBFCs) 

ED FREEZE: Rs. 9.82 Crore (separate action). Described as 
'Chinese-controlled entity' operating loan apps Cashhome, 
Cashmart, Easyloan under service agreements with NBFCs. Case 
originated from HPZ token/cryptocurrency scheme. Underlying 
FIR from Kohima Police, Nagaland (Oct 2021). 

Chinese-linked payment 
gateways (Easebuzz, Razorpay, 
Cashfree, Paytm) 

ED FREEZE: Rs. 46.67 Crore frozen at payment gateways. Jan 2022. 
These were payment processors for Chinese loan apps — not lenders 
themselves. All cooperated with ED and confirmed funds did not 
belong to them. Action demonstrated breadth of financial 
infrastructure involved. 

 

1.3.3 Kudos Finance and Credit Gate: February 2023 Cancellations 

ENTITY DETAIL 

Kudos Finance and Investments 
Private Limited 

CoR CANCELLED February 2023 by RBI. Pre-dated by Rs. 72 Crore 
ED attachment. One of the most documented Chinese-linked NBFC 
collapses. 

Credit Gate Private Limited CoR CANCELLED February 2023 by RBI — same batch as Kudos. 
Also operated as front for Chinese-funded instant loan apps. 

 

1.3.4 Acemoney Final Cancellation: May 2024 

Entity Acemoney (India) Limited 

CoR Cancelled May 2024 (final cancellation after years of investigation) 

Apps Operated ActLoan, CashLender, QuickRupee and 31 others (34 total) 

Status NBFC registered as Non-Deposit Taking ICC in 'Base Layer' per 2023 
RBI document 

Key Finding Chinese entities used Acemoney's defunct NBFC licence to operate 
loan apps — confirmed by Medianama and Inc42 reports 

 

 

 



1.3.5 October 2024 Barring Action: 4 Major NBFCs 

NBFC GROUNDS & IMPLICATIONS 

Asirvad Micro Finance Ltd 
(subsidiary of Manappuram 
Finance) 

BARRED from new loans Oct 21, 2024. Grounds: excessive Weighted 
Average Lending Rate (WALR), household income assessment 
violations, evergreening of loans. Contributes ~25% of Manappuram 
Finance's consolidated AUM — direct share price impact. 

Arohan Financial Services Ltd BARRED from new loans Oct 21, 2024. Grounds: usurious pricing, 
faulty household income assessment, violation of FPC. 

DMI Finance Private Limited 
(backed by MUFG, Japan) 

BARRED from new loans Oct 21, 2024. Grounds: excessive interest 
spread, IR&AC violations, opaque fees. MUFG is one of Japan's 
largest banks — international backing did not protect against RBI 
action. 

Navi Finserv Limited (founded 
by Sachin Bansal, ex-Flipkart) 

BARRED from new loans Oct 21, 2024. Grounds: excessive WALR, 
pricing policy violations, non-compliance with prior RBI warnings. 
High-profile founder did not prevent enforcement. 

 

1.3.6 December 2025: MeitY Bans 87 Apps 

Action Ministry of Electronics and Information Technology (MeitY) banned 87 
loan apps from app stores 

Date December 2025 

Grounds Data misuse, fraud, and harassment of borrowers 

Significance Largest single-day app ban related to digital lending in India's history. 
Demonstrates that RBI cancellation of NBFC licence does not 
automatically remove apps — MeitY coordination was required. 

Status (March 2026) Per industry observers, hundreds of apps remain operational despite 
bans — rebranding and re-uploading is common practice 

 

1.4 The MoU Route: How Chinese Operators Hijacked 
Dormant NBFCs 
The single most important structural finding about the Chinese loan app network is what the 

Enforcement Directorate termed 'the MoU route.' This is the mechanism by which Chinese-

funded fintech companies bypassed India's NBFC licensing system entirely: 

 

1. NBFC licensing is not freely available — RBI grants new licences sparingly, requiring 
Rs. 2 Crore minimum NOF, fit-and-proper criteria for directors, and a track record. 
Chinese entities in 2019–2021 could not easily get fresh NBFC licences. 

2. India has thousands of dormant NBFCs — companies that obtained RBI licences 
years earlier, are technically active, but conduct zero business. These were available 
for acquisition via MCA share transfer. 



3. Chinese-funded fintech companies (operating from Hangzhou, Shenzhen, Hong 
Kong) identified dormant Indian NBFCs, acquired them via MCA-registered share 
transfers and director appointments (adding Chinese nationals or Indian proxies to the 
board). 

4. They then signed an MoU with the now-Chinese-controlled NBFC — officially 
described as 'the NBFC has hired the fintech company for customer discovery' — but 
in reality, the fintech company brought the capital, ran the operations, collected the 
data, and exported the profits while the NBFC provided only regulatory cover. 

5. Profits were repatriated to China via hawala networks, cryptocurrency exchanges 
(Bitcoin/USDT), and shell company bank accounts. ED found Rs. 950 Crore in slush 
funds generated by Chinese-funded fintechs by 2022. 

6. When enforcement action came, the Chinese operators had already exited India — 
leaving Indian proxies facing prosecution while Chinese principals were beyond reach. 
Chandigarh Police identified Chinese national Jeffery Jhu as a handler who 'left India 
in 2020' — now unreachable. 

 

⚠ KEY NATIONAL SECURITY FINDING: TV Mohandas Pai (Chairman, Aarin Capital 
Partners) publicly stated that 'in major Chinese companies, the Communist Party has 
taken position and moved out the founders... there is total government control and 
takeover and that means the way the data resides, what they do, how they do, is a part 
of espionage.' The data of 1+ million Indian borrowers — including Aadhaar, PAN, bank 
statements, contact lists, location data — collected by Chinese loan apps may have 
been exfiltrated to servers under CCP oversight. This is not a commercial privacy 
violation; it is a national security concern. 

 

  



 PART 2 — CHINESE LOAN APP NETWORK: COMPLETE 
CONNECTION MAP   

PART 2: CHINESE LOAN APP NETWORK 
ENTITY-BY-ENTITY MAP 
 

2.1 The Full App Ecosystem — All Documented Chinese-
Linked Apps 
The following apps have been documented in RBI press releases, ED orders, police FIRs, 

and investigative reporting as linked to Chinese-funded operations or Chinese-director-

infiltrated NBFCs. Source: The420.in forensic analysis, Medianama, Business Standard, 

Moneylife, Chandigarh Police FIRs, Telangana Police FIRs, ED PMLA statements. 

 

APP NAME LINKED NBFC CHINESE 
INFRASTRUCTURE 
EVIDENCE 

ENFORCEMENT 
ACTION 

MoNeed Jhuria Financial Services | 
Moneed Fintech Pvt Ltd 
(CIN: 
U65999DL2019PTC349110) 

Chinese domains: 
momo-activity-h5-
prod.moneed.cn, 
t7.baidu.com, 
alogsus.umeng.com 
(Umeng = Chinese 
analytics). HQ 
Hangzhou, Zhejiang. 
Founders ex-Club 
Factory (Chinese e-
commerce). 

Jhuria CoR cancelled 
May 2022. App deleted 
from stores. 

MoMo Jhuria Financial Services Same Chinese 
infrastructure as 
MoNeed. Baidu tracking 
APIs embedded. 

Jhuria CoR cancelled 
May 2022. 

CashFish Jhuria Financial Services Chinese API 
dependencies identified 
in APK reverse 
engineering. 

Jhuria CoR cancelled 
May 2022. 

Kreditpe Jhuria Financial Services Chinese API endpoints 
in app code. 

Jhuria CoR cancelled 
May 2022. 

RupeeLand Jhuria Financial Services Chinese server 
infrastructure. 

Jhuria CoR cancelled 
May 2022. 



Rupee Master Jhuria Financial Services Chinese infrastructure 
identified. 

Jhuria CoR cancelled 
May 2022. 

FlyCash Jhuria Financial Services Chinese infrastructure 
identified. 

Jhuria CoR cancelled 
May 2022. 

Karna Loan Jhuria Financial Services Chinese infrastructure 
identified. 

Jhuria CoR cancelled 
May 2022. 

Mr. Cash Jhuria Financial Services Chinese infrastructure 
identified. 

Jhuria CoR cancelled 
May 2022. 

Kush Cash Jhuria Financial Services Chinese infrastructure 
identified. 

Jhuria CoR cancelled 
May 2022. 

MRupee Jhuria Financial Services Chinese infrastructure 
identified. 

Jhuria CoR cancelled 
May 2022. 

WiFi Cash Chadha Finance Limited 
(Delhi) 

Director Wang Meng 
(DIN: 08345726) 
Chinese national. APIs: 
api.map.baidu.com 
(Baidu Maps), api-
cn.faceplusplus.com 
(Face++ facial 
recognition — used by 
Chinese surveillance), 
idfp.tongdun.net 
(Tongdun — Chinese AI 
risk company). 

Chadha Finance CoR 
cancelled May 2022. 

ActLoan / 
CashLender / 
QuickRupee (34 
total) 

Acemoney (India) Limited Chinese entities 
acquired dormant NBFC 
licence. 34 apps 
operated under one 
NBFC registration. 

Acemoney CoR 
cancelled May 2024. 
ED investigation 
ongoing. 

Cashhome / 
Cashmart / 
Easyloan 

Comein Network 
Technology Pvt Ltd linked 
NBFCs 

'Chinese-controlled 
entity' per ED statement. 
Case originated from 
HPZ token fraud 
(Kohima Police FIR Oct 
2021). 

ED froze Rs. 9.82 
Crore. Jan 2024. 

Hugo Loan, Coin 
Cash, AA Loan, AK 
Loan, Win Credit 

PC Finance Gurgaon linked 
operations 

Chandigarh Police 
identified: Chinese 
handler Jeffery Jhu (fled 
India 2020), Chinese 
national Wang Chengua 
(arrested), Indian 
proxies including Parwej 
Alam (kingpin). Shell 
pharmaceutical and 
freight companies 
created for money 
laundering. Rs. 50 lakh 
frozen. 

Chandigarh Police 
arrested 21 suspects. 
FIR filed. Letters to 
Google for app 
deletion. 

Flip Cash, 
ApnaAroham, 
LoanCube 

Various unregistered or 
shell-backed entities 

Widely reported for 
regulatory violations, 
lack of NBFC backing, or 

MeitY ban Dec 2025. 



aggressive recovery. 
Listed in MeitY 87-app 
ban (Dec 2025). 

Timely Cash, Y 
Cash, Momo, 
CashBus, Fast 
Rupee, Robo Cash, 
Cash Mama, Loan 
Time 

Various Chinese-funded 
entities 

Reached 1+ million 
Indian borrowers. 
Named in Telangana 
Police and Moneylife 
investigation. Led to 
Telangana Police FIRs 
(multiple) that triggered 
ED PMLA investigation. 

Multiple Telangana 
Police FIRs. Basis of 
Rs. 72 Crore ED 
attachment. 

Loan Gram, Super 
Cash, Mint Cash 

Investigated by Telangana 
Police 

72+ apps investigated 
offering loans 'without 
appropriate authorisation 
from RBI.' Most found to 
be Chinese-linked. 

Telangana Police 
investigation 2020-21. 
Apps removed from 
Play Store. 

 

2.2 Nepal Axis: The Cross-Border Recovery Infrastructure 
One of the most disturbing findings in the Chinese loan app investigation is the use of Nepal 

as a recovery call centre base. Nepal police raided illegal call centres in Kathmandu and 

arrested 190 people, including 5 Chinese nationals and 2 Indians, who were running 

operations targeting Indian borrowers: 

 

• Chinese nationals set up call centres in Kathmandu and other Nepali cities, operating 
from casino buildings. 

• Local Nepali individuals were recruited with high commissions to make abusive 
recovery calls to Indian borrowers in Hindi and English. 

• Nepal intelligence agencies raised formal concerns about 'digital slavery' — young 
Nepalis recruited into illegal operations by Chinese handlers. 

• Nepal has deported 1,500+ Chinese nationals in 7 years for alleged involvement in 
illegal activities targeting India. 

• Indian borrowers receiving calls from +977 (Nepal) country code believed calls were 
from collection agencies — not aware they were from Chinese-run operations. 

• Voice calls were supplemented by WhatsApp harassment, morphed images, and 
mass contact messaging — all coordinated from Nepal call centres. 

 

⚠ This cross-border structure means that when Indian victims file complaints at 
cybercrime.gov.in, the perpetrators are physically in Nepal or China — creating 
immediate jurisdictional barriers to prosecution. Interpol red notices have been issued 
in some cases, but Chinese principals have largely evaded accountability. 

 



2.3 The Rs. 4,900 Crore Cyber Fraud Fund: ED's 2024 
Finding 
The Enforcement Directorate's comprehensive 2024 investigation (reported by the Financial 

Crimes Research Foundation / FCRF) revealed the aggregate scale of Chinese loan app 

fraud: Rs. 4,900 Crore in cyber fraud funds identified across hundreds of mule bank accounts. 

The money laundering architecture involved: 

 

7. Borrowers paid EMIs and penalties to bank accounts of shell companies registered on 
fake addresses/documents. 

8. Funds aggregated in first-layer mule accounts, then transferred through multiple layers 
of shell company accounts. 

9. Final transfer to cryptocurrency exchanges (Bitcoin, USDT/Tether) — enabling 
irreversible, borderless transfer. 

10. Crypto funds moved to Chinese-controlled wallets, completing the FEMA violation 
(unauthorized capital repatriation). 

11. Hawala networks supplemented crypto for larger amounts: Chinese national Jeffery 
Jhu managed proceeds through hawala routes (Chandigarh Police findings). 

 

  



PART 3 — SHELL COMPANY NETWORKS: STRUCTURE & 
MODUS OPERANDI   

PART 3: SHELL COMPANY NETWORKS — 
HOW NBFC FRAUD IS STRUCTURED 
 

3.1 The Classic Shell NBFC Architecture 
The shell company network supporting predatory NBFC lending in India follows a consistent 

pattern. Understanding this architecture is essential for investigators, journalists, and 

regulators: 

 

LAYER ENTITY TYPE & FUNCTION 

Layer 1 — The Licence Holder 
(NBFC) 

A dormant RBI-registered NBFC incorporated years earlier, acquired 
cheaply via MCA share transfer. The legitimate face of the operation. 
Must have an Indian address, Indian-origin directors (on paper), and a 
registered CoR. This is the 'clean' entity that appears in loan 
agreements. 

Layer 2 — The LSP (Loan 
Service Provider) 

The operational engine — typically a private limited company with 
minimal capital (Rs. 1–10 lakh paid up), registered separately from the 
NBFC, often at the same address or in the same building. The LSP 
manages the app, data collection, WhatsApp funnel, and lead 
generation. When enforcement comes, the NBFC says 'the LSP did it'; 
the LSP says 'the NBFC is responsible.' REGULATORY GAP: Until 
RBI's 2022 Digital Lending Guidelines, this gap was largely 
unaddressed. 

Layer 3 — Recovery Agencies Third-party call centres, often in different states (or countries), 
contracted by the LSP for recovery. These have zero NBFC nexus on 
paper — making it extremely difficult to trace harassment calls back to 
the regulated entity. Often operated from Gurugram, Hyderabad, UP, 
Rajasthan, Nepal, Cambodia. 

Layer 4 — Payment Gateway / 
Wallet Accounts 

Multiple payment gateway merchant accounts and digital wallet 
accounts (Razorpay, Cashfree, Paytm, Easebuzz) used to receive 
borrower repayments. Funds aggregate here before transfer to shell 
company bank accounts. ED froze Rs. 46.67 Crore at payment 
gateways in Jan 2022. 

Layer 5 — Shell Company Bank 
Accounts 

50–500 mule bank accounts registered in names of shell companies 
(often registered on fake addresses, using fake/stolen Aadhaar). 
Funds layered through multiple accounts before final transfer. 

Layer 6 — Exit Layer Cryptocurrency exchange accounts (Binance, WazirX, etc.) or hawala 
operators. Final conversion to crypto (Bitcoin/USDT) and transfer to 
Chinese wallets, or cash hawala payments to Chinese handlers. 



 

3.2 Documented Shell Company Structures from 
Enforcement Cases 
 

CASE SHELL STRUCTURE DETAILS 

Chandigarh Police Case — 
Jeffery Jhu Network (Sep 2022) 

Chinese handler Jeffery Jhu (fled India 2020) created SHELL 
PHARMACEUTICAL and FREIGHT COMPANIES. Indian proxy 
Anshul Kumar was made director of 2 shell companies by 
Jeffery. These companies received loan repayments and penalty 
funds. Money transferred to China via hawala network. Chinese 
national Wang Chengua arrested; Indian kingpin Parwej Alam 
(aka Jitu Bhadana) arrested. Apps: Hugo Loan, Coin Cash, AA 
Loan, AK Loan, Win Credit. Communication via GBWhatsApp, 
DingTalk, WeChat. 

ED Investigation — Kudos 
Finance Network (2021–2023) 

Kudos Finance (legitimate dormant NBFC) used as licence shell. 
Chinese/HK-funded fintech company provided capital, ran 
operations. Hundreds of mule accounts across multiple states. 
Rs. 72.32 Crore frozen in Kudos's bank/payment gateway 
accounts. Multiple Telangana Police FIRs triggered investigation. 

PC Finance, Gurgaon — 
Directors Peter, Tray, Nicolson 
(Sep 2022) 

Company at Gurgaon had foreign nationals 'Peter, Tray and 
Nicolson' at top positions. Chandigarh Police noted 'we are yet to 
verify whether these are real names' — suggesting fake identities 
used. Multiple suspects from this company then moved to 
Chandigarh loan app operations. Pattern of Chinese operators 
cycling through multiple shell companies. 

Comein Network Technology — 
HPZ Token / Loan App 
Convergence 

'Chinese-controlled entity' that simultaneously operated 
cryptocurrency investment scam (HPZ token — fake Bitcoin 
mining machines) AND loan apps (Cashhome, Cashmart, 
Easyloan) under service agreements with NBFCs. This 
convergence of crypto fraud and loan fraud under one network is 
a documented pattern of Chinese cybercrime operations in India. 

 

3.3 How to Identify a Shell NBFC: The Red Flag Checklist 

RED FLAG EXPLANATION 

Free personal email 
(Gmail/Outlook) as official MCA 
correspondence 

Legitimate NBFCs use corporate domain emails. Example: Del Capital 
Pvt Ltd uses del.capital@outlook.com. 

Zero or minimal paid-up capital 
(Rs. 1–10 lakh vs. Rs. 2 Crore 
requirement) 

Post-2019, new NBFCs require Rs. 2 Crore. But old NBFCs acquired 
their licences under earlier Rs. 25 lakh requirement. A company with 
Rs. 1–10 lakh paid-up but claiming NBFC operations is either 
grandfathered (old) or undercapitalized. 

ZERO employees on MCA 
record despite claimed revenue 

Lenditt Innovations (Mahavira Finlease's LSP) has Rs. 11.5 Crore 
revenue but ZERO employees on MCA. This is only possible if 
the company is either a pass-through entity or misreporting. 



NIC code mismatch (e.g., 'Air 
Transport' for a technology 
company) 

Healthfinit Technology Pvt Ltd (director: Yogeshkumar Majithiya, 
MD of Chinmay Finlease) has NIC code 62 'Air Transport' — with 
no connection to its stated healthcare/technology purpose. 

No AGM records or AGM date 
shown as '01 Dec 0001' 

MCA anomaly for dormant shelf companies — Healthfinit Technology 
shows AGM date as '01 Dec 0001.' 

Foreign director with generic 
English/Western name 

'Peter', 'Tray', 'Nicolson' at PC Finance Gurgaon. 'Wang Meng' at 
Chadha Finance. These are red flags of Chinese operator 
infiltration. 

Explosive revenue growth in 
year 1–3 of operation 

Normal financial institutions grow gradually. Chinese-linked app 
operations show 400–1000% revenue growth in first 2 years, then 
sudden collapse. 

Cryptocurrency or hawala-
adjacent payment patterns 

Shell companies receiving funds from multiple small PayTM/UPI 
accounts, immediately transferring to crypto exchanges. 

 

  



PART 4 — SILVERPUSH, INMOBI & ADTECH SDK 
SURVEILLANCE   

PART 4: ADTECH SDKs IN LOAN APPS — 
SILVERPUSH, INMOBI & THE 
SURVEILLANCE ECONOMY 
 

4.1 SilverPush: India's Most Controversial AdTech 
Company 
SilverPush is a Gurgaon-based (with San Francisco presence) advertising technology 

company founded by Hitesh Chawla (CEO, IIT-Delhi alumnus) and Mudit Seth (CMO). It 

develops cross-device tracking technology and has been at the centre of multiple international 

privacy controversies. Understanding SilverPush is critical to the digital lending investigation 

because its SDK was embedded in apps that tracked users without their knowledge. 

 

FIELD DETAIL 

Full Name SilverPush Technologies Pvt Ltd 

Headquarters Gurgaon, Haryana (near Delhi) + San Francisco, California 

Founded ~2012–2013 

Founders Hitesh Chawla (CEO, IIT-Delhi), Mudit Seth (CMO) 

Funding History $1.5M seed (2014: Global Super Angels, 500 Startups, IDG Ventures, 
Unilazer/Ronnie Screwvala) | $5M Series B (Feb 2019: FreakOut 
Holdings, Japan) | $12M Series C (Nov 2022) 

Global Presence 16+ offices in Americas, MENA, Asia 

Current Products Mirrors (AI video context ad targeting) | Parallels (real-time moment 
marketing) | Trend Intelligence Platform (launched 2025-26) 

Tech Stack (per G2/Crunchbase) Amazon Route 53 (DNS) | iPhone/Mobile Compatible 

Key Clients (historical) Domino's India, Airtel, Aircel, Toyota, Olay, Rosetta Stone 

Profile Size (2014) 300 million mobile device profiles across US and India based on 
advertising exchange data (PubMatic/Smaato) 

Key Privacy Controversy Ultrasonic Audio Beacon Technology (2014–2016) — devices with 
SilverPush SDK listened for inaudible TV ad beacons, allowing cross-
device tracking without user knowledge 

 



4.2 The Ultrasonic Beacon Technology: Technical Deep 
Dive 
SilverPush's most controversial technology was its 'Unique Audio Beacon' (UAB) — a cross-

device tracking method that worked without cookies, logins, or user consent: 

 

12. Television advertisements were embedded with near-ultrasonic audio signals in the 
18kHz–19.95kHz range (inaudible to humans). 

13. Mobile apps containing the SilverPush SDK were programmed to listen for these 
signals using the device's microphone — continuously, in the background, even when 
the app was not actively open. 

14. When the SDK detected a signal, it sent the device's IMEI number, location data, 
operating system version, and potentially the device owner's identity to SilverPush's 
remote servers. 

15. This allowed SilverPush to link a television viewer (identified by the TV ad's audio 
beacon) to their mobile device — achieving cross-device identity matching. 

16. SilverPush claimed in April 2015 that 67 apps were using its SDK code. Researchers 
at Brunswick Technical University (Germany, 2017) identified 234 Android apps 
employing the technology. 

17. FTC issued warning letters to 12 app developers in March 2016 — stating apps 'were 
capable of listening in the background and collecting information about consumers 
without notifying them.' FTC Director Jessica Rich: 'These apps were capable of 
listening in the background and collecting information about consumers without 
notifying them.' 

18. SilverPush officially ended UAB service following FTC pressure. However, as of March 
21, 2016, UAB was still being advertised on its website. 

 

⚠ LOAN APP RISK: The 234 Android apps identified by Brunswick researchers as 
using SilverPush ultrasonic tracking technology have not been publicly enumerated. 
Given SilverPush's strong presence in India, its use by Indian lending/financial apps 
would represent a covert surveillance mechanism inside apps that already collect 
extreme amounts of personal financial data. The combination of financial data (bank 
statements, income, contact lists) with cross-device TV-viewing behavior and 
continuous microphone access is an unparalleled surveillance capability. 

 

4.3 InMobi: India's AdTech Giant and Its Privacy 
Controversies 
InMobi is a Bengaluru-based mobile advertising network founded in 2007 by Naveen Tewari. 

It is one of India's largest independent AdTech companies, with global operations: 

 

 



FIELD DETAIL 

Full Name InMobi Pte Ltd (Singapore HQ) / InMobi Technology Services Pvt Ltd 
(India operations) 

Founded 2007 — originally as mKhoj 

Headquarters Bengaluru, India + Singapore + San Francisco 

Founder Naveen Tewari 

Revenue $300M+ annually (est.) 

FTC Action (2013) FTC fined InMobi $950,000 in June 2016 for tracking location of 100 
million+ mobile users WITHOUT CONSENT — including minors. 
InMobi collected location data even when users denied location 
permission by exploiting WiFi network data. InMobi installed as SDK 
in apps; users of those apps had their location tracked for ad targeting 
regardless of their privacy settings. 

Privacy Mechanism Exploited WiFi network scanning: Even when users denied location permission, 
InMobi's SDK scanned visible WiFi networks and used a WiFi 
geolocation database to determine the user's precise location. 

Affected Users 100 million+ globally, including children on apps directed to minors — 
FTC found InMobi violated COPPA (Children's Online Privacy 
Protection Act) 

Settlement $950,000 civil penalty (June 2016) | 20-year privacy monitoring order 

Loan App Connection InMobi SDK embedded in thousands of Indian mobile apps, including 
financial apps, to monetize free apps through targeted advertising. 
Apps that integrated InMobi for ad revenue may have inadvertently 
enabled InMobi's location tracking of their users. 

 

4.4 The AdTech SDK Risk in Loan Apps: How It Works 
The intersection of AdTech SDKs and loan apps creates a compounded data surveillance risk 

that most borrowers and regulators are unaware of: 

 

RISK MECHANISM EXPLANATION 

Monetization SDKs in 'Free' 
Loan Apps 

Many loan apps (especially from less capitalized operations) monetize 
through advertising in addition to interest revenue. This requires 
integrating AdTech SDKs (SilverPush, InMobi, Google AdMob, etc.) 
into the app. Once integrated, these SDKs can collect data 
independently of the app's own privacy policy. 

SDK Data Collection vs. App 
Data Collection 

The loan app's privacy policy governs what the APP collects. But 
SDKs have their own data collection — governed by their own 
policies. A borrower who reads the loan app's privacy policy will 
not find disclosure of the SDK's separate data collection. 

Third-Party Data Brokers AdTech SDKs sell aggregated device data to third-party data 
brokers. This creates a secondary market for loan applicant 



device profiles — completely outside the borrower's knowledge 
or consent. 

Cross-App Device 
Fingerprinting 

SilverPush's core technology links a user's device across 
different apps. A borrower's device that has interacted with a 
loan app SDK is therefore identifiable across ALL apps on the 
device — including banking apps, health apps, messaging apps. 

Post-Repayment Tracking Even after a loan is repaid and the borrower deletes the app, device-
level identifiers (IMEI, advertising ID) collected by SDKs remain in 
AdTech databases — enabling continued targeting. 

 

4.5 What App-Based Evidence Should Be Examined 
Investigators and regulators examining loan apps for covert data collection should look for: 

 

• Presence of SilverPush SDK code in the APK (Android Package) — identifiable by 
package name com.silverpush or reverse-engineered microphone access patterns 

• InMobi SDK integration — package name com.inmobi.ads or similar 

• Baidu SDK components (com.baidu.* packages) — strong indicator of Chinese 
server infrastructure as documented in Jhuria/Chadha Finance apps 

• Face++ API calls (api-cn.faceplusplus.com) — Chinese surveillance-grade facial 
recognition 

• Tongdun API (idfp.tongdun.net) — Chinese AI risk scoring company 

• Umeng Analytics (alogsus.umeng.com) — Chinese analytics platform, data flows to 
China 

• UMeng/Alibaba Cloud endpoints — further Chinese infrastructure indicators 

• Aggressive permission requests: READ_CONTACTS, READ_CALL_LOG, 
READ_SMS, ACCESS_FINE_LOCATION, RECORD_AUDIO 

 

  



PART 5 — NBFC SERVER INFRASTRUCTURE & DATA FLOWS   

PART 5: WHERE IS THE DATA? NBFC 
SERVER INFRASTRUCTURE MAP 
 

5.1 The Indian vs. Chinese Server Question 
The question of where NBFC and loan app data is stored is one of the most critical — and 

most under-investigated — aspects of India's digital lending crisis. RBI's Data Localisation 

circular (April 2018) required payment system operators to store payment data exclusively in 

India. The DPDPA 2023 (not yet fully operational) will restrict cross-border data transfers. But 

in the 2019–2023 period when Chinese loan apps flourished, there was no effective 

enforcement of data localisation for NBFC operations. 

 

CLOUD INFRASTRUCTURE 
TYPE 

ASSESSMENT FOR INDIAN NBFCs 

AWS (Amazon Web Services) — 
Mumbai Region 

Most RBI-compliant Indian NBFCs and fintechs use AWS Mumbai 
(ap-south-1). CARE-rated entities like Chinmay Finlease and their 
LSPs likely use AWS or Azure Mumbai for data localisation 
compliance. AWS maintains data in India unless cross-region 
replication is configured. 

Microsoft Azure — India Central 
(Pune) / India South (Chennai) 

Second most common for Indian financial entities. DMI Finance, some 
RBI-regulated NBFCs use Azure. MUFG-backed entities prefer Azure 
for compliance alignment. 

Google Cloud Platform — 
Mumbai 

Used by some Indian fintechs, particularly those with Google Pay / 
Firebase integration. Less common for core lending systems. 

Chinese Cloud Infrastructure 
(Alibaba Cloud / Tencent Cloud / 
Huawei Cloud) 

DOCUMENTED IN CHINESE LOAN APPS: Baidu, Umeng (Alibaba 
subsidiary), Face++ all use Chinese cloud infrastructure with servers 
physically located in China. RBI data localisation requirement was 
therefore violated for all borrower data collected by Jhuria/Chadha 
Finance apps. Alibaba Cloud has India region (Mumbai) but Chinese 
loan app operators used Chinese data centres for cost/control 
reasons. 

Shared/VPS Hosting 
(DigitalOcean, Vultr, Hetzner) 

Common for unregistered or less-capitalized loan apps. Server 
location determined by cheapest available option — often Germany, 
Netherlands, US, Singapore. No data localisation compliance. 

Physical Server Architecture of 
Chinese Apps 

Per reverse engineering of MoNeed and Chadha Finance apps: 
primary API endpoints pointed to Chinese servers (.cn domains, Baidu 
infrastructure). Indian-facing apps with Chinese backends = data 
exfiltration to China. 



 

5.2 Data Flow Architecture for a Typical WhatsApp Loan 
App 
When a borrower completes a loan application through a WhatsApp link-to-app funnel, the 

following data flows occur — each with its own server destination: 

 

19. WhatsApp Click → App Download: App Store / Play Store servers (Apple/Google, US-
based). Download data logged by Google/Apple. 

20. App Registration → KYC Upload: User uploads Aadhaar, PAN, selfie, bank statement 
→ These files are transmitted to the NBFC/LSP's primary API server. If stored on AWS 
Mumbai — compliant. If stored on Chinese infrastructure — FEMA violation. 

21. Contact List Upload: Per Credit4Sure's own T&C admission, contact list is uploaded 
to Credit4Sure servers via API. Server location not publicly disclosed. 

22. Credit Bureau Pull: App transmits PAN to CIBIL, Experian, Equifax, or CRIF HighMark 
→ credit score returned. Bureau servers in India. This transmission is RBI-compliant. 

23. SMS/OTP Reading: If READ_SMS permission granted, device SMS data sent to app 
server → includes OTPs, bank balance alerts, other loan notifications. Server location 
= app operator's server. 

24. AdTech SDK Data: Simultaneously, SilverPush/InMobi SDKs if present transmit 
device advertising ID, location, app usage patterns to AdTech servers (SilverPush: 
Gurgaon / San Francisco; InMobi: Singapore / Bengaluru). 

25. Recovery Phase: Upon default, contact list (already stored on server) used by recovery 
agents. If contacts stored on Chinese server → Chinese operators have access to 
Indian citizens' personal networks. 

 

⚠ DATA LOCALISATION VIOLATION SCALE: Every Chinese loan app that stored Indian 
borrower data (Aadhaar, PAN, contacts, bank statements) on servers outside India 
violated: (1) RBI Data Localisation Circular (April 2018) applicable to payment system 
operators; (2) FEMA (Foreign Exchange Management Act) provisions on data as a form 
of capital; (3) Aadhaar Act Section 29 (Aadhaar data must be stored in UIDAI-controlled 
infrastructure). The scale of this violation — 1+ million borrowers, data exfiltrated to 
China — has never been publicly quantified by any Indian enforcement agency. 

 

  



PART 6 — DATA PROTECTION LAWS: COMPLETE TIMELINE 
2000–2026    

PART 6: INDIA'S DATA PROTECTION 
JOURNEY — COMPLETE LEGISLATIVE 
TIMELINE 2000–2026 
 

6.1 The Complete Legislative Timeline 
 

YEAR / DATE LAW / EVENT / SIGNIFICANCE 

2000 IT ACT 2000 (Information Technology Act, 2000): India's first cyberlaw. Sections 43 
(unauthorized computer access), 43A (data protection obligation for 'body corporates' 
handling sensitive personal data), 66 (computer-related offences), 66C (identity theft), 
66D (cheating by personation), 66E (violation of privacy). IT Act did NOT create a 
comprehensive data protection framework — it addressed cybercrime and e-commerce. 
No right to erasure, no data minimisation, no consent framework. 

2008 IT (Amendment) Act 2008: Strengthened Section 66 offences. Added Section 66A (later 
struck down by Supreme Court in Shreya Singhal v. Union of India, 2015 — 66A was 
overbroad and violated free speech). Added provisions for cyberterrorism (Section 66F). 
Introduced intermediary liability framework (Section 79). 

2011 IT (Reasonable Security Practices and Procedures and Sensitive Personal Data or 
Information) Rules, 2011 (SPDI Rules): First substantive data protection rules under IT 
Act Section 43A. Defined 'sensitive personal data' (financial information, passwords, 
health data, sexual orientation). Required: (1) body corporates to have a privacy policy; 
(2) obtain consent before collecting sensitive data; (3) ensure data accuracy; (4) allow 
review/amendment of data. CRITICAL LIMITATION: Applied only to 'body corporates' 
(Indian companies handling data electronically). Did NOT cover foreign companies 
processing Indian data from abroad. No right to erasure. Minimal enforcement 
mechanism. 

2012 Cybercrime incidents begin rising. NCRB records fewer than 10,000 cyber offences 
annually. RBI begins issuing guidelines on mobile banking security. This marks the start 
of the 2012-2026 documentation scope. 

2014 SilverPush audio beacon controversy — cross-device tracking without consent, 
originating from an India-based company, demonstrates India's data protection gap. 

2017 — Aug Puttaswamy Judgment: Justice K.S. Puttaswamy (Retd.) v. Union of India [WP 
494/2012]. Constitutional bench of 9 judges UNANIMOUSLY holds that the RIGHT TO 
PRIVACY is a fundamental right under Article 21 of the Constitution of India. This is the 
constitutional anchor for all subsequent data protection legislation. Justice 
Chandrachud's concurring opinion specifically identifies 'informational privacy' as a 
component of the right — individuals have a right to control their personal data. 

2017 — Jul MeitY sets up Expert Committee on Data Protection, chaired by Justice B.N. Srikrishna 
(retired Supreme Court Judge). 



2018 — 
Jul/Aug 

Srikrishna Committee Report and Personal Data Protection Bill, 2018 (Draft): 
Comprehensive framework modelled on EU GDPR. Included: right to portability, right to 
be forgotten, purpose limitation, data minimisation, independent regulator (Data 
Protection Authority of India — DPA). Justice Srikrishna later criticized the 2023 final 
version as potentially creating an 'Orwellian State' due to government exemptions. 

2018 — Apr RBI Data Localisation Circular: Required payment system operators to store all payment 
data exclusively in India within 6 months. This is the first explicit data localisation 
mandate for the financial sector — directly applicable to NBFCs and payment processors. 

2019 Personal Data Protection Bill, 2019 tabled in Lok Sabha (Dec 11, 2019). Referred to Joint 
Parliamentary Committee (JPC). Chinese loan app proliferation begins. First wave of 
predatory app complaints in Telangana, Andhra Pradesh, Karnataka. 

2020 COVID-19 pandemic: Explosion in digital loan demand. Chinese loan apps proliferate 
(MoNeed, CashFish, Timely Cash, hundreds of others). Jhuria Financial Services and 
Chadha Finance acquire Chinese directors. RBI issues first digital lending-specific 
guidelines. P2P NBFC regulations tightened. ED begins PMLA investigations. 

2021 RBI Working Group on Digital Lending (Nov 2021): Identified 600+ illegal lending apps. 
Recommended comprehensive digital lending guidelines, LSP accountability, data 
protection for borrowers. Google removes thousands of apps from Play Store following 
policy change. ED PMLA investigations escalate — multiple FIRs from Telangana Police. 

2022 — May 5 NBFCs with Chinese links: RBI cancels CoR (Jhuria Financial, Chadha Finance, UMB 
Securities, Anashri Finvest, Alexcy Tracon). Kudos Finance Rs. 72 Crore ED attachment. 
JPC withdraws 2019 Bill — recommended revised legislation. 

2022 — Aug RBI DIGITAL LENDING GUIDELINES (2022): Landmark regulation. Mandated: Key 
Facts Statement (KFS) before loan disbursal; NBFC responsible for ALL conduct of its 
LSPs; LSPs cannot access borrower data beyond their stated function; contact list 
access prohibited except where strictly necessary; all loan-related transactions through 
NBFC's own regulated account. THIS IS THE MOST IMPORTANT RBI REGULATION 
FOR BORROWER DATA PROTECTION — but enforcement has been inconsistent. 

2022 — Nov Draft Digital Personal Data Protection Bill, 2022 released for public consultation. 
Significant changes from 2019 Bill — removed data portability, removed 'right to be 
forgotten' (replaced with simpler 'right to erasure'), created government exemptions. 

2023 — Feb Kudos Finance CoR cancelled. Credit Gate CoR cancelled. 

2023 — Aug 11 DIGITAL PERSONAL DATA PROTECTION ACT, 2023 (DPDPA) — Presidential assent 
on August 12, 2023. India's first comprehensive data protection law. KEY RIGHTS 
CREATED: (1) Right to Access Information; (2) Right to Correction and Erasure — 
request deletion of data no longer necessary; (3) Right to Grievance Redressal; (4) Right 
to Nominate. KEY OBLIGATIONS on Data Fiduciaries: Free, specific, informed, 
unconditional, unambiguous consent required; data erasure upon consent withdrawal or 
expiry of stated purpose; data breach notification to Data Protection Board of India 
(DPBI); appoint Data Protection Officer (for 'Significant Data Fiduciaries'). PENALTIES: 
Rs. 50 Crore to Rs. 250 Crore. NOTE: NOT YET OPERATIONAL AS OF MARCH 2026 
— rules pending final notification. 

2023 — Aug 
(RBI) 

RBI Penal Charges Circular (RBI/2023-24/53, Aug 2023): Prohibits NBFCs from charging 
'excessive' or 'usurious' penal charges on loan defaults. Directly targeted at Rs. 70/day 
penalty structures documented in predatory digital loans. 

2023 — Dec Bharatiya Nyaya Sanhita (BNS) 2023 enacted. Replaces IPC from July 1, 2024. Updated 
provisions for cheating (S.316-319), criminal intimidation (S.351-353), extortion (S.308-
310), defamation (S.356), identity theft (S.319), sexual harassment (S.74-76). 

2024 — May Acemoney (India) Limited CoR cancelled. Ed arrests in multiple Chinese loan app cases. 



2024 — Oct 4 NBFCs barred from new loans: Asirvad, Arohan, DMI Finance, Navi Finserv. 

2025 — Jan Draft Digital Personal Data Protection Rules, 2025 released for public consultation. 
Consultation closed April 2025. As of July 2025 — rules NOT YET NOTIFIED. 

2025 — Nov DPDP Rules, 2025 formally published by MeitY on November 13, 2025 — but 
implementation date still not set. 

2025 — Dec MeitY bans 87 loan apps for data misuse, fraud, harassment. 

2025 — Late Supreme Court of India directs pan-India probe into digital arrest scams. Orders CBI to 
coordinate investigations. Asks RBI why AI/ML fraud detection not implemented. Directs 
all states to establish Cybercrime Coordination Centres. Directs telecom companies to 
share traffic data for investigation. 

2026 
(Ongoing) 

DPDPA still not fully operational — Data Protection Board of India not yet constituted as 
of March 2026. Draft Rules under review. India remains in regulatory limbo: 
comprehensive data protection law exists on paper but lacks enforcement mechanism. 
Predatory loan apps continue operating under new brand names. 

 

6.2 The Right to Data Erasure: What It Means for Loan 
Borrowers 
Under the DPDPA 2023, once it is fully operational, borrowers will have the following rights 

against NBFCs and loan apps regarding their personal data: 

 

RIGHT WHAT IT MEANS IN THE LOAN CONTEXT 

Right to Erasure (S.12) After loan is fully repaid and account closed, borrower can request 
DELETION of all their personal data (Aadhaar copy, PAN copy, bank 
statements, selfie, KYC documents) from NBFC's systems. NBFC 
must delete within specified timeframe. Any data no longer needed for 
the lending purpose must be deleted even without specific request 
('data minimisation' + 'purpose limitation'). 

Right to Withdrawal of Consent 
(S.13) 

Borrower can withdraw consent for data processing. After withdrawal: 
NBFC must stop processing data for that purpose. NOTE: This does 
not apply retroactively to lawfully completed transactions — a loan 
that was already disbursed cannot be undone by withdrawing consent. 

Right to Correction (S.12) Borrower can request correction of inaccurate personal data — 
important for credit bureau corrections. 

Right to Grievance Redressal 
(S.13) 

Every Data Fiduciary (NBFC) must appoint a Data Protection Officer 
and establish a grievance mechanism. Unresolved grievances can be 
escalated to Data Protection Board of India. 

Contact List Data — Third-Party 
Persons 

DPDPA creates a right for EVERY DATA PRINCIPAL — including 
people in a borrower's contact list. Those persons did NOT consent to 
their data being collected by Credit4Sure/Mahavira Finlease. Under 
DPDPA, they can demand: (a) what data was collected; (b) deletion of 
their data; (c) cessation of all contact made using their data. 

Current Status (March 2026) DPDPA NOT YET FULLY OPERATIONAL. Data Protection Board not 
constituted. Rules published Nov 2025 but implementation timeline 



unclear. Borrowers currently rely on: RBI CMS Ombudsman, IT Act 
S.43A/SPDI Rules 2011, Consumer Protection Act 2019, and criminal 
IT Act provisions. 
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PART 7: COMPLETE CYBER CRIME & 
DIGITAL DACOITY TIMELINE 2012–2026 
 

7.1 What Is 'Digital Dacoity'? Defining the Phenomenon 
'Digital Dacoity' — a term derived from the Hindi/Urdu word 'dacoity' (armed robbery by a 

group) — describes the systematic digital extraction of money and personal data from Indian 

citizens through technologically enabled fraud, predatory lending, and psychological coercion. 

Unlike traditional dacoity, digital dacoity requires no physical presence — it operates through 

WhatsApp messages, fake government portals, fraudulent loan apps, and social engineering 

via video call. The term encompasses: (1) Chinese loan app predation; (2) digital arrest 

scams; (3) investment fraud; (4) SIM swap fraud; (5) data theft through predatory NBFC data 

collection. 

 

7.2 Year-by-Year Digital Dacoity Timeline — Key Cases, 
Laws, Incidents 
 

YEAR KEY EVENTS, CASES & STATISTICS 

2012 NCRB: India records fewer than 10,000 cyber offences annually (pre-digital-boom baseline). 
Key events: IT (Amendment) Act 2008 now fully operational. Section 66A of IT Act used 
against social media criticism — later struck down. Rudimentary NBFC digital lending begins. 
SilverPush founded (Gurgaon). First mobile banking malware cases documented. 

2013 Cybercrime accelerates with smartphone adoption. SIM cloning and OTP interception become 
widespread. InMobi FTC investigation begins (concluded 2016). Aadhaar biometric data 
collection begins under UIDAI. First cases of loan recovery through contact list messaging 
documented (informal moneylenders adopting smartphone tactics). 

2014 SilverPush Controversy: TechCrunch reports (July 2014) that SilverPush SDK is listening for 
ultrasonic TV ad beacons in background of mobile apps. 67 apps using the code. Privacy 
implications in India and globally. SilverPush raises $1.5M funding. India's cybercrime cases 
rise to ~9,000 reported. RBI begins discussing digital payment guidelines. 

2015 Center for Democracy and Technology (CDT) raises SilverPush cross-device tracking 
concerns with FTC (Oct 2015). India cybercrime: ~11,000 registered cases (NCRB). Rise in 
'Jamtara-style' SIM swap fraud targeting OTP-based banking. First Chinese-owned fintech 
companies begin scouting Indian NBFC licences. 



2016 FTC warning letters to 12 SilverPush SDK app developers (March 2016). InMobi fined 
$950,000 by FTC for tracking 100M+ users without consent including children (June 2016). In 
India: Section 66A of IT Act struck down by Supreme Court (Shreya Singhal). NCRB: 
~12,000+ cyber offences registered. UPI launched (April 2016) — creates new vector for 
payment fraud. 

2017 234 Android apps found using SilverPush ultrasonic tracking (Brunswick Technical 
University). Puttaswamy Judgment (Aug 9, 2017): Supreme Court 9-judge bench unanimously 
holds right to privacy as fundamental right under Article 21. Srikrishna Committee formed. 
India cybercrime: 21,796 registered cases (NCRP data indicates rapid rise in reporting). First 
'digital loan shark' apps documented in Telangana targeting rural borrowers. 

2018 Srikrishna Committee releases Draft Personal Data Protection Bill (July 2018). RBI Data 
Localisation Circular (April 2018) — payment data must stay in India. InMobi begins Indian 
fintech SDK integrations. Chinese loan apps begin entering India via MoU route with dormant 
NBFCs. Aadhaar Act amended (Sept 2018) after Supreme Court Aadhaar judgment limits 
mandatory linking. Personal loan apps proliferate — multiple suicide cases in Telangana 
linked to harassment. 

2019 Personal Data Protection Bill, 2019 tabled (Dec 11). Multiple loan app harassment suicides: 6 
deaths in Hyderabad documented (2019-2020) linked to Chinese loan apps. ED begins initial 
investigations. Moneed Fintech Private Limited incorporated in Delhi (CIN: 
U65999DL2019PTC349110) — the Indian entity linked to Chinese app MoNeed. Chadha 
Finance limited — Wang Meng appointed director (DIN: 08345726). PC Finance operates in 
Gurgaon with Chinese 'Peter', 'Tray', 'Nicolson' at top. 

2020 COVID-19 triggers mass unemployment. Chinese loan apps find 'product-market fit' targeting 
desperate borrowers. Major apps: MoNeed, MoMo, CashFish, Kreditpe, Timely Cash, Y Cash, 
CashBus, Fast Rupee, Robo Cash, Cash Mama, Loan Time. Jhuria Financial Services and 
Chadha Finance: Chinese directors fully installed. MCA records: Chinese nationals acquiring 
small NBFC companies. Nepal: Chinese call centres for Indian loan harassment established. 
Chandigarh Police: Chinese handler Jeffery Jhu actively managing Indian operations (fled 
India 2020 before arrest). NCRP (National Cybercrime Reporting Portal): 4.52 lakh complaints 
in 2021 (trend accelerating from 2020). Vishal Bhati appointed Director of Mahavira Finlease 
(Aug 2020) — digital pivot to Credit4Sure app. 

2021 RBI Working Group Report on Digital Lending (Nov 2021): 600+ illegal apps identified. First 
wave of state-level loan app bans. Telangana Police FIRs (multiple) against Chinese loan 
apps → ED investigation begins. ED attaches Rs. 72.32 Crore from Kudos Finance (Jan 2022 
provisional order — investigation commenced 2021). Google removes 4,700+ illegal loan 
apps following policy change. Lenditt Innovations & Technologies incorporated (Aug 2020; 
Aug 2021 per some records) — Chinmay Finlease's LSP partner. Del Capital Private Limited 
incorporated (March 2020) — distressed loan buyer model emerges. Digital arrest scam 
concept emerges: 39,925 incidents reported on NCRP in 2022 (acceleration began late 2021). 

2022 May 2022: RBI CANCELS 5 NBFC CoRs (Jhuria Financial, Chadha Finance, UMB Securities, 
Anashri Finvest, Alexcy Tracon) — landmark enforcement action. ED: Rs. 46.67 Crore frozen 
at payment gateways (Jan 2022). ED: Rs. 86.65 Crore attached from Kudos, Acemoney, 
Rhino, Pioneer (July 2022). Chandigarh Police: 21 arrested (Sept 2022) including Chinese 
national Wang Chengua; Chinese handler Jeffery Jhu identified as overseas mastermind. 
Nepal: 190 arrested in Kathmandu loan harassment call centre raid (5 Chinese nationals). 
JPC withdraws 2019 PDP Bill. NCRP: 15 lakh total complaints in 2023 (trend dramatically 
rising). NCRB: Cybercrime up 24.38% vs 2021 to 52,974 registered cases. 

2023 Feb 2023: Kudos Finance and Credit Gate CoRs cancelled. Digital arrest scams: NCRP 
records 15 lakh complaints for full year. Oct 2023: Consumer complaint filed against Chinmay 
Finlease (Credit Court) — Rs. 10k loan → Rs. 16,300 demanded. NCRB registered cases: 
86,420 cyber offences (all India). Key documented digital arrest cases: Faridabad woman (23) 
— fake customs official; Rs. 2.81 Crore doctor scam (Lucknow). Digital arrest losses: Rs. 91 
Crore losses reported (NCRP data). RBI Digital Lending Guidelines (2022) now in force — 



NBFC compliance mixed. Aug 2023: DPDPA 2023 receives Presidential assent. RBI Penal 
Charges Circular issued (Aug 2023). 

2024 ED: Rs. 4,900 Crore Chinese loan fraud funds identified (FCRF report). May 2024: Acemoney 
CoR cancelled. MeitY: 1,700+ Skype IDs blocked, 59,000 WhatsApp accounts used for digital 
arrest blocked. 6,000+ reports of digital arrest fraud in 2024, 3.25 lakh bogus bank accounts 
frozen, 6 lakh suspect phone numbers blocked. NCRP: 7.4 lakh complaints in first 4 months of 
2024 alone. Digital arrest losses: Rs. 1,935 Crore (2024). Notable cases: S P Oswal (MD 
Vardhman Group, 82 years old) defrauded Rs. 7 Crore (Aug-Sept 2024). Software engineer 
Bengaluru defrauded Rs. 11.8 Crore. Dr. Ruchika Tandon (SGPGIMS) defrauded Rs. 2.81 
Crore. October 2024: RBI bars 4 NBFCs (Asirvad, Arohan, DMI Finance, Navi Finserv). 
Credit4Sure/Mahavira Finlease complaints surge (Nov 2024 onwards). Indian Cyber Crime 
Coordination Centre (I4C) I4C portal: Rs. 4,386 Crore saved from 1.4 million complaints 
(cumulative to date). 

2025 PM Modi addresses digital arrest scams on Mann Ki Baat — 'Stop, Think, Act.' Supreme 
Court (late 2025): Pan-India probe directed. CBI coordination ordered. All states to establish 
Cybercrime Coordination Centres. Court asks RBI to implement AI/ML fraud detection. NCRP: 
2.27 million incidents for full year 2024 (nearly 5x the 2021 level). Incidents in first half 2025: 
1.25 million (on track to exceed 2024). Maharashtra: 303,000 complaints (highest). UP: 
301,000. Karnataka: 169,000. Gujarat: 168,000. Delhi: 153,000. Digital arrest incidents: 
123,672 in 2024 (up from 39,925 in 2022). Losses from digital arrest: Rs. 1,935 Crore in 2024 
(up from Rs. 91 Crore in 2022 — 21x increase in 2 years). Nov 2025: DPDP Rules 2025 
published by MeitY. Dec 2025: MeitY bans 87 loan apps. Credit4Sure harassment complaints 
documented through July 2025. 

2026 (to 
date) 

Supreme Court: Satender Kumar Antil v. CBI (July 2025 order): Criminal procedure 
safeguards in digital arrest context. Jan 2026: Digital arrest scam Wikipedia article updated 
with Supreme Court pan-India probe direction. As of March 2026: DPDPA Data Protection 
Board NOT YET CONSTITUTED. Rules published but implementation timeline unclear. 
Hundreds of new loan apps emerging under new brand names post-87-app ban. Digital 
dacoity continues unabated — now estimated Rs. 2,000+ Crore annual consumer harm from 
digital arrest alone, additional Rs. 5,000+ Crore from predatory loan apps. 

 

7.3 Summary Statistics: The Scale of Digital Dacoity 

METRIC VERIFIED DATA & SOURCE 

NCRP Cybercrime Complaints: 
2021 

4.52 lakh (452,000) — Source: NCRP/I4C 

NCRP Cybercrime Complaints: 
2024 

2.27 million (23x increase from 2021) — Source: IndiaSpend 
analysis 

Digital Arrest Incidents: 2022 39,925 — Source: NCRP 

Digital Arrest Incidents: 2024 1,23,672 (3x increase in 2 years) — Source: NCRP 

Digital Arrest Financial Losses: 
2022 

Rs. 91 Crore — Source: Ministry of Home Affairs 

Digital Arrest Financial Losses: 
2024 

Rs. 1,935 Crore (21x increase in 2 years) — Source: NCRP 

Chinese Loan App Slush Funds 
(ED, 2022) 

Rs. 950 Crore — Source: ED/Business Standard 



Total Chinese Cyber Fraud 
Funds (ED, 2024) 

Rs. 4,900 Crore — Source: FCRF/ED investigation 

Money Saved by I4C Portal 
(cumulative to 2024) 

Rs. 4,386 Crore from 1.4 million complaints — Source: I4C/MHA 
Parliament reply 

Illegal Loan Apps Identified (RBI 
WG, 2021) 

600+ — Source: RBI Working Group Report Nov 2021 

Apps Removed by Google 
(2021-2023) 

4,700+ — Source: Google policy change implementation 

Apps Banned by MeitY (Dec 
2025) 

87 — Source: MeitY official order 

NBFCs with CoR Cancelled 
(2022-2024, documented) 

10+ entities — Source: RBI press releases 

NBFCs Barred from New Loans 
(Oct 2024) 

4 (Asirvad, Arohan, DMI Finance, Navi Finserv) — Source: RBI press 
release 

Skype IDs Blocked for Digital 
Arrest (by 2024) 

1,700+ — Source: I4C/MHA press release 

WhatsApp Accounts Blocked for 
Digital Arrest (by 2024) 

59,000+ — Source: I4C/MHA press release 

Cybercrime Financial Fraud: 
Cases Rs. 1L+ (FY2023-24) 

29,082 cases involving Rs. 1,457 Crore — Source: RBI Annual 
Report 

 

  



CONCLUSIONS: THE ARCHITECTURE OF 
DIGITAL DACOITY 
 

India's digital dacoity is not a collection of isolated incidents — it is a systemic, layered criminal 

and quasi-criminal ecosystem that has exploited four structural vulnerabilities simultaneously: 

 

26. REGULATORY ARBITRAGE: The gap between NBFC registration requirements and 
actual operational oversight allowed dormant licence holders to be acquired as shells, 
and allowed LSPs to operate outside direct regulatory reach. The RBI's 2022 Digital 
Lending Guidelines addressed this — but implementation compliance remains mixed. 

27. DATA COLLECTION WITHOUT ACCOUNTABILITY: The absence of a fully 
operational comprehensive data protection law (DPDPA passed in 2023 but not yet 
effective as of March 2026) created a 14-year window (2009–2026) during which loan 
apps, NBFC LSPs, and AdTech SDKs collected vast amounts of sensitive personal 
data with minimal legal accountability for misuse, cross-border transfer, or failure to 
delete. 

28. CROSS-BORDER IMPUNITY: Chinese operators structured their operations to 
ensure Indian proxies bore prosecution risk while Chinese principals — physically 
outside India — extracted data and profits. Nepal call centres, Chinese cloud servers, 
cryptocurrency exits, and hawala routes all served to place real perpetrators beyond 
the reach of Indian law enforcement. 

29. PSYCHOLOGICAL EXPLOITATION INFRASTRUCTURE: The combination of 
contact list access, morphed images, fake legal notices, and now digital arrest 
impersonation of CBI/ED officials creates a 'fear economy' that extracts money through 
psychological coercion rather than legal process. The scale — Rs. 1,935 Crore in 
digital arrest losses in 2024 alone — demonstrates how profitable this is. 

 

The same infrastructure that drives predatory loan harassment is the same infrastructure that 

enables digital arrest scams: WhatsApp for impersonation, contact list data for leverage, 

cryptocurrency for money laundering, Chinese operators for direction and profit. 

Understanding that these are manifestations of the same systemic problem — rather than 

separate types of fraud — is essential for effective policy response. 

 

India's path forward requires: full operationalization of DPDPA with a constituted Data 

Protection Board; mandatory APK-level transparency audits for all loan apps; RBI supervisory 

technology (SupTech) capable of real-time monitoring of LSP data practices; international 

cooperation frameworks with Nepal and China for cross-border cybercrime; and — 

fundamentally — financial literacy programs that equip the most vulnerable borrowers to 

recognise and resist the entry points of digital dacoity. 


