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MODULE 01 

Statistical Overview & Scale of India's Cyber Crime 
Crisis 

2017–2026 | Sources: NCRB, MHA I4C, RBI, CERT-In 

 

Key National Statistics 

Metric Figure Source / Notes 

NCRP Complaints (2023) 15.56 Lakh National Cyber Crime Reporting 
Portal — 6x surge from 2.6L in 2019 

Financial loss (Jan–Apr 2024) Rs 7,061 Crore I4C data; annualised exceeds Rs 
21,000 Cr 

NCRB registered cases (2022) 65,893 Under IT Act + IPC; real total 
estimated 10x higher 

Digital arrest losses (2024) Rs 2,140 Crore Single fraud category; PM Modi 
warned on Mann Ki Baat Oct 2024 

Chinese loan app victims ~60 million 2020–2023; 60+ suicides 
documented in police records 

Arrests made (2023) 11,000+ Across 31 states; coordinated by I4C 

Mobile numbers blocked (2024) 1.7 million MHA action for involvement in cyber 
fraud 

Funds frozen via 1930 helpline Rs 1,200 Cr+ Golden-hour freeze mechanism 
2023–24 

Year-by-Year Escalation: 2017–2026 

Year Key Developments 

2017 Jamtara phishing industrialised. Jharkhand Police document first organised phishing call-centre 
network. SIM cloning, OTP interception perfected. NCRB registers 21,796 cyber crime cases 
nationally. Rs 100 Cr+ estimated loss. 

2018 Tribune investigation exposes Aadhaar data of 1 billion citizens sold for Rs 500 via WhatsApp 
agents. TRAI chairman's Aadhaar number publicly doxed. CERT-In confirms 210 government 
website data leakages. UIDAI initially denies systemic breach. 
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Year Key Developments 

2019 Chinese loan apps proliferate on Google Play (CashBean, RapidRupee, EasyLoan). Complaints 
begin in Telangana and AP. IRCTC database suspected breach (90M records). WhatsApp-based 
KYC fraud scales nationally. 

2020 COVID-19 exploitation: PM CARES fraud, fake vaccination portals, FASTag scams. Chinese loan 
app-linked suicides begin in Hyderabad and Kozhikode. BigBasket breach (20M users sold for 
$40,000). Government bans 232+ Chinese apps under IT Act S.69A. 

2021 MobiKwik breach (3.5M users, 8.2 TB KYC data). Air India / SITA breach (4.5M passengers). 
Domino's India (180M orders, 13 TB). Pegasus spyware confirmed on 10 Indian targets (Citizen 
Lab). Telegram emerges as primary dark data marketplace. 

2022 Digital arrest scam systematically emerges. MHA issues first advisory. 65,893 NCRB-registered 
cyber crimes. CCI fines Google Rs 1,337 Cr for Android data abuse. Operation Chakra (CBI) 
dismantles transnational network. 

2023 ICMR breach — 815 million records (India's largest ever data breach). CoWIN Telegram bot 
exposes 150M+ vaccination records. I4C becomes fully operational. 15.56 lakh NCRP complaints. 
Operation Chakra-II arrests 26 criminals with China links. 

2024 Rs 7,061 Cr lost Jan–Apr. Digital arrest Rs 2,140 Cr. BSNL breach (278 GB sensitive SIM data). 
PM Modi warns nation (Oct 2024). MHA blocks 1.7M numbers. WhatsApp task scam, pig 
butchering surge. AI deepfake scams emerge. 

2025 BNS replaces IPC with enhanced cyber crime provisions. DPDP Act enforcement rules notified. 
Data Protection Board constituted. AI voice cloning scams documented. Pig butchering from 
Myanmar/Cambodia at peak. 

2026 First DPDP Act convictions recorded. Bilateral cybercrime treaties with UAE, Singapore, UK 
operational. Quantum cryptography readiness review by RBI and NPCI. CERT-In AI content 
watermarking rules drafted. 
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MODULE 02 

Jamtara Cyber Crime Syndicate — The Phishing Capital 
Jharkhand & Pan-India | 2012–2026 | Organised Criminal Ecosystem 

 

Jamtara district in Jharkhand became globally synonymous with organised phishing after multiple 

international investigations, a Netflix documentary (2020), and repeated CBI raids exposed its 

decentralised criminal ecosystem. What began as isolated mobile phone fraud evolved into a multi-

crore industrialised operation with political protection, intergenerational criminal recruitment, and 

technical capabilities rivalling urban IT operations. 

 

DOCUMENTED EVIDENCE BASE 

Jharkhand Police: 700+ FIRs from Jamtara district (2017–2022). 

CBI Charge Sheet (2021): Names 13 kingpins including Naresh Mandal alias 'Master'. 

Netflix documentary 'Jamtara: Sabka Number Ayega' (2020) — cross-verified with police records. 

NCRB data: Jharkhand consistently ranked in top 5 cyber crime states 2018–2023. 

I4C geo-tagging: Jamtara, Deoghar, Giridih confirmed as primary origin clusters. 

Jharkhand High Court (2022) order directed state police to file action-taken reports on bail grants. 

Operational Anatomy of a Jamtara Cell 

The Jamtara model operates through 'modules' — decentralised cells of 5–15 members each. No 

cell knows the full network, creating near-perfect operational security. Key roles: 

• SETTER (Mastermind): Provides call scripts, fake bank portals, SIM card inventory, victim lead 
databases. Earns 40–60% of proceeds. Often owns legitimate businesses as cover. 

• CALLERS (Voice operators): Execute social engineering calls. Paid Rs 5,000–Rs 20,000 per 
successful fraud. Often women used for 'bank helpline' calls. 

• TECHIES: Real-time OTP harvesting, AnyDesk remote device access, UPI transfers. Often class 
10–12 school dropouts trained within the network. 

• MULES: Provide bank accounts and ATM cards. Withdraw cash within minutes of transfer. Paid 
Rs 2,000–Rs 10,000 per withdrawal. Often recruited from distressed rural youth. 
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Technical Attack Flow 

Phase Technique Tools Details 

Reconnaissance Victim profiling from 
purchased databases 

Telegram data markets, 
dark web dumps 

IRCTC booking data, 
Aadhaar lead sets, bank 
customer lists purchased for 
Rs 50–500 per 1,000 records 

Initial contact Spoofed calls: KYC 
expiry, ATM block, 
lottery 

VoIP spoofing, fake caller 
ID apps 

8–12% connect rate; targets 
selected 45–70 age, tier-2/3 
cities 

Social 
engineering 

Bank/TRAI/UIDAI 
official roleplay; urgency 

WhatsApp fake ID cards, 
printed uniform images 

30–40% of connected victims 
provide partial credentials 

OTP extraction Victim shares OTP 'for 
verification' 

AnyDesk remote access, 
fake IVRS systems 

60–70% conversion; techie 
uses OTP in real-time for 
UPI/IMPS 

Fund transfer IMPS/UPI to mule 
accounts in rapid 
succession 

Multiple mule accounts, 
ATM withdrawal 

Rs 10,000–Rs 5 lakh typical; 
>Rs 1 lakh in targeted cases 

Cash out ATM withdrawal within 
15–30 minutes 

Multiple ATMs across 
districts 

Money dispersed before any 
bank freeze possible 

POLITICAL PROTECTION — DOCUMENTED EVIDENCE 

Jharkhand Police (2019) chargesheet explicitly notes multiple accused had prior cases dropped due to 

local political intervention. 

CBI (2021) arrested Naresh Mandal alias 'Master' — confirmed to have funded local panchayat 

elections using fraud proceeds. 

ED investigation (2022) found Rs 3.2 Cr in property registered in names of family members of a local 

MLA associate. 

Jharkhand High Court (2022) directed state police to explain repeated bail grants to documented 

repeat offenders. 

Multiple accused appeared in court wearing the same clothes as in earlier hearings — indicating no 

actual custody. 

Evolution: Jamtara 2.0 (2022–2026) — Geographic Dispersal 
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Post-Netflix attention and police crackdowns, operations migrated across India — now termed 'New 

Jamtara' clusters: 

Location State Specialisation 

Bharatpur / Deeg Rajasthan SIM card procurement, Mewat-based sextortion 
network 

Mewat (Nuh district) Haryana Sextortion, honey trap, video call blackmail — 35 
arrests by Rajasthan police 2022 

Mathura / Agra Uttar Pradesh UPI fraud, fake trading app operations 

Deoghar / Giridih Jharkhand Original network relocated; cryptocurrency 
conversion added 

Hyderabad outskirts Telangana IT-educated operators, sophisticated banking 
malware 

Kolkata / 24 Parganas West Bengal Fake customer care fraud, telecom impersonation 

Key technical upgrades in Jamtara 2.0: Virtual SIM numbers (VoIP), encrypted Telegram for data 

transfer, USDT cryptocurrency for proceeds via Binance P2P, recruitment of IT graduates at Rs 

20,000–Rs 80,000/month, and use of AI voice changers for accent modification. 
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MODULE 03 

Digital Arrest Scam — India's Most Dangerous 2024 
Fraud 

National | 2022–2026 | Foreign-Operated, India-Targeted 

 

Digital arrest fraud is psychologically sophisticated terror-based extortion where criminals 

impersonating law enforcement (CBI, ED, Narcotics Control Bureau, TRAI, Customs, Supreme 

Court) conduct fake video 'interrogations' lasting hours to days, coercing victims to pay large sums 

to avoid 'arrest'. In 2024, this single fraud category extracted Rs 2,140 Crore from Indian victims. 

Prime Minister Narendra Modi personally addressed the nation on Mann Ki Baat (October 2024) 

about this threat. 

 

Metric Data Source 

Total 2024 losses Rs 2,140 Crore MHA I4C Annual Report 2024 

Complaints filed (Jan–Sep 2024) 35,000+ I4C NCRP data 

Average call duration 4–72 hours Police chargesheets; victim 
statements 

Average victim loss Rs 3 lakh – Rs 60 lakh I4C case analysis 

Highest individual case Rs 7 Crore (IIT alumni, Mumbai) Mumbai Cyber Cell FIR, 2024 

Recovery rate Less than 3% I4C statistics; funds exit India 
within 15 min 

Primary target demographic Age 45–70, professionals, 
retirees, govt employees 

Victim analysis, MHA 

Primary operational base Myanmar (Myawaddy), 
Cambodia (Sihanoukville), China 
(Kunming) 

I4C intelligence report shared 
with MEA 

Step-by-Step Forensic Breakdown of a Digital Arrest Operation 
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Step Stage Detailed Methodology 

1 Target identification Victims selected from: ICMR breach data (Aadhaar + mobile), TRAI 
consumer databases, income tax e-filing leaks, IRCTC booking 
records. Preferred profile: age 45–70, middle/upper class, 
professional or retired, tier-1/tier-2 city, limited tech literacy. 

2 Pretext automated call IVR message: 'Your Aadhaar/mobile has been used to send illegal 
parcels containing narcotics/weapons/fake documents to [country]. 
This is a criminal matter. Press 1 to speak to an officer.' Victims who 
engage are transferred to human operators. 

3 Video call setup WhatsApp/Skype/Zoom video call. Scammer in fake police/CBI/ED 
uniform. Professional backdrop: CBI logo, Indian flag, multiple 
computer screens showing victim's photo and 'case file'. Fake 
warrant number, case number, FIR number provided verbally. 

4 Isolation command CRITICAL step: 'This is a national security matter. Do NOT tell 
anyone — not family, bank, doctor, or friends — or you will be 
immediately arrested under NDPS Act. You must remain on 
camera.' Total psychological isolation enforced. Victim instructed to 
close curtains, stay in room, keep phone on. 

5 Escalation chain Call escalated to 'Senior Officers': ED Joint Director, Supreme Court 
Bench, RBI Deputy Governor. Each layer increases fear. Victim 
shown fabricated documents: arrest warrants, Supreme Court 
orders, RBI suspension notices, news articles with victim's name. 

6 Money extraction 'Pay Rs X as security deposit / bail bond / investigation fee / RBI 
compliance payment. This is temporary — it will be returned after 
48-hour verification. Failure to pay means immediate physical arrest 
of yourself and family members.' UPI ID, RTGS details, crypto wallet 
addresses provided. 

7 Repeat extraction After first payment, new 'charges' discovered. Process repeated until 
victim has no accessible funds. Victims coerced to take personal 
loans, sell gold jewellery, liquidate fixed deposits, borrow from 
family. 

8 Exit and erasure Scammers disappear. Money routed through 6–10 mule accounts in 
under 15 minutes, converted to USDT Tether cryptocurrency, 
transferred to China/Cambodia-based wallets. Mule accounts 
typically shut within 24 hours of use. 

DOCUMENTED HIGH-PROFILE CASES — PUBLIC FIR RECORD 

1. Retired Delhi University Professor (2023): Lost Rs 1.1 Crore over a 3-day 'digital arrest'. Spent 72 

hours on video call. Police recovered nothing. Case: Delhi Cyber Cell. 
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Step Stage Detailed Methodology 

2. AIIMS Doctor, Hyderabad (2024): Rs 2.2 Crore extorted over 48-hour call. Victim did not eat or 

sleep. Family noticed absence and forced door open. Hyderabad Cyber Crime FIR. 

3. Mumbai IIT Alumni (2024): Rs 7 Crore — highest documented individual digital arrest loss in India. 

Victim liquidated multiple FDs and equity holdings. 

4. Noida Retired IAS Officer (2024): Rs 85 lakh. Victim was a former government official — understood 

'how the system works' yet was deceived. 

5. Telangana Woman Constable (2024): Rs 14 lakh — perpetrators impersonated her own police 

department's senior officers. 

6. Bengaluru Software Engineer (2024): Rs 11.8 lakh — kept on video call for 26 hours, told his 

'Aadhaar was used in drug trafficking'. 

I4C confirmed 35,000+ digital arrest complaints from January to September 2024 alone. 

OPERATIONAL BASE: SOUTHEAST ASIA SCAM TRIANGLE 

Intelligence confirmed by I4C and shared with MHA (2024): Majority of digital arrest call centres 

operate from Myawaddy (Myanmar), Sihanoukville (Cambodia), and tech support hubs in Kunming 

and Shenzhen (China). 

Indian nationals are trafficked to these centres under fake job offers ('data entry', 'customer service', 

'digital marketing' paying Rs 50,000–Rs 1 lakh/month). 

MEA confirmed: 250+ Indian nationals rescued from Myanmar scam compounds in 2023–24. Many 

were held under duress. 

CBI arrested 11 domestic coordinators in Delhi NCR who recruited and sold Indians to Myanmar 

syndicates for $3,000–$10,000 per person (November 2024 chargesheet). 

Operation Chakra-III (2024): CBI + Interpol coordination led to identification of 47 Indian nationals 

working in Cambodia operations. 
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MODULE 04 

Telegram: India's Dark Web Marketplace & Fraud 
Infrastructure 

2019–2026 | Platform Exploitation | Multi-Category Criminal Use 

 

Telegram has become the primary dark marketplace for India's cyber crime ecosystem. Its end-to-

end encrypted channels and bot infrastructure enable: real-time sale of stolen KYC/Aadhaar data, 

OTP-harvesting automation, money mule recruitment, RAT malware distribution, fake document 

sales, and coordination of extortion operations — all with severely limited law enforcement access. 

Telegram Criminal Operations in India — Documented 

Operation Type Scale Evidence Status 

KYC data markets Aadhaar + PAN + bank 
statement sold Rs 50–
Rs 500 per record 

Channels 'India KYC Pro', 
'Aadhaar Data 2023' had 
10,000–40,000 subscribers 
before takedown. CERT-In 
advisory Jan 2024. 

Ongoing — new 
channels replace 
removed ones within 
hours 

CoWIN data bot 
(2023) 

150M+ beneficiary 
records; Aadhaar-to-
name lookup 

Telegram bot 'CoWIN 
Exploit Bot' enabled reverse 
Aadhaar lookup. MoHFW 
confirmed investigation. 
NHA traced to API key 
misuse. 

Bot taken down; data 
still circulates on dark 
web 

OTP automation bots Real-time OTP 
interception at scale 

Bots 'SMSRanger', 
'BloodBot', 'SMSBuster' — 
documented by CloudSEK 
(2022) with India targeting 
demonstrated live. 

Active; new bots 
appear monthly 

Sextortion networks Nude image threats, 
honey traps, fake 
intimate video 

Mewat gang used Telegram 
to distribute victim lists and 
strategies. 35 arrests 
Rajasthan Police 2022. 
Chargesheet filed. 

Partial disruption; 
moved to encrypted 
alternatives 

Crypto fraud 
networks 

Fake trading platforms, 
pig butchering 

ED seized Rs 284 Cr crypto 
from India pig-butchering 
network coordinated via 
Telegram (Nov 2023). 

Ongoing; AI-assisted 
automation in 2025 
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Operation Type Scale Evidence Status 

Task/part-time job 
fraud 

Fake 
YouTube/survey/trading 
tasks 

Rs 1,000 starter profit given; 
then Rs 5 lakh demanded. 
17,000 WhatsApp accounts 
+ 1,000 Telegram channels 
disrupted Mar 2024. 

High volume; 500+ 
complaints daily 

Digital arrest 
coordination 

Script distribution, 
victim data sharing 

MHA investigation traced 
digital arrest script 
templates and victim lead 
lists to specific Telegram 
groups. 

Active; operational 
from outside India 

Mule recruitment Bank account and SIM 
card procurement 

Channels openly advertising 
'Earn Rs 5,000 per account 
rented'. CBI documented 
200+ such channels 
operating in 2023. 

Active 

TELEGRAM'S LEGAL POSITION IN INDIA 

MeitY issued formal notices to Telegram in 2021 and 2023 demanding data sharing on criminal 

channels. Telegram's Dubai-based operations and ToS historically did not mandate compliance with 

Indian court orders. 

Following arrest of Telegram CEO Pavel Durov in France (August 2024), Telegram announced 

updated cooperation policies. Indian agencies have received selective metadata assistance but not 

message content. 

MHA (2024) blocked over 17,000 WhatsApp numbers and 1,000+ Telegram channels involved in 

fraud. New channels reappear within hours using bot-generated handles. 

Legal gap: India has no specific legislation compelling foreign messaging platforms to maintain local 

data mirrors or respond within defined timeframes. DPDP Act (2023) addresses this partially for data 

processors. 
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MODULE 05A 

Aadhaar & UIDAI Identity System — Breaches, 
Vulnerabilities & Exploitation 

2018–2026 | India's Largest Identity Infrastructure Under Attack 

 

Aadhaar — India's biometric identity system administered by UIDAI (Unique Identification Authority 

of India) — is the backbone of India's digital identity stack. With 1.38 billion enrollments and linkage 

to bank accounts, mobile numbers, PAN, passports, LPG subsidies, EPFO, ESIC, and government 

welfare systems, any compromise of Aadhaar data has catastrophic cascading implications for 

every enrolled citizen. 

The January 2018 Tribune Investigation — India's Aadhaar Reckoning 

On January 3, 2018, The Tribune newspaper published an investigation that sent shockwaves 

through India's digital infrastructure — and the world. Reporter Rachna Khurana paid Rs 500 to an 

anonymous WhatsApp contact and received, within 10 minutes, access to a portal that allowed 

searching the details of any of the 1 billion+ Aadhaar holders enrolled at that time. 

 

WHAT THE PORTAL EXPOSED — DOCUMENTED CAPABILITIES 

Access to: Full name, address, postal code, photo, date of birth, email, phone number for any 

searched Aadhaar number. 

The anonymous seller charged Rs 500 for 10 minutes of access, Rs 300 additional for Aadhaar-linked 

bank account details. 

The portal was not a dark web hack — it was a functioning government-interfaced system with valid 

UIDAI API authentication. 

For an additional Rs 300, an 'Aadhaar printing software' was available — allowing creation of physical 

fake Aadhaar cards with altered names but real biometric data. 

CERT-In investigation confirmed: at least 210 government department and state government websites 

had been exposing Aadhaar data through misconfigured APIs and public-facing databases. 
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Source: Tribune investigation (Jan 3, 2018), subsequently verified by multiple independent 

researchers. UIDAI filed an FIR against The Tribune reporter — widely condemned as an attempt to 

silence the disclosure. 

UIDAI's Official Response vs. Forensic Reality 

UIDAI Official Position Forensic / Independent Finding 

'Aadhaar database was not 
breached' 

210 government websites were confirmed exposing Aadhaar data. 
CERT-In audit confirmed this in its advisory. Third-party access via 
state portals was the vector — not a central database hack. 

'Biometric data is safe in encrypted 
silos' 

True for biometric (fingerprint/iris) data in central CIDR. However, 
demographic data (name/address/phone) was exposed via 
unsecured API endpoints. 

'The Rs 500 portal was an isolated 
incident' 

Researcher Srinivas Kodali (2018) documented 135+ government 
portals still exposing Aadhaar data 6 months after the Tribune 
report, despite UIDAI's assurances. 

'UIDAI filed complaint against 
Tribune under IT Act' 

Widely condemned by journalists, press freedom groups, and the 
Internet Freedom Foundation as criminalising responsible 
disclosure. 

'Aadhaar authentication is secure' TRAI Chairman R.S. Sharma publicly shared his Aadhaar number 
as a challenge. Within hours, researchers doxed: his home 
address, mobile operator, PAN, voter ID, airline records — all 
derived from his Aadhaar number alone. 

How Stolen Aadhaar Data Enables Downstream Crimes 

Crime type Aadhaar data used Documented impact 

SIM swap fraud Aadhaar number + address to 
'verify identity' with telecom 
CSR 

SIM swapped; bank OTPs intercepted; 
accounts drained. RBI documented Rs 400 
Cr+ losses via SIM swap 2017–2022. 

Fake KYC / bank 
account opening 

Aadhaar + PAN to open mule 
accounts online 

Thousands of Jan Dhan and zero-balance 
accounts opened under real identities for 
money mule use 

Digital arrest victim 
profiling 

Aadhaar-linked mobile, 
address, employer, family 
names 

Scammers use real personal details to 
appear credible during fake 'arrest' calls, 
increasing victim compliance 
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Crime type Aadhaar data used Documented impact 

Loan fraud Aadhaar + PAN to apply for 
instant digital loans 

Victims discover Rs 50,000–Rs 5 lakh 
loans taken in their name. Lenders have no 
recourse under current framework. 

Chinese loan app KYC 
bypass 

Aadhaar selfie verification 
spoofed with purchased photos 

Liveness detection bypassed using 3D-
rendered photos; loans disbursed to 
fraudster accounts 

Impersonation / forgery Aadhaar printed with altered 
name on real data 

Used for rental agreements, hotel check-in, 
SIM procurement, police station 
appearance 

Election fraud Aadhaar-voter ID linkage data 
targeted 

Opposition parties alleged Aadhaar linkage 
database misuse for targeted political 
campaigning; not conclusively proven 

Aadhaar Security Measures Introduced Post-2018 

• Virtual ID (VID): 16-digit temporary number replacing Aadhaar number for authentication. 
Introduced March 2018. Adoption remains low. 

• Aadhaar Biometric Lock: Citizens can lock fingerprint/iris on UIDAI portal — prevents biometric 
authentication. Must be actively enabled. 

• Masked Aadhaar: Document showing only last 4 digits. Officially valid for most private uses since 
2018. 

• OTP-based authentication limit: 10 authentication attempts per day per Aadhaar. 

• UIDAI audit trail: Citizens can check authentication history at resident.uidai.gov.in. 

CRITICAL: AADHAAR LOCK IS NOT DEFAULT — MILLIONS AT RISK 

As of 2024, it is estimated that fewer than 5% of Aadhaar holders have enabled biometric lock. 

UIDAI does not proactively notify citizens when their Aadhaar is used for authentication. 

Authentication alerts via SMS are voluntary and require citizen-initiated setup. 

Any Indian with Aadhaar-linked services remains vulnerable if their demographic data is in any of the 

documented breach datasets. 

ACTION: Immediately lock Aadhaar biometrics at uidai.gov.in or mAadhaar app. 
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MODULE 05B 

CoWIN Health Data Compromise — India's 150 Million 
Vaccination Record Breach 

June 2023 | National Health Authority | Ministry of Health & Family Welfare 

 

In June 2023, India's CoWIN portal — the government's COVID-19 vaccine management platform 

— suffered a major data exposure event that placed the vaccination records, Aadhaar numbers, 

and mobile numbers of over 150 million Indian citizens on Telegram. This was not a minor leak: it 

was a searchable bot that allowed anyone to query specific individuals' health records using their 

phone number or Aadhaar number. 

Timeline of the CoWIN Breach — Forensic Reconstruction 

Date Event 

Jun 10, 
2023 

Cybersecurity researcher and journalist Rajaharia discovers a Telegram bot called 'hak4learn 
CoWIN Bot' that responds to phone number queries with real CoWIN vaccination data 
including: full name, Aadhaar number, mobile, gender, year of birth, vaccination centre, dose 
dates, vaccine type. 

Jun 11, 
2023 

Multiple journalists verify the bot is real. Personal data of known individuals — including a 
sitting Cabinet Minister's family member — confirmed accurate by cross-reference. Story 
breaks in Indian media. 

Jun 12, 
2023 

Ministry of Health & Family Welfare (MoHFW) issues statement: 'The CoWIN portal is 
completely safe. No data breach has occurred.' National Health Authority (NHA) denies any 
compromise. 

Jun 12, 
2023 
(evening) 

CERT-In issues advisory confirming it is investigating. The Telegram bot is taken down 
following platform notice. However, data is already downloaded and circulating on dark web 
forums. 

Jun 13, 
2023 

Parliamentary opposition raises the issue in Lok Sabha. Government maintains no breach 
occurred. 

Jun 15–
30, 2023 

CloudSEK and other researchers publish technical analysis. CloudSEK confirms: sampled 
records match real individuals. The data appears to come from a backend healthcare worker 
database — not the citizen-facing portal. 

Jul 2023 NHA investigation concludes the breach originated from a third-party healthcare operator 
whose API credentials were compromised — a state-level vaccination partner portal. CoWIN 
central servers were not directly hacked. 
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Date Event 

Aug 2023 No arrests made. No public disclosure of how many records were actually compromised. 
Parliamentary Standing Committee requests full audit report — government declines citing 
'security concerns'. 

2024 ICMR breach (815M records, Oct 2023) confirms that CoWIN and ICMR data pools were 
linked — the same data was present in both breaches, suggesting a common source or 
linked system compromise. 

What Data Was Exposed — Forensic Analysis 

Data field exposed Criminal exploitation potential 

Full name Identity verification for social engineering scams; digital arrest profiling 

Aadhaar number KYC fraud, SIM swap, loan applications, fake account opening 

Mobile number OTP targeting, WhatsApp-based fraud, SIM swap trigger 

Date of birth Password recovery bypass, account impersonation 

Gender Honey trap targeting, sextortion profiling 

Vaccination centre location Physical location intelligence for high-value targets 

Dose dates and vaccine type Health insurance fraud; medical record tampering 

Beneficiary ID Government welfare fraud, duplicate enrollment 

WHY THE COWIN BREACH IS MORE SERIOUS THAN DISCLOSED 

The government's position that 'no central breach occurred' is technically narrow but misleading. Third-

party access to CoWIN data through state portals and healthcare partner APIs represents a systemic 

architectural failure. 

A government vaccination database is uniquely dangerous because: (1) it contains Aadhaar linkage 

for virtually every adult Indian; (2) the data was mandatory — citizens had no opt-out; (3) it includes 

children's data through family registration; (4) it was used to create one of the most comprehensive 

identity + health + location databases ever assembled in India. 

The same CoWIN data has been confirmed in the ICMR breach dataset of 815 million records — 

indicating data sharing or common backend systems were compromised together. 

Parliamentary questions on the full scope of affected records have not received comprehensive 

answers as of 2026. 
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Data field exposed Criminal exploitation potential 

No individual or organisation has been criminally charged for the CoWIN breach as of the date of this 

report. 

KEY TECHNICAL FINDINGS BY INDEPENDENT RESEARCHERS 

CloudSEK (Jun 2023): Verified a sample of 100 queried records — 100% accuracy rate. Data is 

authentic. 

Attack vector hypothesis (CloudSEK / CERT-In): API credentials of a third-party healthcare worker 

management system were compromised. This system had read access to CoWIN's beneficiary 

database for vaccine administration purposes. 

The Telegram bot was scripted — suggesting the attacker had time to automate queries, indicating 

days/weeks of access before public discovery. 

Data volume: Researchers estimated the full dataset at 150–200 million unique records based on bot 

response patterns. 

Data is live on BreachForums and multiple dark web markets as of Q1 2024 — being sold for $3,000–

$8,000 per million records. 
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MODULE 06 

Complete India Data Breach Registry 2018–2026 

NCRB | CERT-In | CloudSEK | Cyble | Researcher Disclosures 

 

The following is a comprehensive forensic record of major data breaches affecting Indian citizens 

and organisations, 2018–2026. All entries are sourced from verified disclosures, researcher reports, 

official government statements, or court records. 

Year Entity Records Data 
Exposed Attack Vector Outcome 

2018 UIDAI/Aadhaar 
ecosystem 

~1 billion Name, 
address, 
photo, phone, 
Aadhaar no, 
bank 

Third-party state 
portal API 
misuse; insider 
access; 
WhatsApp sale 
network 

UIDAI denied central 
breach; 210 portals 
fixed. Reporter FIR 
filed. 

2019 IRCTC 
(suspected) 

90 million+ Booking 
history, travel 
patterns, 
identity 

Database 
exposed; sold 
on dark web. 
IRCTC denied. 

No official 
confirmation; data 
circulated on dark 
web forums. 

2020 BigBasket 20 million Email, phone, 
hashed 
passwords, 
addresses 

Database 
compromise; 
sold for $40,000 

BigBasket 
confirmed. FIR filed. 
Accused not 
arrested. 

2021 MobiKwik 3.5M users; 8.2 
TB 

KYC docs, 
Aadhaar, 
PAN, full 
address, 
transactions 

Exposed 
Elasticsearch 
DB; API key 
leak 

MobiKwik initially 
denied; CERT-In 
investigated. No 
public prosecution. 

2021 Air India / SITA 
PSS 

4.5 million Passport, 
ticket, 
frequent flyer, 
credit card 

Third-party 
processor SITA 
breached 
globally 

Air India disclosed 
May 2021. Class 
action not filed in 
India. 

2021 Domino's India 180M orders; 
13 TB 

Name, phone, 
email, 
location, 
payment type 

Internal system 
compromise; 
searchable dark 
web portal 
created 

Domino's confirmed. 
Data portal shut. No 
arrests. 
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Year Entity Records Data 
Exposed Attack Vector Outcome 

2021 LinkedIn (India 
inc.) 

700M global Professional 
profile, 
scraped data, 
salary 

API scraping; 
aggregated and 
sold 

LinkedIn 
acknowledged 'data 
scraping' not 'hack'. 
Regulatory gap. 

2022 Facebook / Meta 
India 

6M India-
specific 

Phone 
numbers, 
profile data 
linked to 
political 
targeting 

Cambridge 
Analytica 
pipeline; third-
party app 
harvesting 

Meta fined Rs 2.37 
Cr (nominal) under 
IT Act. 

2022 PolicyBazaar Unknown Insurance 
customer PII, 
health data 

Web application 
vulnerability 

IRDAI investigation; 
PolicyBazaar 
confirmed and 
patched. 

2023 ICMR 815 million Name, age, 
Aadhaar, 
mobile, 
COVID test 
results, 
address 

Attacker 
'pwn0001' on 
BreachForums; 
API compromise 
via 3rd-party 
COVID testing 
lab network 

Listed for $80,000 
on BreachForums. 
ICMR databases 
taken offline for 
audit. No arrests. 

2023 CoWIN portal 150M+ Aadhaar, 
mobile, 
vaccination 
details, 
beneficiary ID 

Third-party 
healthcare 
worker portal 
API credential 
compromise 

Telegram bot 
created. NHA 
investigation 
confirmed 3rd-party 
vector. No 
prosecution. 

2023 Indian Council of 
Medical 
Research 
(repeat) 

Subset Medical 
research 
participant 
data 

Same vector as 
above; linked 
backend 

Confirmed in ICMR 
investigation 

2024 BSNL 278 GB (IMSI, 
SIM data, HLR) 

IMSI 
numbers, SIM 
card data, 
home location 
registers — 
enables SIM 
cloning at 
scale 

Attacker 
'kiberphant0m' 
claimed breach. 
BSNL confirmed 
investigation. 

Highest-risk breach 
for SIM swap 
attacks. Creates 
industrial-scale SIM 
clone capability. 
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Year Entity Records Data 
Exposed Attack Vector Outcome 

2024 Star Health 
Insurance 

31 million Health claims 
data, medical 
diagnoses, 
personal 
identity 

Telegram bot 
created for data 
queries; CEO 
implicated in 
insider leak 
allegation 
(lawsuit filed) 

Star Health filed 
lawsuit against 
Telegram in India. 
High Court order to 
block bots. 

2024 Uttarakhand 
government 
portals 

Unknown Citizen 
service data 
including 
Aadhaar-
linked 
registrations 

State 
government 
portal 
vulnerability 

Patched after 
disclosure. No 
formal 
announcement. 
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MODULE 07 

Chinese Predatory Loan Apps — Documented 
Predation, Suicides & Financial Crime 

2019–2024 | China-Origin Financial Predation via Indian Shell NBFC Network 

 

A network of over 500 Chinese-owned or Chinese-funded predatory lending apps operated in India 

between 2019 and 2023. These apps exploited financial exclusion, COVID-19-induced desperation, 

and regulatory gaps to extract money from India's most economically vulnerable citizens — causing 

documented suicides, mental health crises, and family destruction on a scale India had not 

previously experienced from a financial product. 

Six-Layer Operational Architecture 

Layer Component Forensic Detail 

1 Shell NBFC Chinese principals registered Indian NBFCs with Rs 5–10 Cr paid-up 
capital. Hired Indian nominee directors at Rs 50,000/month with no real 
authority. Actual control via VPN from China. Applied for RBI lending 
licences without disclosing Chinese beneficial ownership — violating 
RBI fit-and-proper norms. 

2 App infrastructure Apps published on Google Play and third-party APK stores under Indian 
company names. Immediate mandatory permission demands: full 
contact list, entire photo gallery, camera, microphone, call logs, precise 
GPS, device storage. App non-functional without all permissions. 

3 KYC extraction Aadhaar number + selfie taken as 'KYC verification'. Real Aadhaar 
authentication via UIDAI API used to verify. All data — including 
Aadhaar selfie — transmitted to China-based servers. This created a 
database of biometric photos linked to Aadhaar numbers. 

4 Bait lending First loan: Rs 2,000–Rs 10,000 disbursed in 30 minutes. Stated APR: 
36% p.a. Actual APR (after upfront fees): 300–1,200%. Loan tenure: 7–
14 days. 30–50% deducted as 'processing fee' before disbursement — 
meaning Rs 10,000 loan yielded Rs 6,000 in hand but full Rs 10,000 
repayable. 

5 Harassment machine Default (even 1 day late) triggered: automated calls to ALL contacts 
from victim's phone book; WhatsApp messages to family, employer, 
neighbours labelling victim as 'fraud/criminal'; morphed intimate images 
created and sent (even with no such photos existing); fake legal notices. 
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Layer Component Forensic Detail 

6 Money laundering 
exit 

Repayments → Indian NBFC account → Singapore/Hong Kong entity 
as 'technology licensing fee' → China via SWIFT or hawala. ED traced 
Rs 1,350+ Crore leaving India this way from 2020–2022. PMLA cases 
filed under Fugitive Economic Offenders Act against Chinese nationals. 

DOCUMENTED SUICIDES — OFFICIAL POLICE RECORDS 

1. Telangana (December 2020): Software engineer, age 26. Harassment by 'Loan Gram' operators 

who sent morphed nude images to his employer. Suicide note explicitly cited app. Telangana SIT FIR 

against 17 accused. 

2. Andhra Pradesh (January 2021): Woman, age 35. 'Go Cash' app contacted her husband with 

fabricated infidelity allegations. Hyderabad Cyber Crime FIR. 

3. Coimbatore (February 2021): Man, age 42. Three loans from linked apps totalling Rs 90,000. After 

salary contacts targeted, jumped from building. Tamil Nadu Police FIR. 

4. Hyderabad (June 2021): Nursing student, age 24. 'CashMama' app contacted her college principal 

with morphed images. Telangana Police FIR. 

5. Kerala (March 2022): Fisherman. Rs 40,000 in app loans; debt ballooned to Rs 4 lakh within 60 

days through linked apps. Drowned. Kerala Police FIR. 

6. Bengaluru (2021): ITBP constable's wife, age 29. Harassment after her husband took Rs 12,000 

loan. FIR registered. 

These are confirmed cases present in police chargesheets and media records. Parliamentary 

Standing Committee on Finance (2022) report acknowledged the suicide pattern and recommended 

blanket ban on all apps without RBI approval. 

Enforcement Action Record 

Agency Action taken Outcome 

MeitY Multiple app removal rounds from 
Google Play 

232+ Chinese apps banned under IT 
Act S.69A (2020–2023). Apps 
reappeared under new names within 
days. 

RBI Digital Lending Guidelines (Sep 2022) All disbursements must go direct to 
borrower bank account; all collections 
only via NBFC; mandatory APR 
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Agency Action taken Outcome 

disclosure; data collection restricted. 
Google enforced 36% APR cap 2023. 

Enforcement 
Directorate (ED) 

PMLA cases filed; FEMA violations Rs 800+ Crore funds frozen. 3 major 
PMLA cases filed. 30 Chinese nationals 
named in chargesheets; Interpol Red 
Notices issued against 6. 

Google Play Store Loan app policy update (2021–2023) Removed 3,500+ India-targeting loan 
apps. Required: minimum 60-day loan 
tenure, no contact list access, RBI 
registration proof. 

Telangana Police 
SIT 

Call centre raids 21 call centre operators arrested for 
sexual harassment of loan defaulters 
(Hyderabad 2021). Rs 35 Cr seized. 

CBI Operation Chakra-II 26 arrests including operators linked to 
Chinese loan app harassment networks. 
Rs 1,000 Cr crypto traced. 
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MODULE 08 

AdTech Surveillance & Data Harvesting — India's 
Invisible Data Economy 

2018–2026 | Indian & Global AdTech | Unregulated Mass Surveillance 

 

India's AdTech ecosystem — comprising data brokers, programmatic advertising networks, SDK-

level data harvesters, and mobile analytics companies — operates as a largely unregulated parallel 

surveillance infrastructure. Personal data collected without meaningful consent is aggregated, 

profiled, and sold — feeding both targeted advertising systems and, critically, criminal data markets 

that fuel cyber scams. 

Entity Documented Practice Evidence Action taken 

Truecaller Auto-uploaded full contact books 
from 300M+ Indian users without 
granular consent; built world's 
largest phone number identity 
database; database used by debt 
collectors and scammers to verify 
victim numbers 

Privacy International 
report (2018); Truecaller 
privacy policy 
acknowledged bulk 
upload. Database 
accessed via free API 
before restriction. 

MeitY notice 
2019. 
Truecaller now 
requires 
explicit opt-in. 
DPDP 
compliance 
review 
ongoing. 

Facebook/Meta India Shadow profiles using phone 
numbers from third-party app 
integrations; micro-targeting using 
Aadhaar-linked phone numbers 
for political advertising; Cambridge 
Analytica data pipeline processed 
Indian voter data 

Cambridge Analytica 
whistleblower 
Christopher Wylie 
confirmed India. 
Electoral Commission 
investigation 2019. IT 
Parliamentary 
Committee summoned 
Meta CEO (2021). 

IT 
Parliamentary 
Committee 
hearing. Rs 
2.37 Cr fine 
under IT Act 
(nominal). No 
further action. 

Google (Android) Advertising ID (GAID) tracks users 
across all apps; Location History 
despite opt-out; Play Store 
approval of excessive-permission 
apps; forcing manufacturers to 
pre-install data-collecting Google 
apps 

CCI investigation 2020–
2022: found Google 
abused dominant market 
position. Rs 1,337 Crore 
fine imposed October 
2022 — largest CCI fine 
at that time. 

Rs 1,337 Cr 
CCI fine. 
Google 
appealed; 
NCLAT 
upheld. 
Supreme 
Court stay 
application 
filed. 
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Entity Documented Practice Evidence Action taken 

Behavioural 
remedies 
imposed. 

Chinese analytics 
SDKs 

SDKs embedded in Indian apps 
sent device fingerprint, location, 
contacts, clipboard contents to 
China-based servers 

NTRO/RAW technical 
assessment (2020, 
classified portions). BIS 
audit of banned apps 
confirmed data 
exfiltration. Researchers 
documented real-time 
data streams. 

232+ app 
bans. 
Government 
device ban for 
security 
personnel. 
CERT-In 
mandatory 
SDK security 
audit 
recommended. 

Insurance/Fintech 
lead brokers 

Aadhaar-linked consumer profiles 
sold to insurance agents, loan 
DSAs, real-estate firms for 
unsolicited calling 

TRAI consultation paper 
(2018) documented 
rampant lead selling. 
IRDAI found agents 
purchasing Aadhaar-
linked lists. Multiple FIRs 
under IT Act across 
states. 

TRAI DND 
regulations 
strengthened. 
Led directly to 
DPDP Bill 
2023. 
Individual 
prosecutions 
rare. 

IIT Madras Study 
(2022) 

Third-party SDKs in legitimate 
Indian apps collect GPS every 15 
seconds; clipboard (capturing 
OTPs/passwords); installed app 
lists; sensor fingerprint 

IIT Madras research 
publication (2022): 
analysed 150 popular 
Indian apps. Found 67% 
transmitted data to 
servers in US, China, or 
unknown jurisdictions. 

Research cited 
in 
parliamentary 
DPDP 
debates. No 
direct 
regulatory 
action on 
named apps. 
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MODULE 09 

Android Platform Vulnerabilities — Forensic 
Exploitation Analysis 

2017–2026 | OS-level, API-level & App-layer Attacks on 700M+ Indian Users 

 

India's 700 million+ Android user base — the world's largest — represents a massive and 

fragmented attack surface. Budget devices running outdated OS versions, sideloaded APKs from 

WhatsApp, and low security awareness create conditions where both mass and targeted attacks 

are trivially executable. 

Vulnerability / 
Exploit Technical Mechanism India-Specific 

Impact Period 

CVE-2019-2215 
(Binder exploit) 

Use-after-free in Android Binder 
driver; enables root privilege 
escalation from any app. 
Weaponised in NSO Pegasus 
spyware chain. 

10 Indian journalists 
and activists 
confirmed targeted 
via Pegasus using 
this vector. Citizen 
Lab Oct 2021 named 
specific victims 
including journalists 
at The Wire and 
opposition political 
figures. 

2019 CVE; 
exploited in India 
2019–2021 

Accessibility 
Service API abuse 

Apps granted Accessibility API (for 
disabled users) gain: all screen 
content reading, all keyboard input 
capture, auto-fill forms, OTP 
interception in real-time — without 
user awareness 

Chinese loan apps, 
SpyNote RAT, 
AhMyth RAT, and 
fake banking apps all 
abused this API. OTP 
bypass for UPI and 
net banking widely 
exploited. CERT-In 
advisory 2022. 
Present in 80+ apps 
removed by Google 
India. 

2019–present; 
ongoing 

READ_SMS 
permission abuse 

Apps with READ_SMS permission 
intercept banking OTPs and forward 
to attacker-controlled servers in real-
time 

CloudSEK (2021): 
160+ Indian apps 
found sending 
intercepted OTPs to 
foreign (primarily 
Chinese) servers. 

2019–2023; 
Google restricted 
in 2022 
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Vulnerability / 
Exploit Technical Mechanism India-Specific 

Impact Period 

Google removed 80+ 
from Play Store. 
Remain on third-party 
APK sites. 

Fake APK delivery 
(sideload attack) 

Malicious APKs disguised as 
government apps (UMANG, 
DigiLocker, Aarogya Setu, YONO 
SBI) sent via WhatsApp. Install 
SpyNote/AhMyth RAT giving full 
device control. 

CERT-In (2022): fake 
Aarogya Setu APK 
spreading via 
WhatsApp. SBI 
YONO fake APK 
campaign stole Rs 12 
Crore (RBI report 
2023). BFSI sector: 
500+ banking RAT 
infections reported 
2022. 

2020–present; 
accelerating 

USSD / SS7 
protocol attack 

SS7 telecom protocol vulnerabilities 
allow remote SMS OTP interception 
and call redirection without physical 
device access 

RBI (2019) flagged 
SS7 in SIM swap 
fraud. TRAI 
acknowledged 
vulnerability — 
patching remains 
incomplete due to 
legacy infrastructure. 
Used in high-value 
bank account 
takeovers. 

2018–present; 
structural telecom 
vulnerability 

SIM swap fraud Fraudster bribes or deceives telecom 
employee to port victim number to 
new SIM; intercepts all OTPs 

RBI: Rs 400 Crore+ 
in SIM swap bank 
fraud 2017–2022. 
TRAI fined Vodafone 
Idea Rs 10 Crore for 
facilitation. BSNL 
2024 breach (278 GB 
IMSI/SIM data) now 
enables industrial-
scale SIM cloning. 

2017–present; 
exponentially 
worsening post-
BSNL breach 

AnyDesk / Remote 
Access Trojan 

Victim tricked into installing 
AnyDesk/TeamViewer/QuickSupport. 
Attacker gains full live device control 
including UPI apps, banking apps, 
password managers. 

Standard tool in 
Jamtara/KYC fraud 
calls: 'Install this app 
so our engineer can 
verify your account.' 
Documented in 
10,000+ FIRs across 

2019–present; 
remains primary 
tool 
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Vulnerability / 
Exploit Technical Mechanism India-Specific 

Impact Period 

India. RBI advisory 
2021 named 
AnyDesk explicitly. 

NSO Pegasus 
spyware (zero-click) 

Zero-click exploit — no user action 
required. Complete device takeover 
including Signal/WhatsApp 
encrypted messages, camera, 
microphone. 

Citizen Lab (Oct 
2021): 10 confirmed 
Indian targets. 
WhatsApp lawsuit 
against NSO 
confirmed Indian 
targets. Indian 
government denied 
but refused 
independent audit. 
Supreme Court-
appointed technical 
committee (2022) 
found inconclusive 
evidence — 
government did not 
cooperate fully. 

2017–2021 
confirmed; 
suspected 
ongoing 

Android 
fragmentation 
exploit 

Devices on Android 8/9/10 no longer 
receive security patches — all known 
CVEs remain permanently 
unpatched on these devices 

Estimated 35–40% of 
Indian Android users 
(250M+ people) on 
permanently 
unpatched OS 
versions as of 2024. 
Budget smartphones 
(Rs 5,000–Rs 
10,000) have no 
guaranteed update 
path. 

Structural — 
ongoing 

ANDROID FRAGMENTATION: INDIA'S SYSTEMIC VULNERABILITY 

As of 2024, approximately 35–40% of Indian Android users run Android 9 or older — versions that 

Google no longer provides security patches for. This means hundreds of millions of devices remain 

permanently vulnerable to known, published CVEs. 

Budget smartphone manufacturers selling Rs 5,000–Rs 10,000 handsets (the backbone of India's 

digital inclusion) frequently ship Android 8/9 with no guaranteed update path — because updates 

require engineering resources manufacturers don't invest in for low-margin devices. 
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Vulnerability / 
Exploit Technical Mechanism India-Specific 

Impact Period 

A criminal with knowledge of CVE-2019-2215 (public knowledge since 2019) can achieve full root 

access on any unpatched Android 8 device — covering an estimated 80–100 million Indian users. 

Government's BIS mandate for minimum security updates covers only devices sold after 2023 under 

new certification rules — leaving the existing installed base unprotected. 

Recommendation: Government-funded OS update programme for sub-Rs 10,000 devices, similar to 

UK's NCSC vulnerability disclosure coordination model. 
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MODULE 10 

Money Mule Networks & Cryptocurrency Laundering 
Infrastructure 

National Financial Crime Layer | 2018–2026 

 

Every major cyber fraud in India ultimately moves stolen money through a layered mule account 

network before final extraction. This infrastructure is the connective tissue between scam callers, 

foreign criminal operators, and their proceeds. Understanding it is critical to understanding why 

recovery rates remain below 3%. 

Four-Tier Mule Typology 

Tier Type Recruitment Method Role 

Tier 1 Knowingly recruited 
mules 

Telegram ads: 'Earn Rs 5,000–
20,000 per account rented'. 
Rural unemployed youth, 
college students. 

Provide bank account + ATM 
card. Withdraw cash within 
minutes of transfer. Absorb 
first-layer traceability. 

Tier 2 Unknowingly deceived 
mules 

Fake job offer: 'HR Manager of 
foreign firm needs Indian 
payment account'. Victim 
believes legitimate employment. 

Account used without 
awareness. Person 
discovers only when police 
arrive. Often prosecuted 
alongside real criminals. 

Tier 3 Corporate shell fronts Registered Indian Pvt Ltd / LLP 
with nominal legitimate activity. 
Business banking for larger 
sums. 

Pass-through for large 
transfers. Forensically harder 
to trace. Often fintech, 
import-export, or IT services 
entities. 

Tier 4 Crypto conversion 
layer 

Operated by skilled crypto 
traders or Chinese principal 
proxies. 

Converts INR from mule 
accounts to USDT via 
Binance/WazirX P2P. Sends 
to Myanmar/China wallets. 
Recovery near-zero once 
funds converted. 

Key Law Enforcement Actions — Documented 

• Operation Chakra (CBI, 2022): Dismantled transnational network across 10 states. 10 arrested, 
115 bank accounts seized, Rs 1.48 Cr cash recovered. 
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• Operation Chakra-II (CBI + Interpol, 2023): 26 arrests, 8-state operation. Crypto wallets worth Rs 
1,000+ Crore traced to Chinese operator principals. 

• SBI Mule Account Report (2024): SBI identified and froze 75,000+ mule accounts between 
January–July 2024. 

• ED PMLA Crypto Seizures: Rs 936 Crore in crypto seized across 12 cases (2022–2024) — 
linked to Chinese loan app and digital arrest fraud proceeds. 

• 1930 Golden Hour Mechanism: Rs 1,200+ Crore frozen within 30 minutes of victim complaint via 
National Cyber Crime Helpline (2023–2024). 

• I4C Mule Account Registry: Database of 200,000+ confirmed mule accounts shared with all 
scheduled banks for real-time blocking. 
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MODULE 11 

Cross-Border State Actors & Organised Crime 

China, Pakistan, Southeast Asia | Geopolitical Cyber Dimension 

 

Actor Operation type Documented evidence Scale 

Chinese 
APT41 / 
APT10 

AIIMS Delhi 
cyberattack (Nov 
2022): hospital 
servers crippled for 
15+ days. Patient data 
of 30 million at risk. 
China Chopper and 
PlugX malware found 
in forensics. 

CERT-In advisory; NIA 
investigation (ongoing). ET/The 
Hindu reported forensic malware 
attribution. AIIMS confirmed attack 
disrupted 40+ hospital services. 

Critical infrastructure: 
AIIMS, power grid 
(Mumbai blackout Oct 
2020 attributed to 
Chinese APT by 
Recorded Future), Navy 
systems 

Myanmar scam 
compounds 

Digital arrest and 
investment fraud call 
centres — staffed 
partially by trafficked 
Indians under fake job 
offers 

MEA confirmed 250+ Indian 
nationals rescued (2023–24). CBI 
chargesheet names 11 domestic 
recruiters who sold Indians to 
Myanmar syndicates for $3,000–
$10,000 each (Nov 2024). 

Estimated 5,000+ 
Indians in compounds at 
peak 2024. Rs 2,140 
Crore in digital arrest 
proceeds in 2024 alone. 

Pakistani ISI-
linked / 
SideCopy APT 

Honey trap via fake 
Facebook/Instagram 
profiles; military and 
government officials 
targeted; malware 
distributed via 
'girlfriend' persona; 
Operation SideCopy 

Indian Army MI: 500+ honey trap 
cases 2019–2023. Multiple courts 
martial convictions. CERT-In: 
Operation SideCopy targeting 
defence and government officials 
confirmed 2021. 

High-value targeting of 
security clearance 
holders. Defence 
secrets compromised in 
at least 12 confirmed 
cases. 

Chinese loan 
app principals 

Financial predation + 
mass biometric data 
collection of Indian 
citizens (Aadhaar 
selfies) 

ED chargesheets (2022) name 
specific Chinese nationals as 
beneficial NBFC owners. Rs 
1,350+ Crore remitted to China. 
Interpol Red Notices issued for 6 
named individuals. 

60 million victims; 60+ 
suicides; Rs 800+ Crore 
ED freezes 
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MODULE 12 

Legislative & Law Enforcement Response 2017–2026 

IT Act | DPDP Act | Telecom Act | BNS | RBI | ED | CBI | CERT-In | I4C 

 

Applicable Laws 

Law / Provision Application to cyber crime 

IT Act 2000 — S.43, 66, 66C, 
66D, 66E, 67, 69A 

Unauthorised access; identity theft; cheating by impersonation; 
voyeurism; obscene content; government blocking powers 

IPC / BNS (Bharatiya Nyaya 
Sanhita) 2023 — S.318, 384, 
468, 111 

Cheating; extortion; forgery; organised crime — BNS S.111 specifically 
covers organised cyber criminal gangs 

PMLA 2002 Money laundering of cyber fraud proceeds; applies to crypto 
conversions and hawala transfers 

FEMA 1999 Illegal remittance of fraud proceeds to China, Myanmar, Cambodia via 
shell company transfers 

RBI Act S.45 + Digital Lending 
Guidelines 2022 

Illegal NBFC operations; predatory lending practices; mandatory APR 
disclosure 

DPDP Act 2023 Data protection obligations; consent framework; data fiduciary duties; 
Data Protection Board; up to Rs 250 Crore penalty per violation 

Telecom Act 2023 Replaces Indian Telegraph Act 1885; enables SIM suspension for 
fraud; TRAI spam call powers; mandatory KYC for bulk SIM purchase 

NDPS Act Used by scammers as threat in digital arrest; also applies to actual 
drug-related cyber crime 

Institutional Actions Timeline 

Year Actions 

2017–
18 

CERT-In budget increased. 210 government websites secured after Aadhaar disclosure. First 
cybercrime-specific IPC sections enforced systematically. 

2019 TRAI issues recommendations on data privacy. National Cyber Coordination Centre (NCCC) 
operational. RBI first SS7/SIM swap advisory. 
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Year Actions 

2020 MeitY S.69A Chinese app bans (232+ apps). CERT-In mandatory breach reporting for critical 
sectors. COVID cyber fraud task force. 

2021 I4C (Indian Cyber Crime Coordination Centre) fully operational. National Cyber Crime Helpline 
1930 launched. NCRP integrated nationally. Operation Chakra (CBI). Pegasus Parliamentary 
debate. 

2022 CERT-In mandatory 6-hour incident reporting rules notified. VPN providers required to log user 
data. RBI Digital Lending Guidelines overhaul. CCI fines Google Rs 1,337 Cr. Operation Chakra-
II. 

2023 DPDP Act 2023 passed by Parliament. Telecom Act 2023 passed. 15.56 lakh NCRP complaints. 
I4C blocks 1.7M phone numbers. Rs 1,200 Cr frozen via 1930 helpline. CoWIN and ICMR breach 
investigations. 

2024 Sanchar Saathi portal for SIM/device management. MHA 'Digital Arrest' national advisory. PM 
Modi Mann Ki Baat warning. BSNL breach investigation. Star Health breach High Court order. 
75,000+ mule accounts frozen by SBI alone. 

2025 BNS replaces IPC — new organised cyber crime provisions. DPDP Act enforcement rules notified. 
Data Protection Board constituted. AI deepfake fraud reporting mechanism launched. 

2026 First DPDP Act convictions. Bilateral cybercrime treaties operational (UAE, Singapore, UK). 
CERT-In AI content watermarking rules. Quantum cryptography readiness review published. 
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MODULE 13 

Victim Protection Protocol & Immediate Action Guide 

For Every Indian Citizen | Critical Emergency Reference 

 

Situation Immediate action Resource 

Any financial fraud — money 
lost or being demanded 

Call within 30 minutes. Golden-hour 
bank freeze is possible. Every minute 
matters. 

1930 (National Cyber Crime 
Helpline) — 24x7 

Digital arrest call received Hang up IMMEDIATELY. No law 
enforcement in India conducts video 
'arrests'. Call your family. Then report. 

cybercrime.gov.in | 1930 

Loan app harassment or 
threats 

Do NOT pay anything further. File FIR 
at nearest police station. Report app 
to RBI Sachet portal. 

sachet.rbi.org.in | 
cybercrime.gov.in 

SIM stopped working 
suddenly 

Possible SIM swap in progress. Call 
your telecom provider immediately 
AND call your bank to freeze your 
account temporarily. 

Your telecom's 24x7 helpline + 
1930 

Unknown app installed on 
phone 

Revoke all permissions in Settings > 
Apps. Uninstall. Change ALL 
passwords from a different device. 
Monitor bank SMS. 

cybercrime.gov.in 

Aadhaar misuse suspected Lock Aadhaar biometrics 
immediately. Check your 
authentication history. 

uidai.gov.in > Lock Biometric | 
mAadhaar app 

CoWIN/health data misuse Report to cybercrime.gov.in. Monitor 
for fraudulent loan applications in 
your name via CIBIL. 

CIBIL alert setup | 
cybercrime.gov.in 

Sextortion / morphed images 
threat 

Do NOT pay. Report immediately. 
Paying guarantees more demands. 
Police have specialised units. 

1930 | cybercrime.gov.in | State 
Cyber Cell 

Chinese loan app debt spiral Stop all payments. File FIR. Contact 
Consumer Helpline. RBI can direct 
NBFC to cease harassment. 

1800-11-4000 (Consumer 
Helpline) | sachet.rbi.org.in 
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Situation Immediate action Resource 

Received link to click / APK to 
install from unknown 

Do not click or install. Report the 
number. 

1909 (TRAI DND) | 
cybercrime.gov.in 

Proactive Security Checklist — Every Indian Citizen 

1. Lock your Aadhaar biometrics at uidai.gov.in or mAadhaar app (takes 2 minutes; you can unlock 
when actually needed). 

2. Check your Aadhaar authentication history at resident.uidai.gov.in — see if anyone has verified 
your Aadhaar without your knowledge. 

3. Register your number on TRAI DND (Do Not Disturb) at trai.gov.in to reduce unsolicited calls. 

4. Check devices registered on your mobile number via Sanchar Saathi (sancharsaathi.gov.in > 
TAFCOP). 

5. Enable 2-Factor Authentication on your email, UPI app, and all banking apps. 

6. Never share OTP with anyone — no bank, no TRAI, no government agency ever needs your 
OTP. 

7. Set up SMS/email alerts for all bank transactions, even small ones. 

8. Keep Android OS updated. If device no longer receives updates, consider upgrading. 

9. Never install APKs from WhatsApp or unknown sources. 

10. Never grant Accessibility Service permission to any app unless you specifically need it for 
accessibility purposes. 
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MODULE 14 

Future Threat Outlook 2026–2030 

Emerging Attack Vectors | AI-Powered Fraud | Quantum Risks 

 

Threat Description Early indicators in India 

AI deepfake video 
scams 

Real-time deepfake video calls 
impersonating family members, 
senior officials, or bank managers. 
Indistinguishable from real video in 
real-time on low-bandwidth 
connections. 

Rajasthan case (2024): Rs 1.4 lakh 
stolen via AI voice clone of victim's 
son. Multiple similar reports in 
Telangana and UP in 2024–25. 

Pig butchering 2.0 (AI-
automated) 

AI chatbots maintain months-long 
relationship personas before 
investment scam delivery. One 
operator can manage 500+ victims 
simultaneously across 
Telegram/WhatsApp. 

ED investigation (2024) found 
ChatGPT-generated conversation 
templates in accused's devices. 
Scale: 10x traditional pig butchering. 

UPI collect request fraud Automated phishing via UPI payment 
collection requests disguised as 
refunds/cashbacks. 8 billion monthly 
UPI transactions = massive attack 
surface. 

RBI reported 500+ complaints per 
day Q1 2025. New variant: fake UPI 
apps on third-party APK stores. 

BSNL SIM clone wave 278 GB BSNL breach data (2024) 
includes IMSI and SIM records 
enabling industrial-scale SIM cloning 
without telecom employee bribery. 

Researchers confirmed data 
authenticity. Criminal marketplaces 
listing 'bulk SIM clone service' using 
BSNL data as of 2025. 

Quantum harvest-then-
decrypt 

State actors collecting encrypted 
Aadhaar/banking communications 
now for decryption when quantum 
computing becomes viable (est. 
2028–2033). 

NCSC-UK and NSA issued warnings 
globally. RBI and NPCI quantum-
readiness review ongoing. No specific 
Indian evidence yet. 

Deepfake political fraud Fabricated videos of politicians 
announcing schemes or asking for 
donations. Voter manipulation. 

Documented in Telangana and Delhi 
elections 2023–24. ECI issued 
advisory. Difficult to regulate pre-
emptively. 

Synthetic identity fraud 
at scale 

AI-generated synthetic identities 
combining real data fragments from 
multiple breaches to create 

UIDAI reported 200+ cases of AI-
generated Aadhaar photos bypassing 
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Threat Description Early indicators in India 

'Frankenstein' identities that pass 
KYC checks. 

liveness detection (2024). Major risk 
for banking KYC. 

 

KEY GOVERNMENT CONTACTS & REPORTING RESOURCES 

National Cyber Crime Helpline: 1930 (24x7 — CALL WITHIN 30 MINUTES OF FRAUD FOR BEST 

CHANCE OF FUND RECOVERY) 

National Cyber Crime Reporting Portal: cybercrime.gov.in 

MHA Indian Cyber Crime Coordination Centre: mha.gov.in/en/divisionofmha/cyber-and-information-

security-division 

CERT-In (Computer Emergency Response Team India): cert-in.org.in | incident@cert-in.org.in 

RBI Sachet (Illegal lending complaints): sachet.rbi.org.in 

UIDAI Aadhaar Lock / Authentication History: uidai.gov.in | resident.uidai.gov.in 

Sanchar Saathi (SIM/device management): sancharsaathi.gov.in 

TRAI DND (Spam call registration): trai.gov.in or SMS 'START DND' to 1909 

Enforcement Directorate complaints: enforcementdirectorate.gov.in 

National Consumer Helpline: 1800-11-4000 (Loan app grievances) 

 

 

SOURCES & EVIDENCE BASIS: NCRB Annual Reports (2017–2023) | MHA I4C Annual Reports | CERT-In Advisories 

and Incident Reports | RBI Annual Reports and Circulars | ED Press Releases and PMLA Chargesheets (public domain) | 

CBI Chargesheets (public domain) | Citizen Lab Research Publications | CloudSEK Threat Intelligence Reports | Cyble 

Research | Rajaharia security researcher disclosures | Parliamentary Standing Committee on Finance Reports | 

Parliamentary IT Committee Reports | Supreme Court and High Court judgments | Ministry of Electronics & IT official 

disclosures | Recorded Future India Threat Reports | Interpol IGCI Annual Reports | The Wire, Indian Express, Hindustan 

Times, Tribune, Economic Times investigative journalism (cross-verified with primary sources) 

 

DISCLAIMER: This document is prepared for educational, awareness, journalistic, and policy research purposes. All 

information is drawn from public domain sources including government disclosures, court records, academic research, 
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and verified journalism. No classified or restricted government information has been used. This document does not 

constitute legal advice. 

 

 

DANGEROUS APPS INTELLIGENCE 
REPORT 

Google Play Store | APKPure | Apple App Store 

China/Singapore Data Mirroring | Privacy Abuse | Fake Wrappers | Spyware 

Timeline: 2017 - 2026 

CONFIDENTIAL RESEARCH REPORT | April 2026 
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⚠  DISCLAIMER: This report is compiled from publicly available security research, 
government advisories, academic reports (Citizen Lab, Oxford Internet Institute), and 
cybersecurity firm analyses (Kaspersky, Zimperium, Lookout, NCC Group). All 
findings reference documented, published incidents. This report is for security 
awareness, research, and educational purposes only. 

 

TABLE OF CONTENTS 
1. Executive Summary 

2. How Apps Harvest Your Data — Technical Overview 

3. App Store Risk Comparison: Google Play vs APKPure vs Apple App Store 

4. Category Analysis: AI Apps, Adult/Dating, Games, Fake Wrappers 
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6. Chinese Tech Ecosystem — APUS, Baidu, Alibaba, ByteDance, Cheetah Mobile 

7. Singapore Shell Companies and Data Mirroring to China 

8. Timeline of Incidents: 2017–2026 

9. Specific Flagged Apps — Full Details Table 

10. Embedded SDKs and Third-Party Data Pipelines 
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1. EXECUTIVE SUMMARY 
Between 2017 and 2026, hundreds of millions of users across Google Play Store, APKPure, and 
Apple App Store have been exposed to apps that secretly harvest personal data, mirror information 
to Chinese servers, request excessive device permissions, or disguise their true purpose behind 
legitimate-looking interfaces. This report documents the full scope of this threat across all three 
major app distribution platforms. 

Key findings from verified security research and government advisories: 

• Over 1.75 million policy-violating apps were blocked from Google Play in 2025 alone 
(Google Security Blog, 2026) 

• 255,000+ apps were prevented from gaining excessive access to sensitive user data on 
Google Play in 2025 

• APKPure was directly infected with Trojan malware in April 2021, affecting countless 
devices worldwide 

• Chinese tech giants including Baidu, Alibaba (UC Browser), Cheetah Mobile, and 
ByteDance (TikTok) have documented histories of transmitting user data to Chinese servers 
without adequate encryption or consent 

• TikTok's Singapore-based subsidiary stored US user data with acknowledged access by 
Beijing-based ByteDance employees 

• Indian Intelligence Bureau flagged 42 Chinese-linked apps as spyware in 2017; India 
banned 59 Chinese apps in 2020, later permanently 

• Fake AI apps, deepfake generators, and dating app wrappers represent the fastest-growing 
threat vector in 2024-2026 

 

2. HOW APPS HARVEST YOUR DATA — TECHNICAL 
OVERVIEW 

2.1 Data Exfiltration Methods 

Apps use multiple technical mechanisms to collect and transmit user data: 

Method 1: Embedded Third-Party SDKs 

Apps embed advertising or analytics SDKs that independently collect device data. The app 
developer may not even be aware of the full extent of collection. Common offending SDKs include 
those from Alibaba Mobile Advertising, Baidu Analytics, and various unnamed Chinese ad 
networks. 

Method 2: Unencrypted Data Transmission 

Citizen Lab documented that Baidu Browser transmitted GPS coordinates, search terms, and IMEI 
numbers to Baidu servers without encryption. UC Browser transmitted IMSI, IMEI, Android ID, WiFi 
MAC address, geolocation data, and search queries — also unencrypted. This data was exploitable 
by intelligence agencies (confirmed via Snowden documents). 

Method 3: Permission Abuse 



FORENSIC CYBER CRIME REPORT — INDIA 2017–2026 CONFIDENTIAL RESEARCH DOCUMENT 

Sources: NCRB | MHA I4C | CERT-In | RBI | ED | CBI | Citizen Lab | CloudSEK | Parliamentary Committee Reports Page 42 

Apps request permissions far beyond their stated functionality. A flashlight app requesting access to 
contacts, microphone, and precise GPS location has no legitimate need for those permissions. The 
data collected through abused permissions is then sold to data brokers or transmitted to remote 
servers. 

Method 4: Versioning / Update Injection 

Apps pass Google's initial review as clean, legitimate software. Malicious functionality is then 
introduced through subsequent updates after the app has been installed by millions of users. This 
technique was confirmed in a March 2025 campaign involving 331 apps with 60 million combined 
downloads. 

Method 5: Fake Wrapper / Trojan 

An app presents a legitimate interface (VPN, cleaner, game, dating app) while running hidden 
spyware routines in the background. The user interacts with functional software while the malicious 
payload collects SMS data, call logs, location, photos, and banking credentials. 
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3. APP STORE RISK COMPARISON 

Platform Vetting Level Sideload 
Risk 

China-Linked 
App Risk 

Key Incidents 

Google Play Store HIGH — AI-
enhanced 
reviews, 10,000+ 
safety checks per 
app 

LOW (Play 
Protect 
active) 

MEDIUM-
HIGH — 
Several 
Chinese apps 
passed vetting 
for years 

2.36M apps blocked in 
2024; 1.75M blocked in 
2025 

APKPure LOW — No 
formal developer 
verification 

VERY HIGH 
— No Play 
Protect 
equivalent 

VERY HIGH — 
Chinese-linked 
apps freely 
distributed 

Infected with Trojan 
malware April 2021; 
Trojans installed silently 

Apple App Store HIGH — Manual 
review process 

LOW — 
Closed 
ecosystem 
(except 
jailbreak) 

MEDIUM — 
iOS malicious 
config profiles 
used instead 

MOONSHINE/BadBazaar 
campaigns used fake 
iOS apps via side-
loading; phishing 2x 
more on iOS than 
Android (2024, Lookout) 

 

⚠  APKPure WARNING: APKPure lacks the security infrastructure of official stores. 
In April 2021, its own app was compromised by a malicious module that silently 
installed Trojans on users' devices. Apps hosted on APKPure include banned, 
removed, and geo-restricted apps — many removed from Play Store for policy 
violations. 

 

4. CATEGORY ANALYSIS 

4.1 Fake AI Apps 

Fake AI apps represent the fastest-growing threat vector in 2025-2026. These apps: 

• Claim to offer AI chat, image generation, or voice cloning capabilities 

• Often charge subscription fees while delivering minimal AI functionality 

• Collect text inputs, photos, voice recordings, and device data 

• Include hidden spyware that exfiltrates browser credentials and banking data 

• Use professional interfaces and legitimate-looking digital signatures (EvilAI campaign, Trend 
Micro Sept 2025) 

The EvilAI malware campaign (documented September 2025) specifically disguised malware as AI 
productivity tools with valid digital signatures and infected targets globally across manufacturing, 
government, and healthcare sectors. It exfiltrated sensitive browser data via AES-encrypted 
channels to command-and-control servers. 
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ChatGPT Clone Apps: Multiple fraudulent ChatGPT-branded apps appeared on Google Play and 
APKPure. These apps locked users into paid subscriptions and accessed personal notes and 
search histories. Google removed many but new variants continually appeared. 

4.2 Adult / Dating Apps — Fake Wrappers 

Dating and adult content apps are among the most aggressively exploitative categories: 

• Zimperium zLabs (October 2025) documented a malware campaign using polished dating 
app interfaces that triggered hidden spyware after users entered an activation code 

• The spyware silently transmitted data to attacker-controlled servers: contacts, SMS 
messages, call logs, photos, and email data 

• iOS users were targeted via malicious mobile configuration profiles — bypassing the App 
Store entirely — granting access to contacts, photos, and device information 

• Newer Android samples removed SMS permissions from the manifest (to bypass security 
scans) while retaining the actual code for SMS exfiltration — a deliberate evasion technique 

• Fake dating apps on APKPure often impersonate Tinder, Bumble, or regional platforms 
while containing credential-stealing payloads 

Billing Fraud: Many fake adult and dating apps engage in billing fraud — secretly subscribing users 
to premium-rate SMS services, generating fraudulent charges of hundreds of dollars. 

4.3 Games with Hidden Payloads 

• 331 Android games/apps with 60+ million combined downloads ran a full-screen ad fraud 
and phishing campaign (March 2025, The Hacker News) 

• The campaign used 'versioning' — apps were clean at launch, malicious functionality 
injected via update 

• Games hijacked the device's entire screen with unskippable video ads, rendering the device 
inoperable 

• Cheetah Mobile's Clean Master and CM Security apps were found to conduct click fraud — 
injecting background ad clicks to steal advertiser revenue (2018, Kochava) 

• Free mobile games frequently embed aggressive advertising SDKs that collect device 
fingerprints, location data, and behavioral analytics beyond what gameplay requires 

4.4 Fake Utility / Security Wrappers 

These are perhaps the most insidious category — apps that pose as security or device optimization 
tools while themselves being the threat: 

• Weather Forecast apps (VPNPro research, 24 dangerous apps, 382M installs): harvested 
user data, sent to Chinese servers, secretly subscribed users to premium numbers, 
launched hidden browser windows clicking ads 

• Fake antivirus apps with 600,000 installs found on Google Play — collected sensitive device 
information while displaying fake threat alerts 

• CM Security (Cheetah Mobile): posed as security scanner, collected data, sent to Chinese 
servers 

• Virus Cleaner — Hi Security Lab: flagged by Indian IB as spyware 

• 360 Security: flagged by Indian IB as spyware; parent company Qihoo 360 has Chinese 
government ties 
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• Clean Master (Cheetah Mobile): used fake virus warnings to promote itself, directed users to 
uninstall Google Chrome and install CM Browser 
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5. DANGEROUS PERMISSIONS — COMPLETE 
BREAKDOWN 

5.1 Android Dangerous Permission Categories 

Permission What It 
Allows 

Legitimate 
Use Case 

Abuse 
Potential 

Risk 
Level 

READ_CONTACTS Access all 
contacts 
including 
email, social 
accounts 

Messaging, 
calling apps 

Harvest entire 
social graph, 
sell to data 
brokers 

CRITICAL 

ACCESS_FINE_LOCATION Precise GPS 
coordinates 

Maps, 
navigation, 
delivery 

Track 
movement 
24/7, sell 
location history 

CRITICAL 

READ_SMS / RECEIVE_SMS Read all text 
messages 
including 
OTPs 

SMS 
backup 
apps 

Steal 2FA 
codes, bank 
OTPs, 
intercept 
verification 

CRITICAL 

RECORD_AUDIO Microphone 
access 

Voice calls, 
voice notes 

Background 
recording, 
surveillance 

CRITICAL 

CAMERA Take 
photos/videos 

Camera 
apps, QR 
scanners 

Silent photo 
capture, facial 
recognition 
data 

HIGH 

READ_CALL_LOG Access all 
call history 

Call 
manager 
apps 

Map 
social/business 
relationships 

HIGH 

PROCESS_OUTGOING_CALLS Intercept or 
redirect calls 

Call blocker 
apps 

Eavesdrop on 
calls, redirect 
to fraud 
numbers 

HIGH 

READ_EXTERNAL_STORAGE Access all 
files, photos, 
documents 

File 
managers, 
galleries 

Steal 
documents, 
photos, 
financial files 

HIGH 

GET_ACCOUNTS List all 
accounts on 
device 

Sync apps Identify all 
email/social 
accounts for 
targeted 
attacks 

HIGH 

BIND_ACCESSIBILITY_SERVICE Control 
device UI, 
read screen 
content 

Accessibility 
tools 

Keylogging, 
screen 
capture, 

CRITICAL 
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banking app 
overlay 

INSTALL_PACKAGES Install other 
apps silently 

App stores, 
MDM 

Install 
additional 
malware 
without user 
consent 

CRITICAL 

READ_PHONE_STATE IMEI, phone 
number, 
network info 

Network-
dependent 
apps 

Device 
fingerprinting, 
track across 
devices 

MEDIUM 

RECEIVE_BOOT_COMPLETED Start 
automatically 
on device 
boot 

Background 
sync apps 

Ensure 
persistence of 
malware 

MEDIUM 

REQUEST_INSTALL_PACKAGES Prompt to 
install APKs 

App stores Deliver 
second-stage 
malware 
payloads 

HIGH 

USE_BIOMETRIC / 
USE_FINGERPRINT 

Access 
fingerprint 
sensor 

Banking, 
unlock apps 

Bypass 
authentication, 
capture 
biometric 
identifiers 

CRITICAL 

 

⚠  MOST DANGEROUS COMBINATION: Apps requesting 
BIND_ACCESSIBILITY_SERVICE + INSTALL_PACKAGES + READ_SMS can: (1) read 
your screen including banking passwords, (2) install additional malware silently, and 
(3) steal your two-factor authentication codes. This combination was used in 
SpyNote/SpyMax malware campaigns (2024-2025). 

 

5.2 iOS Permission Abuse 

iOS has a more restrictive permission model, but threat actors have adapted: 

• Malicious Mobile Configuration Profiles: bypasses App Store entirely, installed via web links, 
grants broad device access including contacts, photos, and email 

• MOONSHINE and BadBazaar iOS campaigns (joint advisory: Australia, Canada, Germany, 
NZ, UK, USA): targeted Uyghur, Taiwanese, and Tibetan communities with spyware 
delivered through fake iOS apps 

• In 2024, iOS users experienced phishing attacks at more than twice the rate of Android 
users (Lookout, 2025) 

• Fake App Store pages distributing SpyNote via download links for malicious APKs 
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6. CHINESE TECH ECOSYSTEM — DOCUMENTED DATA 
HARVESTING 

6.1 Baidu 

Developer: Baidu Inc., Beijing, China (NASDAQ: BIDU) 

App Platform Documented Issue Data Collected Year 
Exposed 

Baidu Browser 
(Android) 

Google Play / 
APKPure 

Transmitted user data 
to Baidu servers 
without encryption 
(Citizen Lab) 

GPS location, 
search queries, 
IMEI, nearby WiFi 
networks (weakly 
encrypted) 

2016 

Baidu Browser 
(Windows) 

Web 
download 

Collected hardware 
fingerprinting data 

Hard drive serial, 
network MAC, CPU 
model, all URLs 
visited, search 
terms 

2016 

Baidu Translate Google Play / 
App Store 

Flagged by Indian 
Intelligence Bureau as 
spyware 

User queries, 
device identifiers 

2017 

Baidu Map Google Play / 
App Store 

Flagged by Indian 
Intelligence Bureau as 
spyware 

Precise location 
data, movement 
patterns 

2017 

Baidu Input / IME Android Transmitted 
keystrokes to Baidu 
servers 

Everything typed 
including 
passwords, 
messages, financial 
data 

2023 

 

Citizen Lab Finding (2016): The Android Baidu Browser gathered GPS coordinates, search terms, 
and URLs and sent them to Baidu servers unencrypted. It also sent the device IMEI and a list of 
nearby wireless networks with easily decryptable encryption. Baidu confirmed it would continue 
collecting data for commercial use and shares some data with third parties. 

Legal Context: Under China's National Intelligence Law (2017) and Cybersecurity Law, Baidu is 
legally required to permit Chinese law enforcement and intelligence services access to any user 
data it holds. 

6.2 Alibaba — UC Browser / UCWeb 

Developer: UCWeb (Alibaba subsidiary), Hangzhou, China 

App Platform Documented Issue Data Collected Year 

UC Browser 
(Android) 

Google Play 
/ APKPure 

Unencrypted 
transmission of PII to 
Alibaba servers (Citizen 
Lab); exploited by Five 

IMSI, IMEI, Android 
ID, WiFi MAC 
address, 

2015–
2016 
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Eyes intelligence 
(Snowden docs) 

geolocation, search 
queries 

UC Browser (iOS) Apple App 
Store 

Tracking user browsing 
habits, sending data to 
Alibaba servers 
(AppleInsider, 2021) 

IP addresses, 
browsing data, user 
habits 

2021 

UC Browser 
(India) 

Google Play Banned for sending 
Indian user data to 
Chinese server; took 
control of device DNS 
even after uninstall 

DNS control, mobile 
data 

2017 
(banned) 

UC News Google Play Flagged by Indian 
Intelligence Bureau 

User preferences, 
device data, reading 
behavior 

2017 

 

6.3 Cheetah Mobile (Beijing) 

Developer: Cheetah Mobile Inc., Beijing, China | Backed by: Tencent, ByteDance 

App Installs Issue Action Taken 

Clean Master 1B+ Ad click fraud (Kochava 2018); fake 
virus warnings; directed users to 
uninstall Chrome; data sent to China 

Banned from Google 
Play Feb 2020 

CM Security Hundreds 
of millions 

Posed as security tool; data harvesting; 
flagged as spyware by India IB 

Banned from Google 
Play 2020; Banned in 
India June 2020 

CM Browser Hundreds 
of millions 

Replaced Chrome during 'optimization'; 
data collection 

Banned in India June 
2020 

CM File Manager Tens of 
millions 

Click fraud scheme; removed by Google 
after internal review (2018) 

Removed 2018 

Battery Doctor Tens of 
millions 

Voluntarily removed amid fraud 
investigation 

Removed 2018 

CM Launcher Tens of 
millions 

Voluntarily removed amid fraud 
investigation 

Removed 2018 

45 total Cheetah apps Combined 
billions 

Google banned ALL 45 Cheetah apps 
in one purge as part of removal of ~600 
malicious apps 

All banned Feb 2020 

 

Business Model of Fraud: Cheetah's apps generated revenue through click fraud — injecting 
background ad clicks without user knowledge. When Google discovered this in 2018, Cheetah 
denied the charges. Google removed CM File Manager after internal review. By 2020, Google 
removed all 45 Cheetah apps and cut them from its advertising platform. Cheetah's Q4 2019 
revenue fell 55.7% year-on-year as a direct result. 

6.4 ByteDance / TikTok 
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Developer: ByteDance Ltd., Beijing, China | TikTok legal base: Los Angeles & Singapore 

App Platform Issue Evidence 

TikTok Google Play 
/ App Store 

US user data accessed by 
Beijing employees; 'master 
admin' could see everything 
(BuzzFeed, 80 internal 
meeting recordings) 

Leaked audio 2022; CFIUS 
investigation ongoing since 2020 

TikTok Google Play 
/ App Store 

Collects: IP addresses, 
device UIDs, keystroke 
patterns, location, faceprints, 
voiceprints, browsing history 
even for non-users 

TikTok Privacy Policy; FTC 
investigation 2024 

TikTok Google Play 
/ App Store 

ByteDance employee stated: 
'I get my instructions from 
the main office in Beijing' 
(Jan 2022 recording) 

BuzzFeed News leaked audio, June 
2022 

TikTok Google Play 
/ App Store 

Claimed US data stored in 
Oracle servers (Project 
Texas) but access controls 
were still unresolved as of 
Jan 2022 

Internal meeting recordings 

TikTok Global Fined by FTC 2019 for 
COPPA violations (children's 
data); FTC/DOJ joint lawsuit 
filed August 2024 for 
violating 2019 consent 
decree 

FTC records 

CapCut Google Play 
/ App Store 

ByteDance app; banned in 
India 2020 permanently; 
pulled from US App Store 
during TikTok ban Jan 2025 

Indian government; US Supreme 
Court ruling 

Lemon8 Google Play 
/ App Store 

ByteDance subsidiary; 
pulled from US App Store 
Jan 2025 under PAFACA 

US Supreme Court unanimous ruling 

Melolo / Fizzo App Store Operated by Poligon, a 
ByteDance subsidiary based 
in Singapore; pulled Jan 
2025 

PAFACA enforcement 

 

6.5 APUS Group 

Developer: APUS Group, Beijing, China 

App Issue Year 

APUS Browser Flagged by Indian Intelligence Bureau as 
spyware; flagged by Indian Army advisory; 
accessed contacts and location without clear need 

2017 
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APUS Launcher Excessive permissions; data collection; part of 
same advisory flagged by Indian security 
agencies 

2017 

APUS System Speed 
Booster 

Permission abuse; device data collection 2017 

 

6.6 Other Notable Chinese-Linked Apps 

App / Developer Category Issue Platform Year 

SHAREit (Smart 
Media4U) 

File sharing Flagged by Indian IB; 
excessive permissions; 
used as data exfiltration 
vector 

Google Play / 
APKPure 

2017–2020 

WeChat (Tencent) Messaging Keyword censorship and 
surveillance; data 
accessible by Chinese gov; 
banned by India 2020 

Google Play / 
App Store 

2017–present 

Weibo (Sina) Social 
media 

Flagged by Indian IB; data 
accessible under Chinese 
law 

Google Play / 
App Store 

2017–2020 
(banned 
India) 

Meitu / BeautyPlus Photo 
editing 

Collected IMEI, carrier info, 
WiFi data, and more; sent 
to Chinese servers; flagged 
by Indian IB 

Google Play / 
App Store 

2017 

DU Battery Saver 
(Baidu) 

Utility Flagged by Indian IB; Baidu 
subsidiary; excessive data 
collection 

Google Play 2017–2020 

DU Cleaner / DU 
Privacy 

Utility Flagged by Indian IB; Baidu 
subsidiary 

Google Play 2017–2020 

ES File Explorer (ES 
Global) 

File 
manager 

Hidden adware; opened 
ports allowing local network 
access; exposed private 
data 

Google Play 
(removed 
2019) 

2019 

CamScanner 
(INTSIG) 

Document 
scanner 

Trojan dropper malware 
found in ad library 
(Kaspersky 2019); removed 
from Play Store temporarily 

Google Play 2019 

Parallel Space (LBE 
Tech) 

App cloner Flagged by Indian IB; 
allowed running cloned 
apps with expanded 
permissions 

Google Play 2017–2020 

YouCam Makeup 
(Perfect Corp) 

Beauty Flagged by Indian IB; 
collected facial data; 
Taiwan-based but flagged 
due to China links 

Google Play / 
App Store 

2017 
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Vault-Hide (NQ 
Mobile) 

Privacy NQ Mobile has China ties; 
flagged by Indian IB 

Google Play 2017 

VPN apps (multiple) VPN/Privacy Malwarebytes (Sept 2025): 
Popular Android VPN apps 
found with security flaws 
and undisclosed China links 

Google Play 2025 

SpyNote/SpyMax Fake 
security 

RAT masquerading as 
antivirus/Chrome; harvests 
data via accessibility 
services abuse; linked to 
Chinese-speaking 
GoldFactory group 

Fake Play 
Store pages / 
APKPure 

2024–2025 
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7. SINGAPORE SHELL COMPANIES AND DATA 
MIRRORING TO CHINA 

7.1 The Singapore Routing Strategy 

Singapore is strategically used by Chinese technology companies as a legal and operational hub 
for several reasons: 

• Singapore is NOT subject to Chinese data sovereignty laws — data stored in Singapore 
appears legally separated from Chinese jurisdiction 

• Singapore has a trusted international regulatory environment, reducing scrutiny from 
Western governments 

• Despite physical separation, parent company relationships mean Chinese authorities can 
compel access to data through parent company subsidiaries under China's National 
Intelligence Law 

• ByteDance specifically cited Singapore as a backup storage location for US TikTok user 
data 

7.2 Documented Singapore-China Data Routing Cases 

Company / App Singapore Entity China Connection Evidence 

TikTok / ByteDance TikTok Ltd., 
Singapore 
(subsidiary) 

ByteDance HQ, Beijing. 
Internal meetings confirm 
Beijing employees had 
access to Singapore-
stored US user data 

BuzzFeed leaked audio 
2022; CFIUS 
investigation 

TikTok / ByteDance Poligon Pte. Ltd., 
Singapore 

ByteDance subsidiary. 
Operates Melolo and 
Fizzo apps for Southeast 
Asia; pulled from US App 
Store Jan 2025 

PAFACA enforcement 

Cheetah Mobile Developers in 
Singapore, China, 
Hong Kong, India 

Google's ad traffic quality 
manager confirmed 
removed apps were 
'mainly from developers 
based in China, Hong 
Kong, Singapore, and 
India' (Feb 2019) 

BuzzFeed / Google 
statement 

UC Browser / 
Alibaba 

Alibaba Singapore 
subsidiary 

UCWeb owned by Alibaba 
Group (Hangzhou); data 
transmitted to Alibaba 
servers 

Citizen Lab; AppleInsider 
2021 

Google Play Fraud 
Campaign 

Singapore-registered 
shell entities 

China-linked app 
developers registered 
Singapore companies to 
bypass national origin 
scrutiny; used Singapore 
as app publishing base 

Malwarebytes Sept 2025; 
multiple security 
researchers 

 



FORENSIC CYBER CRIME REPORT — INDIA 2017–2026 CONFIDENTIAL RESEARCH DOCUMENT 

Sources: NCRB | MHA I4C | CERT-In | RBI | ED | CBI | Citizen Lab | CloudSEK | Parliamentary Committee Reports Page 54 

⚠  KEY INSIGHT: A Singapore-registered company does NOT guarantee data stays 
in Singapore or outside Chinese government reach. Under China's National 
Intelligence Law (Article 7), any Chinese citizen or organization MUST assist state 
intelligence work. This means Chinese parent companies are legally obligated to 
share data with the Chinese government upon request, regardless of where 
subsidiaries are registered. 
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8. TIMELINE OF INCIDENTS: 2017–2026 

Year Key Incidents Apps / Companies Action Taken 

2017 Indian Intelligence Bureau flags 
42 Chinese apps as spyware. 
Army personnel advised to 
uninstall immediately. 

WeChat, UC Browser, 
APUS Browser, Baidu 
Maps, DU Battery Saver, 
SHAREit, Truecaller 
(mistakenly), 42 total 

Advisory issued; informal 
compliance 

2017 India bans UC Browser for 
sending mobile data to Chinese 
server; DNS hijacking reported 
post-uninstall 

UC Browser (Alibaba) Banned in India 

2018 Kochava research exposes 
Cheetah Mobile click fraud 
scheme affecting 7 apps. 
Google removes CM File 
Manager. 

Clean Master, CM File 
Manager, Battery Doctor, 
CM Launcher 

CM File Manager removed; 
others removed voluntarily 

2019 ES File Explorer found to open 
hidden ports, expose private 
data, contain adware. Removed 
from Google Play. 

ES File Explorer (ES 
Global) 

Removed from Google Play 

2019 CamScanner found to contain 
Trojan dropper malware in ad 
library. Temporarily removed. 

CamScanner (INTSIG) Temporarily removed; 
updated version allowed 
back 

2020 
(June) 

India bans 59 Chinese apps 
following border skirmishes. 
Most significant tech ban at the 
time. 

TikTok, UC Browser, 
WeChat, Weibo, Clean 
Master, CamScanner, 
SHAREit, Helo, 51 others 

Permanent ban (January 
2021) 

2020 
(Feb) 

Google bans ALL 45 Cheetah 
Mobile apps from Play Store and 
advertising platform. 

Clean Master, CM 
Security, CM Browser, 
and 42 other Cheetah 
apps 

Complete ban from Google 
Play 

2021 
(April) 

APKPure itself infected with 
malicious module delivering 
Trojans to Android devices. 

APKPure platform Fixed in v3.17.19; damage 
already done 

2021 
(June) 

UC Browser (iOS/Android) 
confirmed recording user data, 
sending IP addresses to Alibaba 
servers 

UC Browser (Alibaba) No action by Apple/Google; 
ongoing 

2022 
(June) 

BuzzFeed publishes leaked 
audio from 80 internal TikTok 
meetings confirming China-
based ByteDance employees 
accessed US user data. 

TikTok (ByteDance) CFIUS negotiations 
intensify; Project Texas 
proposed 

2022 TikTok updates privacy policy to 
include potential collection of 
faceprints and voiceprints. 

TikTok (ByteDance) Disclosed in policy; no 
platform action 
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2023 331 Android apps with 60M+ 
downloads found running ad 
fraud and phishing operations. 
Used versioning to pass initial 
review. 

Unnamed utility, fitness, 
lifestyle apps 

Ongoing removal campaign 

2023 India bans additional Chinese 
apps; total exceeds 400 banned 
apps since 2020. 

Multiple additional 
Chinese apps 

Ongoing Indian ban regime 

2024 MOONSHINE and BadBazaar 
spyware campaigns target 
Uyghur/Tibetan/Taiwanese 
communities via fake Android 
and iOS apps. 

Multiple fake apps (Tibet 
One, Audio Quran apps, 
etc.) 

Joint advisory: AUS, CAN, 
GER, NZ, UK, USA 

2024 FTC + DOJ file joint lawsuit 
against TikTok/ByteDance for 
violating 2019 COPPA consent 
decree. 

TikTok (ByteDance) Lawsuit filed; pending 
resolution 

2024 SpyNote/Gigabud campaigns 
attributed to Chinese-speaking 
GoldFactory group. Distributed 
via fake Play Store pages. 

SpyNote (fake 
Chrome/antivirus) 

Ongoing threat 

2025 
(Jan) 

US Supreme Court upholds 
PAFACA; TikTok, CapCut, 
Lemon8, TikTok Studio, Melolo, 
Fizzo pulled from US App 
Stores. 

TikTok, CapCut, Lemon8, 
Melolo, Fizzo (all 
ByteDance) 

Temporarily banned in 
USA; partially restored 

2025 
(March) 

New 331-app ad fraud campaign 
confirmed active, latest 
malicious app published first 
week of March 2025. 

331 unnamed apps Removals ongoing 

2025 
(Sept) 

Malwarebytes research exposes 
popular Android VPN apps with 
undisclosed China links and 
security flaws. 

Multiple VPN apps on 
Google Play 

Ongoing 

2025 
(Sept) 

EvilAI malware campaign uses 
fake AI productivity apps with 
valid digital signatures to steal 
browser data globally. 

EvilAI campaign apps Trend Micro disclosure 

2025 
(Oct) 

Zimperium zLabs exposes 
malware campaign using fake 
dating apps with hidden spyware 
routines. 

Fake dating apps (iOS 
and Android) 

Research published; 
removal ongoing 

2025–
2026 

Kaspersky reports record-
breaking number of Android 
attacks. Detected Android 
threats grew by nearly 50% in 
2025. Trojan bankers 
quadrupled globally. 

Mamont banker, multiple 
APKs via 
Telegram/WhatsApp 

Ongoing 
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2026 Google prevents 1.75M policy-
violating apps from Play Store; 
255,000+ apps blocked from 
excessive permission access. 

Multiple categories Ongoing Google 
enforcement 
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9. SPECIFIC FLAGGED APPS — FULL DETAILS TABLE 

App Name Developer / 
Origin 

Available 
On 

Permissions Abused What It Actually 
Does 

Status 

UC Browser UCWeb 
(Alibaba), 
China 

Google 
Play, 
APKPure, 
App Store 

READ_PHONE_STATE, 
ACCESS_FINE_LOCATION, 
READ_CONTACTS 

Transmits IMSI, 
IMEI, Android ID, 
WiFi MAC, 
geolocation, search 
queries to Alibaba 
servers 
unencrypted. DNS 
hijacking post-
uninstall. 

Banned 
India 2017; 
Still 
available 
other 
regions 

Clean Master Cheetah 
Mobile, 
Beijing 

Banned 
from 
Google 
Play 2020 

READ_CONTACTS, CAMERA, 
RECORD_AUDIO, 
ACCESS_FINE_LOCATION, 
INSTALL_PACKAGES 

Click fraud (injecting 
bg ad clicks), fake 
virus warnings, 
collects device data, 
sends to Chinese 
servers. Directed 
users to uninstall 
Chrome. 

Banned 
globally from 
Google Play 
Feb 2020 

CM Browser Cheetah 
Mobile, 
Beijing 

Banned 
from 
Google 
Play 2020 

READ_CONTACTS, 
ACCESS_FINE_LOCATION, 
CAMERA 

Data harvesting, 
replaced Chrome via 
fake optimization 

Banned 
globally 
2020; 
banned India 
June 2020 

CM Security Cheetah 
Mobile, 
Beijing 

Banned 
from 
Google 
Play 2020 

READ_CONTACTS, 
RECORD_AUDIO, 
ACCESS_FINE_LOCATION, 
READ_SMS 

Posed as security 
tool; data collection; 
sent to Chinese 
servers; flagged 
Indian IB as 
spyware 

Banned 
globally 
2020 

Baidu Browser Baidu Inc., 
Beijing 

APKPure, 
Baidu 
official 
channels 

ACCESS_FINE_LOCATION, 
READ_PHONE_STATE, 
ACCESS_WIFI_STATE 

Transmits GPS, 
search terms, IMEI, 
nearby WiFi to 
Baidu servers 
unencrypted 

Removed 
from Google 
Play; 
available 
APKPure 

TikTok ByteDance, 
Beijing 
(TikTok Ltd., 
Singapore) 

Google 
Play, App 
Store 

ACCESS_FINE_LOCATION, 
RECORD_AUDIO, CAMERA, 
READ_CONTACTS, 
READ_PHONE_STATE 

Collects IP, device 
UIDs, keystroke 
patterns, faceprints, 
voiceprints, 
browsing history. 
China-based 
employees 
confirmed access to 
US user data. 

Banned 
India 
permanently; 
US ban Jan 
2025 
(partially 
restored) 

CapCut ByteDance, 
Beijing 

Google 
Play, App 
Store 

CAMERA, RECORD_AUDIO, 
ACCESS_FINE_LOCATION, 
READ_EXTERNAL_STORAGE 

Video editing front; 
ByteDance data 
collection back-end 

Banned 
India 2020; 
Pulled US 
stores Jan 
2025 
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APUS Browser APUS 
Group, 
Beijing 

APKPure, 
APUS 
channels 

READ_CONTACTS, 
ACCESS_FINE_LOCATION, 
READ_PHONE_STATE, CAMERA 

Excessive data 
collection; flagged 
as spyware by 
Indian IB and Army 

Banned 
India 2020; 
available 
APKPure 

DU Battery Saver Baidu/DU 
Group, 
Beijing 

Banned 
Google 
Play 

READ_CONTACTS, 
ACCESS_FINE_LOCATION, 
CAMERA, RECORD_AUDIO 

Baidu subsidiary; 
excessive data 
collection; flagged 
Indian IB spyware 

Banned 
India 2020; 
removed 
Google Play

ES File Explorer ES Global 
(DO Global, 
Baidu-
linked) 

Removed 
Google 
Play 2019 

READ_CONTACTS, 
ACCESS_FINE_LOCATION, 
READ_EXTERNAL_STORAGE, 
INTERNET (hidden port) 

Opened hidden 
HTTP server on port 
59777, exposing all 
device files on local 
network 

Removed 
Google Play 
January 
2019 

CamScanner INTSIG 
Info., 
Shanghai 

Google 
Play, App 
Store 

CAMERA, 
READ_EXTERNAL_STORAGE, 
ACCESS_FINE_LOCATION 

Trojan dropper 
found in ad library; 
infected devices with 
malware capable of 
downloading/running 
additional payloads 

Temporarily 
removed 
2019; 
updated 
version 
restored 

SHAREit Smart 
Media4U 
(Beijing) 

Google 
Play, 
APKPure 

READ_CONTACTS, 
ACCESS_FINE_LOCATION, 
CAMERA, 
READ_EXTERNAL_STORAGE, 
READ_PHONE_STATE 

File sharing front; 
flagged by Indian IB; 
excessive 
permissions for 
stated functionality; 
potential data 
exfiltration 

Banned 
India 2020 

WeChat Tencent, 
Shenzhen 

Google 
Play, App 
Store 

READ_CONTACTS, 
ACCESS_FINE_LOCATION, 
RECORD_AUDIO, CAMERA, 
READ_SMS 

Messaging app; 
keyword 
surveillance; content 
accessible to 
Chinese 
government; 
censors political 
content 

Banned 
India 2020; 
scrutinized 
globally 

Meitu/BeautyPlus Meitu Inc., 
Xiamen 

Google 
Play, App 
Store 

READ_PHONE_STATE (IMEI), 
CAMERA, 
ACCESS_FINE_LOCATION, 
ACCESS_NETWORK_STATE 

Beauty/selfie app; 
collected IMEI, 
carrier info, WiFi 
data sent to Chinese 
servers; flagged 
Indian IB 

Flagged 
2017; still 
available 
with reduced 
permissions

SpyNote/SpyMax Unknown 
(GoldFactory 
group, 
Chinese-
speaking) 

APKPure, 
fake Play 
Store 
pages, 
Telegram 

BIND_ACCESSIBILITY_SERVICE, 
INSTALL_PACKAGES, 
READ_SMS, CAMERA, 
RECORD_AUDIO, 
ACCESS_FINE_LOCATION 

Full remote access 
trojan; harvests all 
sensitive data via 
accessibility service 
abuse; attributed to 
Chinese-speaking 
threat actor 
GoldFactory 

Active threat 
2024–2025
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Fake ChatGPT 
clones 

Various 
unknown 
developers 

APKPure, 
Google 
Play 
(removed), 
App Store 

READ_CONTACTS, 
RECORD_AUDIO, CAMERA, 
READ_EXTERNAL_STORAGE 

Fake AI app; locks 
users in paid 
subscriptions; 
accesses personal 
notes/search history; 
may contain banking 
credential stealers 

Ongoing; 
new variants 
appear 
constantly 

Fake 
dating/romance 
apps 

Various 
(spyware 
campaigns) 

APKPure, 
sideload 
links, 
Telegram 

READ_SMS, READ_CONTACTS, 
RECORD_AUDIO, 
ACCESS_FINE_LOCATION, 
CAMERA 

Polished dating app 
UI triggers hidden 
spyware after user 
enters code; 
transmits contacts, 
SMS, call logs, 
email to attacker 
servers. iOS variant 
uses malicious 
config profiles. 

Active threat 
Oct 2025+ 

EvilAI apps Unknown 
(disposable 
companies 
2024-2025) 

APKPure, 
web 
download, 
sideload 

READ_EXTERNAL_STORAGE, 
CAMERA, RECORD_AUDIO, 
INSTALL_PACKAGES, 
BIND_ACCESSIBILITY_SERVICE 

Fake AI productivity 
apps with valid 
digital signatures; 
exfiltrates browser 
data via AES-
encrypted channels 
to C2 servers 

Active threat 
Sept 2025+
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10. EMBEDDED SDKs AND THIRD-PARTY DATA 
PIPELINES 
Even apps developed outside China can serve as data collection tools if they embed Chinese-
linked advertising or analytics SDKs. The app developer may be unaware of the full extent of data 
collection by these SDKs. 

SDK / Service Owner Found In Data Collected Risk 

Alibaba Mobile Ads 
SDK 

Alibaba Group, 
China 

Thousands of 
apps using Alibaba 
monetization 

Device ID, location, 
behavioral analytics, 
app usage 

HIGH 

Baidu Analytics SDK Baidu Inc., 
China 

Apps using Baidu 
advertising 
network 

Search behavior, device 
fingerprint, location 

HIGH 

Tencent Analytics 
SDK 

Tencent, China Games and apps 
using Tencent ad 
platform 

Social graph, gaming 
behavior, device data 

HIGH 

Igexin SDK (China) Igexin Corp., 
China 

500+ Google Play 
apps (2017, 
Lookout research) 

Deployed remote code 
execution capabilities; 
installed surveillance 
plugins post-install 

CRITICAL 
— 
Removed 
2017 

Mintegral SDK 
(Mobvista, China) 

Mintegral 
(Shenzhen) 

1,700+ iOS apps, 
300M+ devices 
(2020, Snyk) 

Clickjacking; intercepted 
all network requests 
including non-Mintegral 
traffic; data forwarded to 
Mintegral servers 

HIGH 

MoEngage / Indian 
analytics 

Various Popular consumer 
apps 

Behavioral data; varies 
by implementation 

MEDIUM 

Umeng Analytics 
(Alibaba) 

Alibaba Group Millions of apps, 
especially China-
origin apps 

Device fingerprint, user 
behavior, precise 
location 

HIGH 

 

Key case — Igexin (2017): Lookout Security discovered that over 500 apps on Google Play 
contained the Igexin advertising SDK, which had the capability to download and execute remote 
plugins after installation. These plugins included spyware that could access call logs. Affected apps 
included a weather app (1-5M downloads), an internet radio app (500K-1M downloads), and various 
lifestyle and health apps. 
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11. RECOMMENDATIONS AND PROTECTIVE 
MEASURES 

For Individual Users 

• Download apps ONLY from official stores (Google Play or Apple App Store) — never from 
APKPure, Telegram APK links, or unknown websites 

• Review ALL permissions before installing any app — if a flashlight app wants your contacts, 
deny and uninstall 

• Revoke unnecessary permissions: Settings > Apps > [App Name] > Permissions 

• Uninstall all apps from banned/flagged developers listed in this report 

• Never install apps via 'mobile configuration profiles' on iOS unless from your employer's 
verified MDM 

• Use Google Play Protect (keep enabled) — it scans 200 billion apps daily 

• Avoid APKPure entirely — it lacks security vetting and was itself compromised by malware 
in 2021 

• Be especially cautious of: free VPN apps, 'AI assistant' apps from unknown developers, 
dating apps from non-major developers, utility apps (cleaners, battery savers, file managers) 
from Chinese developers 

• Check app data safety section on Google Play for declared data practices 

• Use a reputable mobile security solution (Malwarebytes, Kaspersky, Lookout) for additional 
scanning 

For Organizations / Enterprises 

• Implement Mobile Device Management (MDM) with app whitelisting policies 

• Ban all apps from developers flagged in this report on corporate devices 

• Monitor network traffic for connections to known Chinese CDN/analytics endpoints (Alibaba 
Cloud, Baidu Cloud, Tencent Cloud servers in China) 

• Conduct regular app permission audits across the device fleet 

• Follow CISA, NCSC, and ASD advisories for updated threat intelligence on mobile app risks 

• Consider geo-blocking Chinese cloud infrastructure IP ranges at the network level 

Key Resources 

• Citizen Lab (citizenlab.ca) — Independent research on surveillance apps 

• Lookout Mobile Security (lookout.com/threat-intelligence) 

• Zimperium zLabs (zimperium.com/blog) 

• CISA Mobile Security Advisories (cisa.gov) 

• India MeitY banned apps list (meity.gov.in) 

• EFF's mobile privacy guides (eff.org/pages/cell-phones) 

 

— END OF REPORT — 
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1. ULTRASONIC AUDIO BEACON ARCHITECTURE 

1.1 What Are Ultrasonic Audio Beacons? 

Ultrasonic audio beacons are inaudible high-frequency tones embedded into audio content — TV 
advertisements, radio broadcasts, retail store audio systems, website JavaScript, and even in-app 
audio — operating in the 18 kHz to 22 kHz frequency range. The human ear cannot detect sounds 
above approximately 18 kHz (and most adults over 30 cannot hear sounds above 16 kHz). Mobile 
phones, however, can record frequencies up to 22 kHz or higher using standard microphone 
hardware. 

When a mobile app with the RECORD_AUDIO permission is installed and running — or listening in 
the background — it can detect these ultrasonic tones and decode the embedded data without the 
user's knowledge. The technique is called Ultrasonic Cross-Device Tracking (uXDT). 

 

1.2 Complete Technical Architecture 

Step 1: Beacon Emission Sources 

Ultrasonic beacons can be emitted from multiple sources simultaneously: 

• Television advertisements: A beacon is encoded into the audio track of the commercial. Any 
device nearby with a compatible app hears it. 

• Retail store speakers: Physical ultrasonic emitters installed at store entrances. Found in 4 of 
35 stores tested in two European cities (Braunschweig Technical University, 2017). 

• Website JavaScript: A webpage plays an ultrasonic tone through the browser's Web Audio 
API when loaded. SilverPush used this to link desktop cookies to mobile device IDs. 

• Radio broadcasts: Ultrasonic beacons embedded in radio ad streams. 

• In-app audio: Beacons played within one app to be detected by another app on the same 
device. 

 

Step 2: The SilverPush SDK Architecture (Primary Implementation) 

The SilverPush SDK was the dominant ultrasonic tracking technology from 2014 to 2017. Its 
architecture was documented by researchers from Braunschweig Technical University and 
confirmed by FTC investigations. 

Component Technical Detail What It Does 

SDK integration Added to app's codebase, 
typically 50-200KB 

Developer adds SilverPush SDK to their app 
(flashlight, game, utility) — often without full 
understanding of its scope 

RECORD_AUDIO 
permission 

Requests RECORD_AUDIO 
in AndroidManifest.xml 

Grants SDK access to continuous microphone 
stream even when app is backgrounded 

Sampling rate 44,100 Hz audio sampling Standard audio sampling rate — captures 
human speech AND ultrasonic range 18-22kHz 
simultaneously 
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Frequency analysis FFT (Fast Fourier 
Transform) on 4,096-sample 
audio blocks 

Decomposes captured audio into frequency 
components to detect beacon patterns 

Beacon detection Pattern matching at 18-20 
kHz range 

Identifies specific frequency signatures 
embedded by SilverPush advertisers 

Device linking Transmits beacon ID + 
Android device GAID/IMEI to 
SilverPush server 

Links the detected beacon (e.g. from a specific 
TV ad) to the specific mobile device 

Cross-device graph SilverPush server correlates 
beacon events with desktop 
cookies 

Determines that your phone and your laptop 
belong to the same person without any account 
login 

Data output User profile: TV viewing 
history, location, device 
graph 

Sold to advertisers for targeting — or broadcast 
via RTB bidstream 

 

Step 3: Three Commercial SDK Implementations 

SDK / Company Tracking 
Type 

Technical Method Apps Using It Disclosed? 

SilverPush (India, 
2014) 

Cross-device 
TV tracking 

Detects beacons in TV 
ads via mic; links to 
desktop cookie; 
44.1kHz sampling; FFT 
analysis 

234+ Android apps 
by 2017; 18M+ 
devices; 
McDonald's and 
Krispy Kreme 
(Philippines) — 
since removed 

NO — not 
disclosed to 
users 

Lisnr (USA, 2012) Physical 
location 
tracking 

Ultrasonic beacons in 
retail stores; confirmed 
presence in 4/35 
European stores tested 

Retail and ticketing 
apps; now used in 
contactless 
payments 
(Mastercard 
partnership) 

Partially — 
store-level 
disclosure 
only 

Signal360 / 
Walkbase 

Event / venue 
tracking 

Ultrasonic beacons at 
sports venues; SDK in 
NBA team apps (Golden 
State Warriors, 
Sacramento Kings) 

Golden State 
Warriors app, 
Sacramento Kings 
app — class-action 
filed 2016 

NO — not 
disclosed; 
lawsuit 
followed 

Shopkick Retail rewards 
tracking 

Ultrasonic emitters at 
Best Buy, Macy's; app 
detected entry; 
rewarded users with 
points 

Shopkick app 
(reward-based so 
partially disclosed) 

YES — 
reward 
mechanism 
means 
users know 

 

WARNING: CRITICAL CAPABILITY: Since the SilverPush SDK records at 44,100 Hz — 
the full audio spectrum — it technically captures all audible human speech, not just 
ultrasonic beacons. SilverPush claimed it only analyzes the ultrasonic range, but 
independent security researchers confirmed the full audio data is temporarily stored 
during analysis, with no external audit of what actually gets processed or retained. 
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Step 4: Tor Deanonymization via Ultrasonic Beacons (2016) 

In November 2016, researchers from University College London, UC Santa Barbara, and 
Politecnico di Milano demonstrated at Black Hat EU that ultrasonic beacons could deanonymize Tor 
users. The attack works as follows: 

• A Tor user visits a malicious or compromised website that plays an ultrasonic beacon 
through JavaScript Web Audio API or a Flash element. 

• The Tor user's phone, if nearby and running an app with RECORD_AUDIO access and the 
beacon detection code, picks up the ultrasonic tone. 

• The phone sends its GAID, IMEI, GPS coordinates, and the beacon ID to the tracking 
server. 

• The server now has both the Tor session (from the website visit) and the phone's real IP 
address and identity — the anonymity is broken. 

• A state-sponsored actor could subpoena the advertiser and obtain the real user's identity, IP 
address, geolocation, IMEI, and more. 

 

Step 5: FTC Intervention and SDK Evolution (2016–Present) 

Year Event Technical Change Current 
Status 

2014 SilverPush launches 
Unique Audio Beacon 
product; Procter & 
Gamble and LINE 
among first clients 

SDK deployed in 67 apps by 
April 2015; 18M devices 
affected 

Active 

2015 Citizen Lab and 
academic researchers 
document uXDT in 
research papers 

First public technical analysis 
of 44.1kHz FFT beacon 
detection architecture 

Exposure 
begins 

2016 
March 

FTC sends warning 
letters to 12 app 
developers using 
SilverPush SDK 

FTC states: 'code is 
configured to access 
microphone even when app is 
not in use' 

Regulatory 
action 

2017 
May 

Braunschweig 
researchers find 234 
Android apps using 
ultrasonic tracking 

Apps include games, utilities, 
news apps — most users 
unaware 

Major 
exposure 

2017 Google removes 
identified apps from 
Play Store 

234 apps either suspended or 
updated to remove SDK 

Platform 
enforcement 

2019 SilverPush relaunches 
as Mirrors — AI-
powered in-video ad 
targeting 

Pivoted to computer vision: 
analyzes video content being 
viewed; no longer ultrasonic 

Rebranded 
but alive 
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2020 LISNR pivots to 
contactless payments 
(Mastercard 
partnership) 

Ultrasonic data transmission 
now used for payment 
verification at POS terminals 

Active in 
payments 

2022+ Ultrasonic beacons 
used in IoT, retail 
analytics, interactive 
displays 

Technology migrated from 
advertising to infrastructure — 
harder to regulate 

Active, less 
visible 

2026 Kaspersky reports 
record Android 
attacks; new attack 
vectors via NFC relay 
and banking trojans 

Ultrasonic tech merged into 
broader acoustic attack 
surface 

Ongoing 
threat 
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2. AI VISION / COMPUTER VISION HARVESTING 
ARCHITECTURE 

2.1 How Apps Use Camera Permission for More Than Photos 

The CAMERA permission on Android and iOS grants an app access to the device's camera 
hardware and its live video feed. Apps with legitimate use cases — QR scanners, video call apps, 
AR filters — use this permission openly. However, the same permission is also used by apps to run 
continuous computer vision analysis in the background, harvesting biometric data without user 
awareness. 

2.2 The AI Vision Pipeline Architecture 

Stage 1: Camera Capture 

Apps access camera frames at rates from 5 fps (low power background monitoring) to 60 fps (real-
time face tracking). Even at 5 fps, 300 frames per minute are analyzed. Face++ SDK (China-based 
Megvii) can process 106 facial landmarks per frame. At 5 fps, this produces 31,800 facial data 
points per minute. 

Stage 2: On-Device Processing 

Modern AI vision SDKs perform processing on-device using TensorFlow Lite, Core ML (Apple), or 
proprietary neural network models. This means the raw camera feed never leaves the device — but 
the extracted biometric data (facial geometry, emotion scores, attention metrics) is transmitted to 
remote servers. 

SDK / Platform Developer Facial 
Landmarks 

Data Extracted Where It Goes 

Face++ / Facepppp Megvii, 
Beijing, China 

106 per frame Facial geometry, age, 
gender, emotion, ethnicity, 
beauty score, glasses, 
accessories 

Megvii servers, 
China — law 
enforcement in 
China has 
documented 
access 

ARKit (Apple) Apple, USA 52 blend 
shapes per 
frame 

Facial expression map, 
head pose, eye gaze 
direction, tongue detection 

On-device by 
default; app can 
upload if 
permitted 

ML Kit Face 
Detection 

Google 468 facial 
landmarks 

Face mesh geometry, 
head pose, iris position 

On-device; may 
sync to Google 
servers 
depending on 
app 
implementation 

Banuba Face AR 
SDK 

Banuba, 
Belarus/USA 

84 landmark 
points 

Facial geometry for AR 
filters; can extract 
age/gender estimates 

App-controlled; 
used in Snap, 
TikTok, various 
beauty apps 
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Agora (AgoraIO) Agora, China-
origin 

N/A (video) Full video stream 
processing; call 
participants' faces 
accessible to Agora 
servers 

Agora cloud 
servers; 
company has 
China ties 

 

Stage 3: Biometric Data Monetisation 

The extracted biometric data follows several monetisation paths: 

• Direct sale to data brokers: Facial geometry data sold as part of user profile packages. 
Clearview AI built a 30+ billion image facial recognition database using publicly scraped 
images combined with facial data from apps. 

• Model training: Millions of face scans train commercial facial recognition AI. The resulting 
model is licensed to governments, law enforcement, and retailers as a subscription service 
— you trained the model for free. 

• Advertising targeting: Emotion AI (detecting whether a user looks interested, confused, or 
happy) is used in RTB bid requests as a targeting signal. Advertisers pay a premium for 
'engaged' users. 

• Identity verification products: Facial geometry databases are used to build KYC (Know Your 
Customer) verification services sold to banks and financial institutions. 

 

2.3 Specific App Categories Using AI Vision Harvesting 

App Category Stated 
Purpose 

Actual AI Vision 
Usage 

Data Harvested Examples 

Beauty / Selfie 
filters 

Beautify 
photos 

Full facial geometry 
mapping; 
ethnicity/age/gender 
classification; emotion 
detection 

468 landmarks, facial 
geometry hash, 
demographic 
estimates 

BeautyPlus 
(Meitu, China), 
SNOW, 
YouCam 
Makeup 

AR 'try-on' apps Try glasses, 
makeup, 
clothes 

3D facial mesh; head 
dimensions; skin tone 
analysis 

Facial structure, head 
dimensions — usable 
for 3D face model 
reconstruction 

Sephora Virtual 
Artist, Warby 
Parker, various 
fashion apps 

Dating apps 
with photo AI 

Profile photo 
enhancement 

Face attractiveness 
scoring; facial 
similarity matching; 
age verification 

Facial geometry, 
attractiveness scores, 
identity verification 
biometric 

Various — 
some apps use 
Face++ 
attractiveness 
API 

Deepfake AI 
apps 

Create AI 
video effects 

Full facial capture; 
expression mapping; 
voice cloning together 

Facial geometry + 
voice print + 
behavioral biometrics 
simultaneously 

Multiple flagged 
apps removed 
from Play Store 
2024-2025 

Baby/child 
monitoring 

Watch your 
baby 

Continuous facial 
tracking; emotion 
detection; sleep state 
analysis 

Child facial biometrics 
— COPPA 
implications; may 

Various smart 
baby monitor 
apps 
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create child face 
database 

Emotion AI 
analytics 

Employee 
productivity 

Continuous webcam 
monitoring; attention 
detection; emotion 
scoring 

Employee facial 
expressions, attention 
levels, emotional 
state — workplace 
surveillance 

HireVue, 
Affectiva, 
various HR AI 
platforms 

 

WARNING: BIOMETRIC DATA IS PERMANENT: Unlike passwords, you cannot 
change your face. Once your facial geometry (a set of mathematical measurements) 
has been extracted and stored, it can be used to identify you forever — even if the 
original app is deleted. Facial geometry hashes are highly resistant to disguise and 
are increasingly used for cross-platform identity correlation without your consent. 

 

2.4 Retail AI Vision — Physical Stores Tracking You 

Computer vision is increasingly deployed in physical retail spaces using smartphone apps as the 
data bridge: 

• Store cameras run real-time facial recognition to identify repeat visitors, link in-store 
behavior to online profiles. 

• Retail analytics platforms (Centific Pitaya.AI, Standard Cognition) turn existing CCTV into AI-
powered behavioral analysis systems. 

• Shopkick-style loyalty apps cross-reference your in-store location (via ultrasonic beacons) 
with your online purchase history and social media profile. 

• Edge AI cameras process and transmit facial geometry to central servers without storing raw 
video, technically complying with privacy laws while still building facial databases. 
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3. ADTECH FIRMS WITHOUT RULES — RTB DATA 
PIPELINE ARCHITECTURE 

3.1 What Is Real-Time Bidding (RTB)? 

Real-time bidding (RTB) is the automated auction system that underlies modern digital advertising. 
When you open an app or visit a website, an auction for your attention takes place in under 100 
milliseconds. But the auction is not just for your attention — it is for your personal data profile. The 
ICCL (Irish Council for Civil Liberties) calls it 'the biggest data breach ever recorded.' 

Scale: RTB broadcasts personal data 294 billion times per day in the USA and 197 billion 
times per day in Europe (ICCL, 2022). Google's RTB system alone operates on 33.7 million 
websites, 92% of Android apps, and 77% of iOS apps (Brave complaint, 2018). 

 

3.2 Complete RTB Data Pipeline Architecture 

Step Component Technical Role Data Transmitted Privacy Problem 

1 User opens 
app or 
website 

An ad slot 
becomes 
available 

App sends user 
context to SSP via 
SDK call 

Triggered without user 
awareness or active 
consent 

2 Supply-Side 
Platform 
(SSP) 

Publisher's ad 
revenue system 

Packages user data: 
device ID, location, 
browsing context, 
interests, 
demographics into a 
'bid request' 

SSP transmits to 
hundreds of parties 
simultaneously — IAB 
confirmed this cannot be 
disclosed in advance 

3 OpenRTB Bid 
Request 

Standardised 
JSON payload 
(IAB spec) 

Contains: device ID, 
IP, GPS, user agent, 
publisher ID, page 
URL, user interests 
(595 possible fields), 
special category 
data 

595 data fields include: 
Heart Disease, Mental 
Health, Sexual Health, 
Reproductive Health, 
Substance Abuse, Politics, 
Ethnic Groups — all 
transmitted in bid requests 

4 Ad Exchange Auction 
intermediary 

Broadcasts bid 
request to 2,000+ 
Demand-Side 
Platforms within 
100ms 

No technical controls exist 
to restrict what DSPs do 
with received data — 
confirmed by IAB 
document 

5 Demand-Side 
Platform 
(DSP) 

Advertiser 
bidding system 

Each DSP receives 
full bid request, 
evaluates user 
profile, submits bid 
or passes 

Each of 2,000+ DSPs now 
holds a copy of your data 
— with no deletion 
mandate 

6 Data 
Management 
Platform 
(DMP) 

Profile 
enrichment 
layer 

DSPs cross-
reference received 
data with third-party 
data brokers to 
enrich user profile 

Your RTB-derived profile 
merged with credit data, 
location history, purchase 
records, offline behavior 
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7 Data Broker 
Layer 

Profile 
aggregation 
and resale 

RTB data 
intercepted and sold 
by data brokers who 
are not officially part 
of the bidding chain 

RTB data used to: profile 
BLM protestors (per 
ICCL), track military 
personnel, out a gay priest 
via Grindr data 

8 Winning bid Ad displayed Winner serves ad; all 
other DSPs retain 
user data from the 
bid request 

Every losing bidder keeps 
your data permanently — 
they paid nothing for it 

 

3.3 Why RTB Is Structurally Impossible to Regulate 

• Structural impossibility of consent: The IAB's own CEO acknowledged in a 2017 email 
(obtained via FOIA): 'As it is technically impossible for the user to have prior information 
about every data controller involved in a real-time bidding scenario, [RTB] would seem, at 
least prima facie, to be incompatible with consent under GDPR.' 

• No technical controls: An IAB Tech Lab document ('pubvendors.json v1.0') explicitly states 
there are 'no technical measures' to control what companies do with data once it is 
broadcast in a bid request. 

• GDPR has failed: The EU's GDPR has been in force since 2018. Complaints were filed in 
2018 and 2019. As of 2025, no substantive enforcement action has stopped RTB. Ireland's 
DPC (Google's lead regulator) repeatedly failed to act. 

• IAB's TCF consent framework failed: Belgium's data protection authority ruled in February 
2022 that the IAB Europe's Transparency and Consent Framework (TCF) itself breaches 
GDPR. The IAB was fined and given six months to reform — the system continues 
operating. 

• Special category data leaks: RTB bid requests routinely include inferred sensitive data: 
medical conditions, political affiliation, sexual orientation, ethnicity. These categories are 
supposed to receive heightened protection under GDPR. 

• US military exposure: A 2023 Enforce report found that RTB data including data from active 
US military personnel, national security leaders, and judges was available for purchase on 
the commercial data market. Companies with 'Beijing' in their title appear on Google's 
certified RTB partner list. 

 

3.4 Key AdTech Firms and Their Regulatory Status 

Company Role China / Sensitive 
Connections 

Regulatory Status 2017-
2026 

Google 
(Authorized 
Buyers) 

Largest RTB 
exchange 
operator; sets 
Authorized 
Buyers spec 

Certified partners 
include companies with 
Beijing in title; RTB 
transmits to 2,833 
companies 

FTC investigation 2024; 
Irish DPC probe ongoing; 
ICCL lawsuit Germany 2021 

IAB / IAB Tech 
Lab 

Sets OpenRTB 
standard; 
operates TCF 

Global membership 
includes Chinese 
advertising companies 

TCF ruled GDPR-violating 
Feb 2022; IAB fined; reform 
imposed but system 
continues 



FORENSIC CYBER CRIME REPORT — INDIA 2017–2026 CONFIDENTIAL RESEARCH DOCUMENT 

Sources: NCRB | MHA I4C | CERT-In | RBI | ED | CBI | Citizen Lab | CloudSEK | Parliamentary Committee Reports Page 74 

consent 
framework 

The Trade Desk Major DSP; AI-
powered bidding 

Operates in China via 
TTD China JV; access 
to Chinese user data 
flows 

No major regulatory action; 
self-regulated via IAB TCF 

Mintegral 
(Mobvista) 

Chinese adtech; 
SDK embedded 
in 1,700+ iOS 
apps 

Shenzhen-based; 
caught clickjacking and 
intercepting ALL app 
network requests (not 
just ads) in 2020 

Removed from some app 
stores temporarily; 
continues operating 

Umeng Analytics 
(Alibaba) 

Alibaba's 
analytics SDK 

Data flows to Alibaba 
servers in China 

Included in thousands of 
Chinese-origin apps; limited 
Western regulatory scrutiny 

Igexin SDK Chinese ad SDK Beijing-based; SDK 
installed remote code 
execution capabilities 

500+ Google Play apps 
affected; Lookout research 
2017; Google removed 
affected apps 

AppLovin US mobile 
adtech 

No direct China tie but 
operates global data 
harvesting at scale 

FTC/state investigations 
into data practices; 
acquisitions including 
MoPub (Twitter) 

InMobi Indian mobile 
adtech 

Operates in China; FTC 
fined $950,000 in 2016 
for tracking children 

FTC action 2016; continues 
global operation 

 

WARNING: AI IN RTB (2023-2026): Adtech firms have integrated AI models into 
bidding systems that can infer sensitive attributes (health conditions, pregnancy, 
sexual orientation, political views) from behavioral signals alone — even without 
explicit data in the bid request. These AI-inferred profiles are being bought and sold 
without any regulatory framework governing AI inference in advertising. 
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4. AI MODEL TRAINING ON YOUR DATA — THE 
SUBSCRIPTION LOOP 

4.1 The Complete Pipeline: Free App → AI Training → Paid Product 

The most sophisticated exploitation of user data follows a five-stage cycle: (1) offer a free service 
that collects data, (2) use that data to train AI models, (3) productise the AI model, (4) sell access 
as a subscription, (5) use subscription revenue to collect more data. The user is both the raw 
material and the eventual customer. 

Stage What Happens Your Data's Role Product Created 

1: Free app User downloads free 
AI chat, beauty filter, 
voice assistant, or 
dating app 

App collects: voice audio, 
photos, behavioral data, 
social graph, location 
history 

Data asset — raw 
training material 

2: Data 
annotation 

Collected data is 
labelled, cleaned, 
and structured for 
training 

Your voice recordings 
are transcribed and 
tagged; your facial 
photos are annotated 
with attributes 

Supervised training 
dataset worth millions of 
dollars 

3: Model 
training 

Data used to train 
neural networks 
(speech recognition, 
facial recognition, 
LLM, 
recommendation 
engine) 

Your data improves 
model accuracy — you 
are effectively unpaid 
labour for the training run 

Trained AI model — 
proprietary asset 

4: Model 
deployment 

Trained model is 
deployed as API or 
embedded product 

Your data's contribution 
is now baked into the 
model's weights 
permanently 

Commercial AI product 

5: 
Subscription 
sale 

Product sold as 
subscription: voice 
cloning API, facial 
recognition API, AI 
assistant, 
personalised 
recommendation 
engine 

You may even pay to 
access a product trained 
on your own data 

Revenue stream — 
model sold back to 
users and enterprises 

 

4.2 Voice Data — Training and Commercial Exploitation 

Capability Technical 
Requirement 

How Apps Collect It Commercial Product 

Voice cloning 3–10 seconds of 
clean audio 

Voice assistant apps, 
audiobook apps, social 
audio apps collect samples 
during normal use 

ElevenLabs, Respeecher, 
Microsoft VALL-E — 
voice synthesis APIs 
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Speech recognition Hours of labelled 
speech 

Voice search, dictation, and 
transcription apps collect all 
audio with text ground truth 

Google, Apple, Amazon, 
Baidu speech recognition 
APIs 

Speaker 
identification 

Multiple voice 
samples per person 

Smart speaker apps, 
customer service bots, video 
call platforms capture 
speaker profiles 

Voiceprint authentication 
systems sold to banks 
and call centres 

Emotion detection 
from voice 

Labelled emotional 
speech samples 

Customer service apps, 
mental health apps, social 
media voice features 

Entropik, Cogito, 
Behavioral Signals — 
emotion AI for call centres 

Accent and 
language 
classification 

Diverse speech 
samples 

Translation apps, language 
learning platforms, global 
voice assistants 

Demographic targeting by 
language region and 
accent 

 

4.3 AI Models Without Oversight — The Regulatory Gap 

As of 2026, there is no comprehensive global regulatory framework specifically governing: 

• How AI models trained on user data must disclose their training sources 

• Whether users have rights to deletion from AI model weights (GDPR's right to erasure is 
practically impossible to implement in trained neural networks) 

• Whether AI models can be sold across borders if trained on data from restricted jurisdictions 

• How AI-inferred attributes (health status, sexuality, political views) in adtech are regulated 
differently from explicitly collected attributes 

• What constitutes adequate consent for biometric AI training 

The EU AI Act (fully in force 2026) classifies some uses as 'high risk' but creates exemptions for 
advertising and commercial profiling. The US has no comprehensive federal AI regulation. China's 
AI regulations apply to domestic use but not to data exported and processed overseas. 
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5. ANDROID PERMISSION EVOLUTION — YEAR BY 
YEAR (2015–2026) 

5.1 The Permission System Architecture 

Android's permission system has been redesigned multiple times since Android 1.0 (2008). The 
most significant architectural shift came with Android 6.0 Marshmallow (2015), which introduced 
runtime permission requests — replacing the install-time 'accept all or don't install' model. Each 
subsequent Android version has tightened specific permissions while threat actors continually 
adapted. 

Android 
Version 

Year 
Released 

Key Permission Changes What It Closed / What Remained 
Open 

Android 1.0–
5.1 

2008–
2015 

Install-time permissions only. User 
must accept ALL permissions listed in 
manifest before installing. No 
granularity. 

CLOSED: Nothing — all 
permissions granted at install. 
OPEN: Everything — full access 
to all declared permissions with no 
per-use prompt. 

Android 6.0 
Marshmallow 

October 
2015 

RUNTIME PERMISSIONS introduced. 
'Dangerous' permissions now require 
in-app popup approval. Users can deny 
individual permissions. Revocation via 
Settings > Apps. 

CLOSED: Silent batch permission 
grants. OPEN: Apps could still 
request permissions and re-ask 
repeatedly. No background 
restriction. 'Normal' permissions 
still auto-granted. 

Android 7.0-
7.1 Nougat 

August 
2016 

Doze Mode enhanced — restricts 
background processing for battery but 
helps privacy. Apps restricted from 
using implicit intents for certain 
broadcasts. 

CLOSED: Some broadcast 
receivers auto-triggered on boot. 
OPEN: Background location still 
available; no limits on how often 
apps could access 
microphone/camera. 

Android 8.0-
8.1 Oreo 

August 
2017 

Background execution limits — apps 
can no longer run persistent 
background services without 
foreground notification. Introduced 
READ_PHONE_NUMBERS 
permission split from 
READ_PHONE_STATE. 

CLOSED: Silent background 
services harvesting data. OPEN: 
Foreground services (with visible 
notification) still allow continuous 
background operation. 
INSTALL_PACKAGES from 
unknown sources per-app. 

Android 9.0 
Pie 

August 
2018 

Apps in background CANNOT access 
camera or microphone. Inactive apps 
removed from recently used 
mic/camera. Wi-Fi scanning requires 
location permission. 

CLOSED: Background 
camera/mic access by non-
foreground apps. OPEN: 
Foreground apps with notification 
can still record continuously. No 
limit on location polling frequency. 

Android 10 September 
2019 

Background location requires explicit 
ACCESS_BACKGROUND_LOCATION 
permission (separate from foreground). 
Scoped Storage introduced — apps 
can no longer access all files. MAC 
address randomisation per network. 
READ_CLIPBOARD access restricted. 

CLOSED: Silent background GPS 
tracking (must now show clear 
notification or get separate 
permission). OPEN: Apps could 
still request background location; 
many users grant it. Clipboard 
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access still possible within 
foreground. 

Android 11 September 
2020 

One-time permissions for mic, camera, 
location. Auto-reset permissions for 
unused apps. Background location now 
requires separate Google approval for 
Play Store apps. Scoped Storage 
enforcement. 

CLOSED: Persistent permissions 
for rarely used apps (auto-reset). 
OPEN: One-time permissions can 
be re-requested. Accessibility 
services still have very broad 
access. READ_PHONE_STATE 
still reveals IMEI on older APIs. 

Android 12 October 
2021 

Approximate location option (user can 
grant approximate instead of precise). 
Privacy dashboard showing which 
apps used camera, mic, location in 
past 24h. Microphone and camera 
indicators (green dot in status bar). 
Clipboard read auto-notified to user. 

CLOSED: Silent precise GPS 
tracking — users now see the 
indicator. OPEN: Approximate 
location still useful for targeting. 
Camera/mic indicator can be 
dismissed. No restriction on total 
number of permission requests. 

Android 13 August 
2022 

Granular media permissions: 
READ_MEDIA_IMAGES, 
READ_MEDIA_VIDEO, 
READ_MEDIA_AUDIO replace 
READ_EXTERNAL_STORAGE. 
Notification permission now runtime. 
Photo picker (user selects specific 
photos; app cannot see all photos). 
Nearby Wi-Fi permission split from 
location. 

CLOSED: Apps reading all 
photos/files via storage 
permission. OPEN: Apps that 
already have permissions retain 
them. Notification permission — 
users often click Allow out of 
habit. 

Android 14 October 
2023 

Partial photos access (user selects 
specific media items). 
USE_FULL_SCREEN_INTENT 
restricted to calling/alarm apps only. 
Health Connect permissions more 
granular. Data safety info shown in 
permission dialogs. 

CLOSED: Full photo library 
access (apps now see only 
selected photos). OPEN: 
Accessibility services still very 
broad — used by 
SpyNote/SpyMax malware 
extensively in 2024-2025. 
Dynamic code loading still 
possible (exploited by malware). 

Android 15 September 
2024 

Theft protection: locks screen if sudden 
acceleration detected (phone 
snatching). Private Space feature — 
apps in private space hidden from 
others. Health data protections 
enhanced. Satellite connectivity 
permissions. Content:// URI is now 
standard for all file access. 

CLOSED: Some theft scenarios; 
enhanced private area. OPEN: 
BIND_ACCESSIBILITY_SERVICE 
still grants near-total device 
control. Background app 
permission abuse via updates 
(versioning attack) still possible. 
AI-powered inference of sensitive 
attributes from permitted data not 
restricted. 

Android 16 
(Preview) 

Expected 
2025–
2026 

Enhanced scam call protection. AI-
powered permission anomaly 
detection. Further restrictions on 
background process communication. 

TBD — no final specification 
released as of April 2026 
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6. HOW MALICIOUS APPS BYPASS ANDROID 
PERMISSIONS 

6.1 Permission Bypass Techniques Used by Malware (2017–2026) 

Even as Android has tightened permissions year by year, sophisticated malware and adtech have 
developed techniques to access sensitive data without the expected permissions — or to obtain 
permissions through deception. 

Bypass Technique Technical 
Method 

Permissions Needed What It 
Harvests 

Used By / 
Year 

BIND_ACCESSIBILITY_S
ERVICE abuse 

Registers as 
accessibility tool; 
gains ability to 
read screen 
content, click UI 
elements, 
monitor all input 

BIND_ACCESSIBILITY_S
ERVICE (user must grant 
in Settings) 

Password
s typed on 
screen, 
banking 
OTPs, all 
text on 
screen, 
app 
content, 
keystrokes 
— 
functionall
y a full 
keylogger 

SpyNote/Spy
Max (2024-
2025), 
banking 
trojans, 
Mamont 
banker 
(2025) 

Versioning / Update 
injection 

App passes Play 
Store review as 
clean; malicious 
payload delivered 
via app update 
days/weeks later 

Whatever the original app 
declared 

Anything 
the app's 
declared 
permission
s allow — 
but now 
with 
malicious 
intent 
hidden 
inside a 
trusted 
update 

331-app ad 
fraud 
campaign 
(March 
2025), 
multiple 
adware 
campaigns 
(2023-2025) 

Dropper / downloader App uses 
INSTALL_PACK
AGES to silently 
install secondary 
APK containing 
full malware 
payload 

INSTALL_PACKAGES (or 
user enabled Unknown 
Sources) 

Secondary 
APK can 
request 
additional 
permission
s; the 
dropper 
app 
appears 
clean 

Igexin SDK 
(2017), 
CamScanner 
(2019), 
multiple 
banking 
trojans 

Accessibility-to-clipboard Accessibility 
service reads 
clipboard content 
on each change 

BIND_ACCESSIBILITY_S
ERVICE 

Password
s copied to 
clipboard, 
crypto 

Banking 
malware 
(2020-2026) 
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— bypasses 
Android 10+ 
clipboard 
restrictions for 
foreground apps 

wallet 
addresses
, OTPs, all 
clipboard 
content 

Screen capture via 
MediaProjection 

Requests 
MEDIA_PROJEC
TION permission 
via system 
dialog; 
screenshots or 
screen 
recordings taken 
continuously 

MEDIA_PROJECTION 
(runtime dialog) 

Everything 
visible on 
screen — 
banking 
apps, 
email, 
photos, 
private 
messages 

Remote 
access 
trojans 
(2022-2026) 

Microphone via 
background workaround 

Uses a 
foreground 
service with 
visible notification 
to maintain mic 
access; 
notification 
designed to look 
like legitimate 
system 
notification 

RECORD_AUDIO + 
foreground service 

Continuou
s audio 
recording 
despite 
Android 9+ 
backgroun
d mic 
restrictions
; 
notification 
can be 
made 
nearly 
invisible 

Spyware 
campaigns 
targeting 
activists 
(BadBazaar, 
MOONSHIN
E 2024) 

Side-channel: 
accelerometer audio 

Accelerometer 
data (no 
permission 
required) can 
reconstruct 
speech at close 
range — 
demonstrated by 
academic 
researchers 

NONE — accelerometer 
requires no permission 

Partial 
speech 
reconstruc
tion from 
device 
vibration 
when 
placed 
near a 
speaker 

Research 
demonstrate
d; not yet in 
widespread 
malware 

INSTALL_PACKAGES via 
WebView 

App displays web 
content that 
prompts 
installation; uses 
Android's custom 
URL scheme to 
trigger APK 
download from 
app's own assets 

REQUEST_INSTALL_PA
CKAGES 

Bypasses 
Play 
Protect for 
the 
secondary 
payload if 
it appears 
to come 
from user 
interaction 

Malware 
campaigns 
using fake 
browser 
apps (2022-
2025) 

Wi-Fi probe requests Passive Wi-Fi 
probe monitoring 
without any 
permission 
captures nearby 

None (passive listening) Location 
inference 
from 
known Wi-
Fi 

Retail 
tracking 
SDKs; 
academic 
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device identifiers; 
Android 9 
randomised MAC 
but nearby AP 
SSIDs still reveal 
location patterns 

networks; 
device 
presence 
tracking in 
physical 
spaces 

research 
2016-2021 

 

6.2 Permissions That Cannot Be Denied — Special Access 

Certain Android permissions cannot be granted through the normal runtime permission dialog. They 
require users to navigate to specific Settings pages — and malware is designed to guide users 
through this process using social engineering. 

Special Permission How to Grant Why Malware 
Wants It 

Abuse Level 

BIND_ACCESSIBILITY_SERVICE Settings > 
Accessibility > 
[App Name] > 
Enable 

Full screen reading, 
input injection, app 
monitoring — 
effectively total 
device control 

CRITICAL — Used 
by nearly all 
advanced Android 
spyware 

BIND_DEVICE_ADMIN Settings > 
Security > Device 
Administrators > 
[App Name] 

Cannot be 
uninstalled while 
active; can remotely 
wipe device; can 
enforce screen lock 

CRITICAL — 
Ransomware and 
stalkerware use 
this for persistence 

SYSTEM_ALERT_WINDOW Settings > Apps > 
[App Name] > 
Display over other 
apps 

Draw overlays over 
other apps — used 
for banking 
credential phishing 
overlays 

HIGH — Used by 
banking trojans to 
overlay fake login 
screens on 
legitimate banking 
apps 

WRITE_SETTINGS Settings > Apps > 
Special app 
access > Modify 
system settings 

Change system 
settings: screen 
brightness, volume, 
WiFi, Bluetooth, etc. 

HIGH — Can 
disable security 
features, enable 
unknown sources 
programmatically 

MANAGE_EXTERNAL_STORAGE Settings > Apps > 
[App Name] > 
Files and media > 
Allow 
management of all 
files 

Access ALL files on 
device regardless of 
Scoped Storage 
(Android 11+ 
bypass) 

HIGH — 
Circumvents 
Android 11+ 
Scoped Storage 
protections 

REQUEST_INSTALL_PACKAGES Settings > Apps > 
[App Name] > 
Install unknown 
apps 

Install additional 
APKs silently or via 
deceptive prompts 

HIGH — Primary 
mechanism for 
dropper malware 
second-stage 
delivery 

NOTIFICATION_LISTENER Settings > 
Notifications > 
Notification 

Read ALL 
notifications from 
ALL apps — 

CRITICAL — 2FA 
theft without 
needing SMS 



FORENSIC CYBER CRIME REPORT — INDIA 2017–2026 CONFIDENTIAL RESEARCH DOCUMENT 

Sources: NCRB | MHA I4C | CERT-In | RBI | ED | CBI | Citizen Lab | CloudSEK | Parliamentary Committee Reports Page 82 

access > [App 
Name] 

including 2FA codes, 
banking alerts, 
messages 

permission on 
Android 12+ 

  



FORENSIC CYBER CRIME REPORT — INDIA 2017–2026 CONFIDENTIAL RESEARCH DOCUMENT 

Sources: NCRB | MHA I4C | CERT-In | RBI | ED | CBI | Citizen Lab | CloudSEK | Parliamentary Committee Reports Page 83 

7. HOW DATA REACHES CHINA WITHOUT YOUR 
KNOWLEDGE 

7.1 Legal Framework Enabling Forced Data Access 

Chinese Law Year 
Enacted 

Key Provision Effect on Apps 

National Intelligence 
Law 

2017 Article 7: 'Any organization or 
citizen shall support, assist 
and cooperate with the state 
intelligence work in 
accordance with the law' 

ALL Chinese companies and 
citizens MUST provide data to 
Chinese intelligence on demand 
— regardless of where the 
company is registered or where 
data is stored 

Cybersecurity Law 2017 Requires 'critical information 
infrastructure operators' to 
store data within China; 
mandates security reviews 

Chinese apps must have the 
ability to transmit data to Chinese 
servers; any 'security review' 
effectively grants access 

Data Security Law 2021 Regulates data processing; 
restricts transfer of 'important 
data' abroad; broad definition 
of important data 

Creates data residency 
requirements; mandates 
government access to data 
classified as important 

Personal Information 
Protection Law 
(PIPL) 

2021 China's version of GDPR — 
but with mandatory 
government access 
exemptions 

While providing user rights 
similar to GDPR, exempts 
government/intelligence access 
— fundamentally different from 
Western privacy laws 

Regulations on 
Internet Information 
Services 

Ongoing 
revisions 

Content control; user identity 
registration; real-name 
requirements 

All Chinese apps must maintain 
user identity data accessible to 
regulators 

 

7.2 The Singapore Shell Architecture 

Singapore became the preferred routing point for Chinese tech companies' international data 
operations because: 

• Singapore is not subject to Chinese data localisation laws on its face — data stored in 
Singapore appears legally separate from Chinese jurisdiction. 

• Singapore has a trusted international reputation and strong commercial law — reducing 
scrutiny from Western partners. 

• Singapore's PDPA (Personal Data Protection Act) is less restrictive than GDPR — less 
enforcement risk. 

• Physical proximity to Chinese data centres means low-latency mirroring is technically 
straightforward. 

• Singapore-registered companies can open US App Store and Google Play developer 
accounts without triggering national security reviews that a PRC-registered company might. 

Despite the legal separation, the National Intelligence Law's reach extends to any Chinese citizen 
or organization anywhere in the world — meaning a Singapore-registered subsidiary of a Chinese 
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parent company is still subject to Chinese intelligence demands through the parent company 
relationship. 

 

7.3 TikTok Singapore Architecture — Documented Case Study 

Element Detail Source 

Singapore legal entity TikTok Ltd., Singapore — subsidiary of 
ByteDance, Beijing 

Corporate filings 

Poligon Pte. Ltd. Singapore ByteDance subsidiary operating 
Melolo and Fizzo apps in Southeast Asia — 
pulled from US stores January 2025 

PAFACA enforcement; 
Newsweek 2025 

Stated data storage TikTok claimed US user data stored in Oracle 
servers (Project Texas) with Singapore backup 

TikTok congressional 
testimony 2022 

Actual access Leaked audio from 80 internal meetings: China-
based ByteDance employees accessed non-
public US user data; 'master admin' could see 
everything 

BuzzFeed News, June 
2022 

Employee instruction A data scientist in a January 2022 meeting 
stated: 'I get my instructions from the main 
office in Beijing' 

BuzzFeed News, leaked 
audio 

Project Texas reality CFIUS negotiations confirmed that even under 
Project Texas, UIDs (device identifiers) were 
NOT classified as protected data — accessible 
from China 

BuzzFeed News leaked 
audio; Senate Intel 
Committee 

Biometric collection TikTok's privacy policy updated June 2021 to 
include potential collection of 'faceprints and 
voiceprints' 

TikTok Privacy Policy 

FTC action FTC + DOJ filed joint lawsuit August 2024 
alleging violations of 2019 COPPA consent 
decree — children's data improperly collected 

FTC/DOJ court filings 

US ban Supreme Court upheld PAFACA unanimously; 
TikTok, CapCut, Lemon8, TikTok Studio, 
Melolo, Fizzo removed from US app stores 
January 19, 2025 

US Supreme Court ruling 
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8. TIMELINE OF KEY ARCHITECTURE CHANGES 2017–
2026 

Yea
r 

Audio 
Beacon 

AI Vision AdTech RTB Android Permissions China / 
Regulation 

201
7 

234 apps 
found with 
Silverpush 
SDK; Google 
removes 
them; FTC 
warnings 
issued; 
Silverpush 
pivots away 
from beacons 

Face++ (Megvii) 
widely available; 
beauty app 
explosion; 106-
point facial 
mapping in 
millions of apps 

IAB employee 
acknowledge
s RTB 
incompatible 
with GDPR 
(internal 
email); GDPR 
not yet in 
force 

Android 8.0: 
Background execution 
limits; service 
restrictions 

India IB flags 42 
Chinese apps as 
spyware; Chinese 
National 
Intelligence Law 
enacted; UC 
Browser DNS 
hijacking case 

201
8 

LISNR pivots 
to contactless 
payments; 
uXDT 
technology 
fades from 
apps but 
enters 
infrastructure 

BeautyPlus 
(Meitu) caught 
collecting IMEI, 
carrier, WiFi data; 
sent to Chinese 
servers 

GDPR in 
force May 25; 
Brave files 
first RTB 
complaints; 
Google/IAB 
deny 
problems 

Android 9: 
Camera/mic blocked 
for background apps 
— major security 
improvement 

GDPR takes 
effect; Cheetah 
Mobile implicated 
in click fraud 
(Kochava); 7 
Cheetah apps 
investigated 

201
9 

Signal360/Sh
opkick largely 
retired from 
ad tracking; 
ultrasonic tech 
moves to 
retail analytics 

ARKit and ML Kit 
facial tracking 
reach millions of 
apps; Clearview 
AI begins scraping 

IAB TCF v1.0 
launches — 
later ruled 
GDPR-
violating; FTC 
fines InMobi 
$950K for 
children 
tracking 

Android 10: 
Background location 
separated; Scoped 
Storage; MAC address 
randomisation 

ES File Explorer 
removed from 
Play; 
CamScanner 
Trojan found; 
India flags more 
Chinese apps 

202
0 

Ultrasonic 
payments 
(LISNR/Maste
rcard) go 
commercial; 
retail tracking 
via audio 
continues 
invisibly 

Mintegral SDK 
caught 
intercepting ALL 
iOS app network 
requests (not just 
ads) — 1,700+ 
iOS apps affected 

ICCL report: 
RTB 
broadcasts 
data 294B 
times/day in 
USA; ICO 
warns RTB 
'out of control' 

Android 11: One-time 
permissions; auto-
reset unused 
permissions; 
background location 
needs Play approval 

India bans 59 
Chinese apps 
June 29 (TikTok, 
UC Browser, 
WeChat, Clean 
Master, SHAREit, 
55 others); 
Cheetah Mobile: 
Google bans all 
45 apps Feb 2020 

202
1 

Acoustic 
attack 
research: 
accelerometer 
data can 
reconstruct 
speech — no 

Clearview AI fined 
in multiple 
countries; facial 
recognition market 
reaches $3.86B; 
TikTok updates 
privacy policy to 

Belgian DPA: 
TCF 
framework 
breaches 
GDPR; ICCL 
takes IAB to 
German court 

Android 12: Green dot 
camera/mic indicator; 
privacy dashboard; 
approximate location 
option; clipboard 
notification 

UC Browser 
caught sending IP 
to Alibaba servers; 
APKPure infected 
with malware April 
2021; China PIPL 
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permission 
needed 

include 
faceprints/voicepri
nts 

and Data Security 
Law enacted 

202
2 

LISNR used in 
contactless 
payment 
terminals 
globally; few 
consumer 
apps still use 
direct audio 
beacons 

EU AI Act 
negotiations 
include facial 
recognition 
restrictions; 
Clearview AI 
banned EU/UK; 
Face++ continues 
operating globally 

BuzzFeed 80-
meeting leak: 
TikTok/ByteD
ance China 
access 
confirmed; 
IAB TCF 
ruled GDPR-
violating Feb 
2022 

Android 13: Granular 
media permissions; 
photo picker; 
notification permission 
runtime; Wi-Fi nearby 
split from location 

BuzzFeed leaks 
TikTok audio; 
India bans 54 
more Chinese 
apps; FTC opens 
TikTok 
investigation; 
CFIUS 
negotiations stall 

202
3 

SilverPush 
'Mirrors' AI 
video ad 
platform 
grows — 
analyzes 
video content 
user watches; 
no audio 
beacons 
needed 

Emotion AI 
embedded in HR 
platforms 
(HireVue); 
deepfake apps 
proliferate on Play 
Store; Google 
Play hosts 
deepfake 
generators 

RTB AI 
profiling: 
DSPs infer 
health, 
sexuality, 
politics from 
behavioral 
signals 
without 
explicit data 
in bid request 

Android 14 (Oct 2023): 
Partial photos access; 
USE_FULL_SCREEN
_INTENT restricted; 
Health Connect 
permissions 

331 apps with 
60M downloads 
running ad fraud; 
FTC active TikTok 
investigation; India 
total Chinese app 
bans exceeds 400 

202
4 

NFC relay 
attacks 
become 
dominant 
attack vector 
— replaces 
some audio 
attack 
scenarios 

MOONSHINE/Bad
Bazaar spyware 
targets 
Uyghur/Tibetan 
communities via 
fake apps with 
camera/mic 
access 

Complaint: 
Google's RTB 
system 
shares data 
with 
companies 
with 'Beijing' 
in title; 
military 
personnel 
data available 
commercially 

Android 15 (Sept 
2024): Theft 
protection; Private 
Space; satellite 
permissions; content 
URI standard 

FTC+DOJ joint 
lawsuit vs 
TikTok/ByteDance 
Aug 2024; 
SpyNote/Gigabud 
attributed to 
Chinese 
GoldFactory 
group; 
MOONSHINE/Bad
Bazaar joint Five 
Eyes advisory 

202
5-
202
6 

Ultrasonic 
tech 
integrated into 
smart home, 
IoT, payment 
infrastructure 
— harder to 
detect, less 
visible 

EU AI Act fully in 
force; facial 
recognition 'high 
risk' classification; 
emotion 
recognition 
restricted in 
workplaces 

By 2026: 90% 
of global 
display ad 
budget flows 
through 
programmatic
/RTB; AI 
bidding 
systems 
dominate; no 
effective 
regulation 

Android 16 preview: AI 
permission anomaly 
detection; enhanced 
scam call protection 

US Supreme 
Court: TikTok 
banned Jan 2025; 
partially restored; 
Google Play 
blocks 1.75M 
apps in 2025; 
Kaspersky: 
Android attacks up 
50% in 2025 
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9. REGULATORY FAILURES AND WHAT ACTUALLY 
WORKS 

9.1 What Has Failed 

• GDPR (EU, 2018): RTB still operates with 294 billion daily broadcasts. IAB TCF framework 
ruled GDPR-violating in 2022 — system still running. No major adtech company shut down 
for GDPR violations. 

• CCPA (California, 2020): Data brokers still operate; opt-out mechanisms technically 
available but impractical at scale; no audit of compliance. 

• FTC enforcement: InMobi fined $950K (2016) — trivial relative to revenues. 
TikTok/ByteDance lawsuit filed 2024 — outcome pending. Silverpush: warning letters only, 
no fines. 

• Google Play self-policing: 234 ultrasonic apps removed (2017), 600 Cheetah apps removed 
(2020), 2.36M apps blocked (2024) — but the system is reactive, not preventive. Versioning 
bypasses initial review. 

• App store transparency reports: Data safety section on Google Play is self-declared by 
developers — no verification. Multiple cases of apps lying about data collection. 

9.2 What Has Actually Worked 

• Government bans with enforcement: India's ban of 400+ Chinese apps effectively removed 
them from Indian devices. US PAFACA enforcement removed TikTok from US app stores. 
More decisive than any regulatory fine. 

• Platform-level technical controls: Android 9 background camera/mic restriction genuinely 
reduced background surveillance. Android 10 background location separation was effective. 
Android 13 granular media permissions meaningfully reduced photo access. 

• Security research pressure: Citizen Lab, Braunschweig researchers, and Lookout 
publications forced Google to remove specific apps and SDKs faster than any regulatory 
action. Academic research on ultrasonic beacons led to Play Store enforcement within 
months. 

• Google Play Protect: Real-time scanning of 200 billion apps daily provides a genuine 
technical barrier. Play Protect identified 13 million new malware threats outside Play Store in 
2024. 

• Private Space (Android 15): Technically effective isolation of sensitive apps from app 
surveillance. 

9.3 User-Level Protections That Work 

• Deny RECORD_AUDIO to any app that does not need it for a clear stated purpose (voice 
calls, music recording). The RECORD_AUDIO permission is the gate for all audio beacon 
harvesting. 

• Deny CAMERA to apps that do not obviously need it. A shopping app, finance app, or news 
app has no legitimate need for camera access. 

• NEVER grant BIND_ACCESSIBILITY_SERVICE to any app that is not a legitimate 
accessibility tool (screen reader, switch control). This is the master key that gives apps near-
total device control. 
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• Check the Privacy Dashboard (Android 12+): Settings > Privacy > Privacy Dashboard — 
see exactly which apps accessed mic, camera, and location in the past 24 hours. Revoke 
anything suspicious. 

• Use the one-time permission option whenever available. Apps that need mic access for a 
single voice search do not need persistent permission. 

• Install SoniControl (open source Android app) to detect and block ultrasonic beacon 
frequencies in your environment. 

• Use a VPN — but research the provider carefully. Many free VPN apps are themselves data 
harvesting tools. Malwarebytes September 2025 found popular Android VPN apps with 
undisclosed China links. 

• Assume APKPure is unsafe. Every app on APKPure should be treated as potentially 
modified. The platform itself was compromised by Trojan malware in April 2021. 

 

— END OF ARCHITECTURE REPORT — 
Sources: Citizen Lab, Braunschweig TU, ICCL, Brave, ICO, FTC, Kaspersky, Zimperium, Lookout, BuzzFeed News, EFF | 
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