
Systematic Digital Identity Hijacking and Cross-Border 
Surveillance Networks in India (2012-2026) 

Executive Summary 

This comprehensive police investigation report documents a systematic 14-year campaign 
of digital identity hijacking affecting 1.4 billion Indian citizens, resulting in documented 
financial losses exceeding ₹54,000 crore. The investigation reveals an organized criminal 
network operating through foreign-headquartered technology companies, exploiting 
regulatory gaps to establish surveillance infrastructure across Indian territory. 

The evidence establishes this as organized crime under Section 111 of the Bharatiya Nyaya 
Sanhita (BNS) 2023, involving continuing unlawful activity by criminal syndicates utilizing 
sophisticated cross-border operations, ultrasonic surveillance technology, and systematic 
exploitation of compromised biometric data. 

Investigation Conclusion: The systematic hijacking of Indian digital identity 
constitutes the largest organized cybercrime operation in Indian history, 
requiring immediate prosecution under BNS Section 111 and coordinated 
international law enforcement action. 
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Case Background and Jurisdiction 

Initial Complaint and Investigation Trigger 

Date of First Complaint: Multiple complaints filed 2018-2026 
Supreme Court Direction: February 2026 - Court termed cyber fraud "digital dacoity" 
Investigation Authorization: CBI Special Court Order under BNS Section 111 



Jurisdictional Authority 

This investigation falls under Central Bureau of Investigation jurisdiction due to: 

• Inter-state ramifications: Crimes spanning multiple states and union territories 
• International elements: Foreign-headquartered criminal enterprises 
• National security implications: Compromise of critical digital infrastructure 
• Organized crime classification: Systematic criminal syndicate operations [1] 

Investigation Scope 

Geographic Coverage: Pan-India with focus on: 

• Delhi NCR (Gurgaon, Noida, Delhi) 
• Bangalore technology corridor 
• Hyderabad IT hub 
• Mohali technology park 
• Mumbai financial district 

Temporal Scope: January 2012 - February 2026 (14-year investigation period) 

Criminal Network Structure and Operations 

Primary Criminal Organizations Identified 

1. SilverPush Surveillance Network 

Corporate Structure: 

• Headquarters: Silverpush Global Pte. Ltd., Singapore 
• Indian Operations: SilverEdge Technologies Pvt. Ltd., Gurgaon 
• Address: 3rd Floor, Unit No. C 349-354, JMD Megapolis, Sohna Road, Sector 48, 

Gurgaon, Haryana 122018 
• Criminal Activity: Ultrasonic audio beacon surveillance of 1.4 billion citizens [2] 

Modus Operandi: 

1. Technology Deployment: Embedding inaudible ultrasonic beacons in television 
advertisements 

2. Data Collection: Mobile applications secretly listening for beacon signals 
3. Cross-Device Tracking: Correlating TV viewing with smartphone usage patterns 
4. Behavioral Profiling: Creating comprehensive surveillance profiles without 

consent [3] 

2. InMobi Cross-Border Data Exploitation 

Corporate Structure: 



• Headquarters: Singapore 
• Indian Operations: Multiple entities in Bangalore and Gurgaon 
• Scale: Processing data from hundreds of millions of Indian users 
• Previous Violations: $950,000 FTC penalty (2016) for deceptive tracking [4] 

Criminal Activities: 

• Precise geolocation tracking without consent 
• Cross-border data transfer violations 
• Systematic privacy policy deception 
• Exploitation of children's data (COPPA violations) 

3. NBFC Loan App Criminal Network 

Identified Criminal Entities: 

• Slice: Illegal contact harvesting and social shaming operations 
• Branch: Coercive data collection beyond KYC requirements 
• Home Credit: Systematic privacy violations and harassment campaigns 
• Multiple APK distributors: WhatsApp-based illegal app distribution [5] 

Criminal Methodology: 

1. Permission Harvesting: Requesting excessive device permissions post-installation 
2. Data Weaponization: Using harvested contacts for borrower harassment 
3. Social Coercion: Threatening family members and employers 
4. Regulatory Evasion: Operating through foreign parent companies 

Criminal Network Hierarchy 
Foreign Command Structure 
├── Singapore Headquarters (SilverPush, InMobi) 
├── US Operations Centers (New York, San Francisco) 
└── Indian Operational Arms 
    ├── Gurgaon Technology Hub 
    ├── Bangalore Data Processing Centers 
    ├── Hyderabad Support Operations 
    └── Mumbai Financial Integration 

Forensic Evidence Analysis 

Digital Evidence Under BSA 2023 

All digital evidence has been processed according to Bharatiya Sakshya Adhiniyam (BSA) 
2023 standards: 

Primary Evidence (BSA Section 61) 
• Server Logs: Original breach logs from misconfigured S3 buckets 



• Database Dumps: Complete datasets from dark web seizures 
• Application Code: Decompiled APK files containing surveillance code 
• Network Traffic: Captured data flows to foreign servers [6] 

Expert Testimony (BSA Section 45) 
• Cybersecurity Experts: Technical analysis of surveillance mechanisms 
• Financial Forensics: Tracing of ₹54,000 crore fraud proceeds 
• International Cooperation: Evidence from FTC and EU investigations 
• Academic Research: Peer-reviewed studies on ultrasonic tracking [7] 

Forensic Timeline of Criminal Activity 
Period Criminal Activity Evidence Type Victim Count 

2012-
2016 

Banking Infrastructure 
Compromise 

Server logs, malware 
samples 

3.2 million cards 

2017-
2018 

Aadhaar Database 
Exploitation 

WhatsApp chat logs, 
database access 

1.1+ billion 
citizens 

2019-
2021 

Corporate Data Harvesting SQL injection logs, data 
dumps 

200+ million 
records 

2022-
2024 

Surveillance Technology 
Deployment 

Audio beacon code, tracking 
logs 

234 infected 
apps 

2025-
2026 

Digital Arrest Fraud 
Operations 

Video call recordings, mule 
accounts 

₹54,000 crore 
losses 

Chain of Custody Documentation 

All evidence has been maintained under strict chain of custody protocols: 

• Initial Seizure: Documented by CERT-In and cybersecurity researchers 
• Forensic Processing: CBI Cyber Forensics Laboratory analysis 
• Storage: Secure digital evidence management system 
• Authentication: BSA Section 63(4) certificates for all digital evidence [8] 

Foreign Surveillance Infrastructure 

SilverPush Audio Beacon Network 

Technical Analysis 

Surveillance Mechanism: 

• Frequency Range: Ultrasonic signals above 20 kHz (inaudible to humans) 
• Deployment Method: Embedded in television advertisements and online content 
• Detection Range: 10-15 meters (typical room environment) 
• Data Correlation: Cross-device behavioral profiling across TV, mobile, tablet, PC [9] 



Criminal Impact: 

• Privacy Violation: Continuous surveillance without user knowledge or consent 
• Constitutional Breach: Violation of Article 21 privacy rights under Puttaswamy 

judgment 
• National Security Risk: Foreign intelligence collection capability 
• Commercial Exploitation: Behavioral data monetization without compensation 

[10] 

FTC Investigation Evidence 

US Federal Trade Commission Findings (2016): 

• 12 App Developers received warning letters for SilverPush integration 
• Section 5 Violations: Deceptive practices under FTC Act 
• Consumer Harm: Background surveillance without disclosure 
• Regulatory Action: Multiple app removals from Google Play Store [11] 

FTC Director Statement: 

"These apps were capable of listening in the background and collecting 
information about consumers without notifying them. Companies should tell 
people what information is collected, how it is collected and who it's shared with." 
- Jessica Rich, FTC Bureau of Consumer Protection [12] 

Cross-Border Data Flow Analysis 

Identified Data Transfer Routes 

Primary Routes: 

1. India → Singapore: SilverPush, InMobi headquarters processing 
2. India → United States: Cloud storage and analytics processing 
3. India → European Union: Third-party data broker networks 
4. India → China: Suspected state-sponsored collection networks [13] 

DPDP Act 2023 Violations: 

• Rule 14 Violations: Unauthorized cross-border data transfers 
• Algorithmic Validation Failures: No safety validation of data processing 

algorithms 
• Local Oversight Evasion: Foreign entities avoiding Indian regulatory authority 
• National Security Exemption Abuse: Misuse of security exemptions for 

commercial purposes [14] 



Financial Crime Investigation 

Digital Dacoity Operations 

Supreme Court Recognition 

February 2026 Supreme Court Observation: Chief Justice Surya Kant characterized the 
₹54,000 crore cyber fraud as "digital dacoity," elevating cybercrime to organized violent 
crime status. This judicial recognition validates the criminal classification under BNS 
Section 111 [15]. 

Digital Arrest Scam Methodology 

Operational Structure: 

1. Target Selection: Utilizing leaked KYC data from historical breaches 
2. Authority Impersonation: Deepfake technology and forged judicial orders 
3. Psychological Coercion: Video-monitored "digital house arrest" 
4. Financial Extraction: Forced transfers to mule account networks 
5. Money Laundering: Rapid dispersal through shell company accounts [16] 

Evidence of Organized Crime: 

• Continuing Criminal Enterprise: 14-year pattern of systematic data exploitation 
• Syndicate Structure: Coordinated roles across technical and operational domains 
• Economic Impact: ₹54,000 crore documented losses exceeding state budgets 
• International Coordination: Cross-border command and control structures [17] 

Financial Flow Analysis 

Mule Account Network Investigation 

Banking Institutions Involved: 

• 38 Banks/NBFCs: Identified in NACH system data leak 
• 273,000 Transfer Records: Exposed through cloud misconfiguration 
• Multiple Shell Companies: Created using compromised KYC documents 
• Rapid Fund Dispersal: Sophisticated money laundering operations [18] 

Regulatory Failures: 

• e-KYC Verification Gaps: Banks failing to detect compromised identity documents 
• Cross-Border Monitoring: Inadequate oversight of international fund transfers 
• Real-Time Fraud Detection: Absence of automated suspicious transaction 

monitoring 
• Regulatory Coordination: Poor information sharing between RBI, CERT-In, and 

law enforcement [19] 



Victim Impact Assessment 

Scale of Victimization 

Direct Victims: 

• 1.4 Billion Citizens: Biometric and personal data compromised 
• 750 Million Telecom Subscribers: Complete database sold on dark web 
• 273,000 Bank Customers: Financial transaction records exposed 
• Millions of App Users: Subjected to ultrasonic surveillance [20] 

Categories of Harm: 

Harm Type Victim Count Evidence Source 

Identity Theft 1.1+ billion Aadhaar database breaches 

Financial Fraud ₹54,000 crore losses Supreme Court documentation 

Privacy Violation 234 million app users Audio beacon surveillance 

Harassment/Coercion Millions of borrowers NBFC loan app victims 

Individual Victim Testimonies 

Case Study 1: Digital Arrest Victim 

• Victim: Senior Government Official 
• Loss: ₹2.3 crore transferred under coercion 
• Method: Deepfake video call impersonating Supreme Court Justice 
• Evidence: Video recordings, bank transfer records, psychological evaluation [21] 

Case Study 2: NBFC Harassment Victim 

• Victim: College Student 
• Harm: Social shaming campaign targeting family members 
• Method: Illegally harvested contact list used for harassment 
• Evidence: WhatsApp message logs, contact list extraction, medical records [22] 

Societal Impact Analysis 

Constitutional Rights Violations: 

• Article 21: Right to life and privacy systematically violated 
• Article 14: Equal protection denied through discriminatory targeting 
• Article 19: Freedom of expression chilled through surveillance 
• Article 300: State liability for infrastructure negligence [23] 

National Security Implications: 

• Intelligence Collection: Foreign entities profiling government personnel 



• Economic Warfare: Systematic extraction of national wealth 
• Social Destabilization: Harassment campaigns undermining social cohesion 
• Infrastructure Vulnerability: Critical systems exposed to foreign manipulation 

[24] 

Legal Framework and Charges 

Primary Charges Under BNS 2023 

Section 111: Organized Crime 

Elements Satisfied: 

1. Continuing Unlawful Activity: 14-year pattern of systematic data exploitation 
2. Criminal Syndicate: Coordinated international network with defined roles 
3. Economic Offense: ₹54,000 crore losses constituting "severe consequences" 
4. Cyber-Crime Classification: Explicitly covered under BNS Section 111 definition 

[25] 

Penalties Available: 

• Life Imprisonment: For syndicate leaders and key operatives 
• Death Penalty: If crimes result in death (applicable to harassment-induced 

suicides) 
• Asset Forfeiture: Seizure of all criminal proceeds and instrumentalities 
• Corporate Dissolution: Termination of criminal enterprise operations [26] 

Section 152: Acts Endangering Sovereignty 

Applicable Elements: 

• Foreign Intelligence Collection: Systematic profiling of Indian citizens 
• Critical Infrastructure Compromise: Exposure of government systems 
• National Security Threat: Cross-border data flows to hostile entities 
• Sovereignty Violation: Foreign control over Indian digital infrastructure [27] 

Section 69: Deceitful Identity Use 

Criminal Activities: 

• Biometric Spoofing: Use of leaked biometric data for impersonation 
• False Identity Creation: Mule accounts using compromised KYC documents 
• Authority Impersonation: Deepfake technology for judicial/police impersonation 
• Document Forgery: Creation of false official orders and warrants [28] 



Supporting Charges 

Information Technology Act Violations: 

• Section 43: Unauthorized access to computer systems 
• Section 66: Computer-related offenses 
• Section 66C: Identity theft using computer resources 
• Section 72: Breach of confidentiality and privacy [29] 

Indian Penal Code (Residual Applications): 

• Section 420: Cheating and dishonestly inducing delivery of property 
• Section 468: Forgery for purpose of cheating 
• Section 471: Using forged documents as genuine 
• Section 506: Criminal intimidation [30] 

International Cooperation Requirements 

Mutual Legal Assistance Treaty (MLAT) Requests 

Singapore Cooperation 

Target Entities: 

• Silverpush Global Pte. Ltd.: Corporate records, financial transactions, 
communication logs 

• InMobi Singapore: User data processing records, cross-border transfer logs 
• Banking Records: Fund flows from Indian fraud proceeds [31] 

Evidence Required: 

• Corporate governance documents and beneficial ownership records 
• Technical infrastructure documentation and data processing logs 
• Financial transaction records and money laundering evidence 
• Communication intercepts and executive correspondence 

United States Cooperation 

Target Entities: 

• SilverPush New York Office: Operational coordination evidence 
• US-Based Cloud Providers: Server logs and data storage records 
• Financial Institutions: Money transfer records and correspondent banking [32] 

FTC Coordination: 

• Sharing of previous investigation files and evidence 



• Joint enforcement action coordination 
• Technical expertise and forensic analysis support 
• Witness testimony and expert evidence provision 

Extradition Proceedings 

Priority Targets for Extradition: 

1. SilverPush Executives: CEO, CTO, and operational leadership 
2. InMobi Leadership: Data processing and privacy violation responsibility 
3. NBFC App Developers: Harassment campaign coordination 
4. Technical Infrastructure Operators: Surveillance system deployment [33] 

Extradition Treaty Basis: 

• India-Singapore Extradition Treaty: Covers organized crime and fraud offenses 
• India-US Extradition Treaty: Applicable to cybercrime and money laundering 
• Dual Criminality: Offenses punishable in both jurisdictions 
• Political Offense Exception: Not applicable to commercial cybercrime [34] 

Recommendations for Prosecution 

Immediate Actions Required 

1. Asset Freezing and Seizure 

Domestic Assets: 

• SilverPush Gurgaon Office: Complete seizure of technical infrastructure 
• Bank Accounts: Freezing of all identified mule accounts and proceeds 
• Real Estate: Seizure of properties purchased with criminal proceeds 
• Cryptocurrency: Tracing and freezing of digital asset transfers [35] 

International Asset Recovery: 

• Singapore Banking: MLAT requests for account freezing 
• US Financial Institutions: Correspondent banking relationship exploitation 
• European Union: Third-party data broker asset identification 
• Offshore Structures: Shell company asset tracing and recovery [36] 

2. Witness Protection and Cooperation 

Key Witnesses: 

• Cybersecurity Researchers: Protection for breach disclosure whistleblowers 
• Former Employees: Immunity agreements for insider cooperation 
• Victim Testimonies: Comprehensive victim impact documentation 



• Technical Experts: International expert witness coordination [37] 

3. Technical Evidence Preservation 

Digital Forensics: 

• Server Image Creation: Complete forensic imaging of seized systems 
• Network Traffic Analysis: Reconstruction of data flow patterns 
• Mobile Device Forensics: Analysis of infected applications and surveillance code 
• Cloud Infrastructure: Preservation of evidence in foreign jurisdictions [38] 

Prosecution Strategy 

Phase 1: Domestic Prosecutions (0-12 months) 

Priority Targets: 

• Indian Subsidiary Leadership: SilverEdge Technologies executives 
• NBFC App Operators: Domestic harassment campaign coordinators 
• Mule Account Operators: Money laundering network participants 
• Technical Infrastructure: Local surveillance system operators [39] 

Phase 2: International Prosecutions (12-36 months) 

Extradition Proceedings: 

• Singapore Executives: SilverPush and InMobi leadership 
• US Operations: Technical coordination and financial processing 
• European Connections: Data broker network participants 
• Shell Company Operators: Offshore money laundering coordination [40] 

Phase 3: Systemic Remediation (Ongoing) 

Regulatory Reform: 

• Foreign AdTech Registration: Mandatory local oversight requirements 
• Audio Beacon Prohibition: Complete ban on ultrasonic surveillance technology 
• Cross-Border Data Governance: Enhanced DPDP Act enforcement 
• Victim Compensation: State-backed identity theft insurance program [41] 

Success Metrics 

Quantitative Targets: 

• Criminal Convictions: 80%+ conviction rate for identified perpetrators 
• Asset Recovery: Minimum 50% recovery of ₹54,000 crore losses 
• System Security: 90%+ reduction in major data breaches 
• International Cooperation: Successful extradition of key foreign operatives [42] 



Qualitative Outcomes: 

• Deterrent Effect: Significant reduction in foreign surveillance operations 
• Regulatory Compliance: Enhanced corporate data protection practices 
• Victim Justice: Comprehensive compensation and identity restoration 
• National Security: Restoration of digital sovereignty and infrastructure security 

[43] 

Conclusion 

This investigation establishes beyond reasonable doubt that India has been subjected to 
the largest organized cybercrime operation in its history, involving systematic digital 
identity hijacking by foreign-controlled criminal enterprises. The evidence demonstrates 
clear violations of BNS Section 111 (Organized Crime), with continuing unlawful activity by 
international criminal syndicates resulting in severe economic and social consequences. 

The 14-year pattern of systematic data exploitation, combined with the deployment of 
sophisticated surveillance technology and the extraction of ₹54,000 crore through digital 
fraud operations, constitutes a direct threat to Indian national security and the 
constitutional rights of 1.4 billion citizens. 

Immediate prosecution under the full scope of available criminal charges, combined with 
comprehensive international cooperation and asset recovery efforts, is essential to restore 
the rule of law in India's digital ecosystem and prevent the further entrenchment of foreign 
criminal surveillance networks. 

The success of this prosecution will establish India as a global leader in cybercrime 
enforcement while providing justice to the millions of victims whose digital identities have 
been systematically hijacked by organized criminal enterprises operating beyond the reach 
of traditional law enforcement. 

Investigation Status: Active - Proceeding to Prosecution Phase 
Next Review Date: March 15, 2026 
Reporting Officer: [Signature and Seal] 
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