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The Anatomy of Cognitive Warfare: A
Decadal Investigation into India’s
Identity Erosion, Mobile Surveillance,
and Transnational Cyber-Extortion
Complexes (2016-2026)

The evolution of the Indian cyber-threat landscape over the past decade represents a
fundamental shift from opportunistic digital crime to a systemic, industrial-scale infrastructure of
cognitive and financial exploitation. Between 2016 and 2026, the rapid saturation of mobile
connectivity and the expansion of Digital Public Infrastructure (DPI) have inadvertently created a
massive, porous attack surface that transnational criminal organizations (TCOs) and
state-aligned actors have aggressively weaponized. This investigation reveals that the
contemporary threat is not defined by isolated data breaches, but by a "correlation framework"
where leaked identity documents, abused mobile permissions, and psychological operations
converge to facilitate total victim compromise. As of 2025, India’s digital economy, contributing
approximately 11.74 percent to the national GDP, faces a relentless barrage of 505
cyber-detections every minute, totaling over 265 million unified threats annually.” The following
analysis deconstructs the multi-layered architecture of this threat, from the liquidation of national
identity databases to the "cyber-slavery" compounds of Southeast Asia.

The Liquidation of National Identity: Decadal Trends in
KYC Data Exposure

The foundation of modern cyber-extortion in India is the systemic erosion of the "ldentity
Perimeter." Over the last ten years, the Personally Identifiable Information (Pll) of nearly 1.4
billion citizens has been compromised and aggregated into a shadow economy of data
brokerage. This process began with the catastrophic Aadhaar breach of 2018, which exposed
the biometric and demographic data of 1.1 billion residents due to insecure endpoint security
and API vulnerabilities.* This event transformed the 12-digit unique identity number from a
secure credential into a commodity tradable on the dark web for as little as 500 rupees.*

The trajectory of identity theft evolved from centralized government databases to the peripheral
repositories of healthcare, telecommunications, and financial institutions. The 2023 ICMR
breach, involving 815 million records, demonstrated that even critical health
infrastructure—burdened by the legacy systems of the pandemic era—became a primary target
for actors seeking to link health results with passport and Aadhaar details.* By early 2026, the
IDMerit leak proved that the globalized Know Your Customer (KYC) industry itself had become a
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point of failure, with misconfigured MongoDB databases exposing an additional 1 billion records
across 26 countries, including significant Indian datasets.®
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Systematic Mapping of Major Indian Data Breaches (2016-2026)

Chronology Impacted Population Core Data Root
Entity Affected Vectors Technical
Failure
2016 Hitachi 3.2 Million PINs, Card POS Malware
Payment Cards Details Injection ®
Services
2018 Aadhaar 1.1 Billion Biometrics, PII API| Exposure 4
(UIDAI)
2019 Justdial 100 Million Mobile, Open
Occupation Database 8
2019 SBI (State Millions Account Unprotected
Bank of India) Balances Server *
2019 Indian Banking 1.3 Million CVV, Expiry, Card
Sector Cards Pl Skimming/Mag
ecart ®
2020 BigBasket 20 Million IP, Password SQL Injection ®
Hashes
2020 Unacademy 11 Million Hashed Credential
Passwords Theft *
2021 Dominos India 180 Million Credit Card, Server
Orders PII Intrusion ®
2023 ICMR 815 Million Passports, Infiltration of
(COVID-19 Aadhaar Test Data *
Repository)
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2024 Hathway ISP 41.5 Million Billing, API
Credentials Vulnerability *

2024 boAt 7.5 Million Purchase Third-Party
(Wearables) History Breach *

2024 BSNL Millions IMSI, SIM Server
(Telecom) Details Snapshots *

2024 Telangana 0.5 Million Location, SOS Application
Police (Hawk Logs Vulnerability *
Eye)

2025 Sharekhan 3.4 Million PAN, User Unauthorized
(Brokerage) Records Access °

2026 IDMerit (KYC 1 Billion National IDs, Misconfigured
Provider) (Global) PII MongoDB ’

The implications of these breaches extend far beyond immediate financial loss. Because
national identification numbers such as Aadhaar and PAN are immutable, their exposure
represents a permanent loss of security.® This "ldentity Liquidation" has created a persistent
environment where scammers can craft hyper-personalized attacks, moving from broad
phishing to "whaling" operations that utilize real-time behavioral data synthesized from multiple

leaked sources.°

The Android Weaponization Matrix: Advanced
Surveillance and Permission Abuse

As India achieved the milestone of 100.29 crore internet connections by 2025, the
smartphone—specifically the Android operating system—became the primary vector for
surveillance and financial theft." The dominance of low-cost Android devices in the Indian
market, combined with low digital literacy among senior citizens, has facilitated a surge in
"dangerous" permission abuse."

The Lifecycle of a Mobile Intrusion: FatBoyPanel and Bank-Specific

Malware

Research conducted between 2024 and 2026 identifies a shift toward "FatBoyPanel" style
campaigns. Unlike traditional malware that relies on static Command and Control (C2) servers,
modern Android malware uses a distributed infrastructure of live phone numbers for SMS
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redirection and publicly accessible Firebase storage buckets for data harvesting.' These
campaigns primarily target customers of prominent Indian banks, using official logos and
"reward point" lures to trick users into downloading malicious APKs from unofficial sources,

primarily via WhatsApp. "

The technical analysis of these APKs reveals a modular architecture. A "Dropper" first secures

persistence, followed by the "Main Payload" which executes surveillance and financial

exfiltration.'® The malware often utilizes intent filters with a "high priority-999" setting, ensuring it
is the first process to start after a device reboo

t.14

Dataset of Android Permissions Most Abused in India

Android Permission
String

Malicious Functionality

Strategic Objective

READ_SMS /
RECEIVE_SMS

Intercepting One-Time
Passwords (OTPs) and
banking alerts.™

Bypassing Two-Factor
Authentication (2FA) for
unauthorized transactions.

READ_CALL_LOG

Exfiltrating contact
frequency and duration.™

Social mapping and
identification of vulnerable
targets.

READ_CONTACTS

Harvesting the victim’s
entire network."

Pressuring victims through
harassment of their social
circles.

QUERY_ALL_PACKAGES

Scanning for banking,
security, and VPN apps.'®

Device profiling and
tailoring overlay attacks.

REQUEST_INSTALL_PAC
KAGES

Installing secondary
malware components. '

Modular expansion of the
attack surface without
consent.

IGNORE_BATTERY_OPTI
MIZATIONS

Preventing the OS from
killing background tasks."

Maintaining 24/7 persistent
surveillance and
connectivity.

READ_PHONE_STATE

Accessing IMEI, IMSI, and
device serial numbers."'®

Unique device fingerprinting
for tracking and SIM-swap
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fraud.

BIND_ACCESSIBILITY_SE Intercepting screen content Automating fraudulent

RVICE and simulating clicks.® transactions and screen
scraping.
POST_NOTIFICATIONS Capturing and hiding Suppressing transaction
banking alerts." notifications to delay
detection.

The "Mirax" Remote Access Trojan (RAT) represents the high-water mark of this evolution,
incorporating "black screen" overlays to mask malicious activity while the device remains
active.'® By muting the device's audio manager just before a transaction occurs, the malware
ensures the victim does not hear the notification sound of an incoming OTP.™

The "Digital Arrest"” Kill Chain: Psychological
Operations and Transnational Infrastructure

One of the most complex and psychologically devastating phenomena to emerge in the
2024-2026 period is the "Digital Arrest" scam. This operation represents a convergence of
social engineering, real-time video surveillance, and transnational money laundering. Between
October 2024 and September 2025, over 123,000 cases were reported, resulting in the theft of
nearly 2,000 crore."’

The Anatomy of the Kill Chain

The "Digital Arrest" is not a static fraud but a dynamic psychological operation. The kill chain
progresses through five distinct phases, designed to exploit the victim's fear of authority and
social disgrace.®

1. Initial Contact and Panic Induction: The cycle begins with a call from a spoofed number,
often appearing as a high-ranking police official or a customs officer. The victim is accused
of involvement in a major crime, such as drug trafficking or money laundering, typically
involving a parcel allegedly containing narcotics (MDMA) or fake passports.'®

2. Transition to "Digital Custody": The scammer insists on switching to a video platform
like Skype or WhatsApp. The visual environment is meticulously staged with fake police
station backdrops, forged documents, and actors in authentic-looking uniforms.'®

3. lIsolation and Continuous Monitoring: The victim is told they are under "Digital Arrest"
and must remain on camera for hours or even days. They are prohibited from contacting
family or lawyers, under the threat of immediate physical arrest and frozen assets.”

4. The "Verification" Payment: After the victim is sufficiently traumatized, they are offered a
"security deposit" or "fine" option to avoid the "legal" proceedings. The victim is coerced
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into transferring funds to "official" accounts—which are actually mule accounts controlled
by the syndicate.'®

5. Exfiltration and Disappearance: Once the transfer is confirmed, the scammers terminate
the connection and disappear. The funds are rapidly moved through a network of mule
accounts and eventually converted into cryptocurrency.'

The Southeast Asian Scam Compounds: Cyber-Slavery and
Organized Crime

The infrastructure supporting these "Digital Arrest" operations is located in fortified "scam
compounds" across Southeast Asia, specifically in the Mekong region of Myanmar, Cambodia,
and Laos.?” These compounds are described by investigators as "prisons masquerading as
technology parks," featuring high walls, barbed wire, and armed guards.??

Thousands of individuals, including many young, English-speaking Indians lured by fake job
offers, are trafficked into these centers and forced to engage in cybercrime under threat of
violence.?? In 2024, the UN estimated that 120,000 people in Myanmar and 100,000 in
Cambodia were being held in such compounds.” Sites like KK Park in Myawaddy and Shwe
Kokko on the Thai-Myanmar border serve as the operational hubs for these "Mega Behemoth"
enterprises, which generate billions of dollars in revenue.?

The Correlation Framework: Ad SDKs, Data Brokers,
and Precision Targeting

The precision of contemporary scams is enabled by a "correlation framework" that bridges the
gap between massive data breaches and individual device surveillance. This framework relies
on two primary entities: data brokers and malicious Ad SDKs.

The Role of Data Brokers in Profile Augmentation

Data brokers aggregate raw information from public records, online searches, and data
breaches to create comprehensive "master profiles" of individuals.® In India, these brokers
operate in a largely unregulated environment, selling data packages that include credit scores,
employment history, and geolocation data.’® These profiles allow scammers to target the
"troublesome trio" of sectors: education, healthcare, and manufacturing, which together account
for 47% of all detections in 2025.2

Ad SDKs as Surveillance Oracles

Legitimate mobile advertising platforms (such as AdMob or MoPub) are frequently subverted or
imitated by malicious Ad SDKs embedded in "benign" utility apps. These SDKs act as "local
resource oracles," scanning the device to see which medications the user is taking (via health
apps), their political preferences, and their social circle.?® This telemetry is then combined with
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broker data to facilitate hyper-personalized phishing.

SDK/Broker Intersect

Data Vector

Strategic Application

Leak Correlation

Cross-referencing 2018
Aadhaar data with 2023
ICMR records.

Establishing "true" identity
for high-value extortion.

SDK Profiling

Identifying banking apps via
QUERY_ALL PACKAGES.'

5

Triggering targeted overlay
attacks when the user
opens a bank app.

Inference Engines

Predicting income based on
purchase history and
geolocation.™

Prioritizing targets for "Pig
Butchering" (long-term
romance scams).

Dark Web Feed

Real-time ingestion of newly
leaked credentials.

Credential stuffing against
corporate VPNs and SaaS
platforms.

The Financial Labyrinth: Mule Networks and

Crypto-Laundering

The final phase of the cyber-extortion cycle is the rapid laundering of extorted funds. The
"Money Laundering, Narcotics, and Forfeiture Section" of various international agencies has

noted a 16.5% compounded annual growth rate (CAGR) in crypto-enabled laundering over the

last two decades.?®

The Domestic Mule Infrastructure

In India, the primary laundering mechanism is the "Mule Account." These are legitimate bank
accounts, often belonging to students or economically vulnerable individuals, who "rent" their
banking credentials for a commission.®" These accounts allow fraudsters to layer transactions,
moving money through dozens of accounts within minutes to bypass bank monitoring
systems.17 By 2025, financial fraud cases in India reached 22,931 crore, with 98.5% of the
value lost occurring in high-value transactions exceeding ¥10,000.%

Transnational Money Laundering Routes
For large-scale syndicates, the proceeds are moved cross-border through:

1. Cryptocurrency Mixers: Funds are converted into digital assets (primarily Bitcoin or
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USDT) and cycled through mixers to hide their origin.?®

2. Hawala Networks: Informal money transfer systems are used to move wealth into
jurisdictions with weak AML enforcement, such as parts of Southeast Asia or the Middle
East.”®

3. Shell Entities: "Pig butchering" scams often utilize fake investment platforms and
mirrored websites to give the appearance of legitimate business activity.?*

The scale of this laundered wealth is exemplified by the U.S. Department of the Treasury's 2025
forfeiture action against the Prince Group, which involved $15 billion in Bitcoin.?®

Institutional Response and Strategic Resilience:
India’s Cyber-Defense (2025-2026)

In response to this existential threat, the Government of India has significantly overhauled its
cybersecurity administration. The 2025-26 Union Budget allocated 782 crore specifically for
cybersecurity projects, marking a strategic shift toward a proactive "national cyber defense"
posture.”

The Role of CERT-In and 14C

The Indian Computer Emergency Response Team (CERT-In) and the Indian Cyber Crime
Coordination Centre (14C) serve as the twin pillars of this response. In 2025, CERT-In handled
29.44 lakh cyber incidents, while the 14C's National Cybercrime Reporting Portal (NCRP)
became the primary hub for real-time fraud response.’

Key 2025-2026 Initiatives:

e Sanchar Saathi & Chakshu: Platforms that have enabled the blocking of 9.42 lakh SIM
cards and 2.63 lakh IMEls linked to fraud.*

e Electronic Zero FIR: The introduction of mechanisms to ensure financial cybercrime
complaints are immediately converted into formal cases, triggering rapid investigative
authority.®

¢ RBI Discussion Paper 2026: Proposals for a mandatory one-hour "cooling-off" period for
high-value transfers to new beneficiaries and the implementation of a universal "Kill
Switch" for digital payments.*?

e Digital Personal Data Protection (DPDP) Act 2023: A landmark framework aimed at
ensuring accountability among "Data Fiduciaries" and establishing an independent Data
Protection Board.*

Geopolitical Cooperation and Strategic Partnerships

Recognizing the transnational nature of the threat, India has deepened its operational
cooperation with international partners. On January 17, 2025, the 14C signed an MoU with the
U.S. Homeland Security to combat the intersection of cybercrime, human trafficking, and money

https://docs.google.com/document/d/10OBTaH3DmMJIHZkzZ9gX6tk0Ae5vInSLmphtsJLBULx6g/edit?tab=t.0 8/12



4/20/26, 10:42 PM India Cybercrime Research & Analysis - Google Docs

laundering.?* Concurrently, discussions began with Australia for real-time data sharing to protect
critical infrastructure.?*

Future Outlook: The Era of Cognitive Intrusions
(2026-2030)

As we enter 2026, the cybersecurity landscape is transitioning into what Seqrite Labs terms the
"Era of Cognitive Intrusions".? The traditional paradigm of "code-based" attacks is being
replaced by context-aware, Al-driven deception.

1. Agentic Al and the Autonomous Attack Surface: The rise of "Agentic Al"—systems
capable of making autonomous decisions—creates new vulnerabilities. Attackers will
increasingly target the input and memory layers of these systems through "indirect prompt
injection" to manipulate enterprise-level decision-making.?*

2. Hyper-Personalized Al Phishing: Scammers will use generative Al to analyze stolen
broker data and create perfectly tailored phishing campaigns that simulate the voice,
writing style, and social context of the victim's acquaintances.?*

3. Endpoint Neutralization: Future malware will focus on kernel-level suspension of EDR
(Endpoint Detection and Response) tools, effectively freezing security software before the
payload is even executed.?’

4. Cognitive Statecraft: Hacktivist groups (such as Operation Sindoor) are evolving from
simple DDoS attacks to complex influence operations aimed at manipulating public trust in
digital governance and financial systems.?

Conclusion: Synthesizing the Threat and the Path
Forward

The decadal analysis of the Indian cyber-threat landscape reveals a profound and unsettling
truth: the erosion of privacy through massive KYC leaks has provided the intelligence required
for a globalized industry of human trafficking and cyber-extortion. The "Digital Arrest" is the
current apex of this evolution, but it is merely a precursor to more advanced Al-driven threats.

The response must be as holistic as the threat itself. Technological defenses, such as
behavior-based detection and zero-trust identity management, are essential but insufficient
without systemic structural reforms. This includes the enforcement of the DPDP Act, the
dismantling of mule account networks through real-time banking integration, and the continued
disruption of the SE Asian compound infrastructure through international law enforcement
coalitions.

For the enterprise, the focus must shift from perimeter security to "Cognitive
Resilience"—understanding that the human element is no longer just a "weakest link" but the
primary target of a global, industrial-scale psychological warfare campaign. As cybercrime
losses in India are projected to exceed %1.2 lakh crore by the end of 2026, the transition from
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reactive policing to proactive, Al-assisted shielding is not merely a policy choice but a national
security imperative.>
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